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    About this document

    The focus of this IBM® blueprint is to showcase the Read Diagnostic Parameters (RDP) feature of the Fibre Channel protocol (FCP).

    The data that is provided by RDP commands can simplify the process of managing and analyzing any issues on complex SAN fabrics. In this blueprint, we provide guidance to help users and administrators understand the meaning of RDP data and how to use it.

    The intent of this blueprint is to help a user understand what RDP is, what data RDP represents, and how to use that data to identify potential issues within the SAN fabric that is hosted by that Fibre Channel (FC) switch.

    Executive summary

    RDP is an FC primitive, which enables you to use the FC switch command-line interface (CLI) to monitor and debug the small form factor pluggable (SFP) optical modules that are installed on endpoint devices. 

    In an FC storage area network (SAN), bad optics and cabling tend to be one of the most common point of failures. This situation can result from SFP electronics wearing out over time, cables malfunctioning due to physical stress, or other issues. These component-facing issues might manifest as performance drops, loss of paths, congestion, and other issues.

    In Fabric or FC SANs, it can be difficult to identify the exact item that causes such issues. An average compute node can have around 2 - 3 FC adapters, with up to four ports each. Modern SAN storage devices might have up to four quad-port FC adapters per node, which means that there are many physical ports in any SAN.

    The IBM FlashSystem® family of products incorporate support to respond to these commands from version 8.5.2.0 and later.

    Scope

    The focus of this blueprint is to enable administrators and users to use certain RDP commands from the FC switches. It also describes what outputs to expect and the meanings of the data that is produced by the commands.

    This blueprint provides guidance to help users or administrators foresee any upcoming failures based on the data that is returned by RDP commands.

    Users must have working knowledge of the following items:

    •Basic CLI usage

    •Connecting to FC switches over a network

    Introduction

    RDP is an Extended Link Service (ELS) command that is implemented within the FC protocol standards.

    When an endpoint receives an RDP command from another endpoint (typically a switch), it generates a response with all its internal SFP health and port error information populated into it. RDP has been part of the FC protocol for nearly a decade now, so it has been implemented by most popular FC switch vendors.

    These parameters can be viewed on the switch and used to monitor or debug interfaces that are connected to it. A key aspect of RDP is that it is non-intrusive to the port itself. It is treated like a regular ELS by the firmware and driver stack, and therefore poses no risk to regular operation.

    Figure 1 shows how the RDP command flow works.
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    Figure 1   Basic RDP flow on a Fibre Channel SAN

    IBM FlashSystem and IBM Spectrum® Virtualize products have enabled support for responding to RDP commands with version 8.5.2.0.

    In this blueprint, we describe using RDP with two of the most popular FC switch vendors: Brocade and Cisco.

    Prerequisites

    This section describes the following prerequisites to use RDP from Cisco or Brocade FC switches with IBM FlashSystem, IBM Storwize®, or IBM SAN Volume Controller products:

    •Ensure that you are running IBM Spectrum Virtualize 8.5.2.0 or later.

     

    
      
        	
          Note: All the commands that are mentioned in this blueprint are non-destructive. They do not affect or modify the switch configuration in any way.

        
      

    

    •Ensure that the FC switch version is Cisco NXOS 8.x or later or Brocade Fabric OS (FOS) 7.4 or later.

    How to use RDP

    This section describes the following topics:

    •Brocade Fabric OS

    •Cisco NXOS

    Brocade Fabric OS

    Brocade FOS delivers information that is collected through RDP by two commands, with the relevant fields under each command:

    •The sfpshow command with the -link option. The syntax is as follows: 

    sfpshow <port_num> -link

    This command internally sends an RDP command to the port in question, which generates the output that is shown in Figure 2.
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    Figure 2   Brocade FOS sfpshow command output

    •The portshow command with the -link option. The syntax is as follows:

    portshow <port number> -link 

    Figure 3 shows the command output.
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    Figure 3   Brocade FOS portshow command output

    Cisco NXOS

    RDP can be triggered on Cisco FC switches by running the following command:

    show rdp fcid <fcid(nport id) vsan <vsan>

    Figure 4 shows the output that is generated by the command.
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    Figure 4   Cisco NXOS show rdp command output

    Debug guide

    All the parameters that are displayed in the RDP output have two associated thresholds: warning and alarm. Under each threshold, there are two more levels: high level and low level.

    For each of these combinations, first a warning event, and then an alarm event can be generated at the respective endpoint (for example, temperature-low-warning, current-high-alarm, and so on).

    With the RDP data, users can correlate the current measurement against the respective threshold values to better their understanding about the status of optics at the remote endpoint, and foresee any potential issues.

    Temperature

    The current temperature of the SFP. The limits of an SFP are decided by its category. The category is written on the SFP label as “COM”, “EXT”, or “IND”. The safe operating temperature ranges for them are as follows:

    •COM: Commercial => 0° - 70 °C

    •EXT: Extended => -20° - 85 °C

    •IND: Industrial => -40° - 85 °C

    SFP temperatures are typically caused by manufacturing or material quality, ambient temperature, and cooling efficiency. 

    High temperature

    Causes a spike in optical power. A higher temperature can lead to signal errors or burn out the optical module, which results in a failed SFP and a loss of the link.

    Low temperature

    A low temperature can result in a module becoming unstable, which might lead to signal loss.

    A temperature that is read from an RDP command can be used to monitor the state of the SFP and act as an early warning if the temperature is too high or low. You might need to adjust the ambient temperature.

    Current

    The amount of current that the SFP is consuming. Faulty SFPs have a value of “0”.

    A higher current might be associated with higher transmit (Tx) power, which might lead to an optical element failure.

    A lower current might lead to signal loss and an unreliable link.

    Voltage

    The amount of voltage that the SFP is consuming. A faulty SFP has a value of “0”.

    Higher voltage levels might be associated with higher Tx power, which might lead to an optical element failure and a link loss.

    Lower voltage levels might cause signal loss and an unreliable link.

    Transmit power

    Tx is the amount of power that is used in the transmit side of the SFP. It can be shown as absolute power (microwatts (uW)) or a ratio (decibels (dBm)).

    Constant high Tx power might result in bit errors on the receiving side.

    Low Tx power might indicate an unreliable or failing or failed SFP.

    Receive power

    Receive power (Rx) is the amount of power that is received on the transmit side of the SFP. It can be shown as absolute power (microWatts (uW)) or a ratio (dBm).

    Constant high Rx power might result in bit errors codes due to the photocurrent saturation phenomenon, which is where a photodiode sensor receives more energy than it can accurately convert into an electrical signal. This situation might lead to bit errors or signal loss.

    Low Rx power might be caused by a faulty SFP on the sending side, which might manifest as bit errors. You might need to replace the remote-side SFP.

    Signal loss (Brocade only)

    A measure of the attenuation loss on the FC link. This situation might be caused by any of the above issues, or attenuation due to FC loss. Brocade represents it in dBm.

    Higher numbers indicate a bad SFP or cable, which results in loss-of-signal errors.

    Link error status

    Both outputs (Figure 3 on page 6 and Figure 4 on page 7) also show the link error statistics for the specified port.

    Link failure 

    The number of times that the FC link has gone down. This error might be a part of routine maintenance, such as when the peer port is replaced or serviced, but it also might indicate a failing or failed SFP or cable.

    Loss of sync

    Indicates a synchronization loss on the FC link. Similar to a link failure, it can be intended or erroneous. The SFP or cable to be evaluated.

    Loss of signal

    Indicates that a signal was lost on the FC link. This error can be a problem if it is not noticed immediately after any planned maintenance activity.

    Primitive sequence protocol error

    The number of times an error in the primitive sequence is detected. Primitive sequences are transmitted repeatedly on all active links. This error might indicate an issue with the receiver port.

    Invalid transmission word

    This count relates to the number of times that a bit-level error was detected in a frame. Higher counts can indicate a problematic link.

    Cyclic Redundancy Check error

    This count indicates the number of frames that is received that have a Cyclic Redundancy Check (CRC) error in them. This situation can occur in cases where a frame was re-transmitted. This error does not directly imply a bad link, but the link should be monitored for activity.

    Summary

    This blueprint explains the usage of FC switch-based RDP commands to monitor and analyze port SFP metrics, and how to use that data to predict certain known errors or failures.
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    Resources

    The following websites provide useful references to supplement the information that is contained in this blueprint:

    •IBM FlashSystem 9200

    https://www.ibm.com/mysupport/s/topic/0TO0z000000ZT0iGAG/flashsystem-9200

    •IBM FlashSystem 9500

    https://www.ibm.com/in-en/products/flashsystem-9500

    •Cisco MDS 9000 Series Command Reference, Release 8.x 

    https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/8_x/command/cisco_mds9000_command_ref_8x.html

    •Brocade Fabric OS Command Reference Manual, 8.2.x 

    https://docs.broadcom.com/doc/FOS-82x-Command-RM

     

  
    Notices

    This information was developed for products and services offered in the US. This material might be available from IBM in other languages. However, you may be required to own a copy of the product or product version in that language in order to access it. 

    IBM may not offer the products, services, or features discussed in this document in other countries. Consult your local IBM representative for information on the products and services currently available in your area. Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM product, program, or service may be used. Any functionally equivalent product, program, or service that does not infringe any IBM intellectual property right may be used instead. However, it is the user’s responsibility to evaluate and verify the operation of any non-IBM product, program, or service. 

    IBM may have patents or pending patent applications covering subject matter described in this document. The furnishing of this document does not grant you any license to these patents. You can send license inquiries, in writing, to:
IBM Director of Licensing, IBM Corporation, North Castle Drive, MD-NC119, Armonk, NY 10504-1785, US 

    INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or implied warranties in certain transactions, therefore, this statement may not apply to you. 

    This information could include technical inaccuracies or typographical errors. Changes are periodically made to the information herein; these changes will be incorporated in new editions of the publication. IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without notice. 

    Any references in this information to non-IBM websites are provided for convenience only and do not in any manner serve as an endorsement of those websites. The materials at those websites are not part of the materials for this IBM product and use of those websites is at your own risk. 

    IBM may use or distribute any of the information you provide in any way it believes appropriate without incurring any obligation to you. 

    The performance data and client examples cited are presented for illustrative purposes only. Actual performance results may vary depending on specific configurations and operating conditions. 

    Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly available sources. IBM has not tested those products and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of those products. 

    Statements regarding IBM’s future direction or intent are subject to change or withdrawal without notice, and represent goals and objectives only. 

    This information contains examples of data and reports used in daily business operations. To illustrate them as completely as possible, the examples include the names of individuals, companies, brands, and products. All of these names are fictitious and any similarity to actual people or business enterprises is entirely coincidental. 

    COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming techniques on various operating platforms. You may copy, modify, and distribute these sample programs in any form without payment to IBM, for the purposes of developing, using, marketing or distributing application programs conforming to the application programming interface for the operating platform for which the sample programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these programs. The sample programs are provided “AS IS”, without warranty of any kind. IBM shall not be liable for any damages arising out of your use of the sample programs. 
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    The following terms are trademarks or registered trademarks of International Business Machines Corporation, and might also be trademarks or registered trademarks in other countries. 
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