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Installation and configuration onto a single Windows server

    In this chapter we cover the installation of IBM Tivoli Access Manager for Enterprise Single Sign-On 8.1 onto a single-server Windows® environment, where all components (server and database) are located on a single machine. We cover the installation of the supplied middleware (IBM DB2 and IBM WebSphere Application Server). Other deployment options are available, but are not covered.

    This section supplements the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309, and IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Setup Guide, GC23-9692. Do not use this chapter in isolation. Check the relevant guides in the Tivoli Access Manager for Enterprise Single Sign-On Information Center as you perform the install.

    In Figure 1-1 we provide an overview of the key components and installation and configuration steps for a single-server Tivoli Access Manager for Enterprise Single Sign-On 8.1 deployment. Figure 1-1 depicts the key dependencies between the steps and illustrates the overall interaction between components in the environment.
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    Figure 1-1   Dependencies and interaction between the key components 

    This chapter is divided into the following sections:

    •1.1, “Database installation and configuration” on page 4

    •1.2, “IBM WebSphere Application Server” on page 16 (including the IBM Update Installer)

    •1.3, “IMS Server” on page 26

    •1.4, “HTTP Server and WebSphere Application Server plug-in” on page 33 (including generation of the WebSphere Application Server plug-in for HTTP Server)

    •1.5, “IMS configuration” on page 48 (base configuration and definition of IMS administrator and enterprise directory)

    •1.6, “AccessAgent and AccessStudio” on page 63

    •1.7, “Conclusion” on page 65

    There are a number of optional steps in Figure 1-1 on page 2 (shown as boxes with dashed outlines), such as the fix pack application steps. These might not be covered in this document in the strict order in which they are shown in the diagram (and the AccessAgent fix pack installation is not covered at all).

     

    
      
        	
          Note: It is required that you install the IMS Fix Pack 1. There are specific scenarios in which the fix pack is installed before IMS configuration. See the Tivoli Access Manager for Enterprise Single Sign-On Release Notes document for details:

          http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.itamesso.doc/references/RN_description.html

        
      

    

    1.1  Database installation and configuration

    Tivoli Access Manager for Enterprise Single Sign-On supports various versions of IBM DB2®, Microsoft® SQL Server, and Oracle databases. The following section walks you through the installation of the IBM DB2 database.

    1.1.1  Installing DB2

    The DB2 installation comes on a CD (or in the CD image) as a Windows executable such as DB2_ESE_V95_Win_x86.exe. The steps for the DB2 9.5 installation are:

    1.	Start up the DB2 Setup Launchpad wizard provided on the installation CD. Click Install New to launch the DB2 Setup Wizard (Figure 1-2). 
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    Figure 1-2   DB2 Setup Launchpad

    Click Next to begin the process of installing DB2 Enterprise Server in the DB2 Setup Wizard (Figure 1-3).
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    Figure 1-3   Begin DB2 Server installation

    2.	Click through the install until you get to the Select the installation type page (Figure 1-4). There are three options: 

     –	Typical

     –	Compact 

     –	Custom
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    Figure 1-4   Installation type for DB2 Server

    Select the installation type that best suits your needs. Select Next to continue to the “Select the installation, response file creation, or both” page (Figure 1-5). Choose to install DB2 on this computer. When finished, click Next.
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    Figure 1-5   Select the installation or response file creation for DB2 

    3.	On the Select the installation folder page, select the install location (Figure 1-6). Click Change to select a different folder or type a directory. When finished, click Next.
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    Figure 1-6   Installation folder

    4.	On the Set user information for the DB2 Administrator Server page (Figure 1-7), define a local DB admin account and specify a password. This creates an operating system account either locally or in a Domain Controller if you specify a domain. A local account is sufficient in this case. When finished, click Next.
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    Figure 1-7   Set user information for DB2 Administration Server

    5.	On the Set up a DB2 instance page (Figure 1-8), select the option to create a default DB2 instance. When finished, click Next.
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    Figure 1-8   Creating a DB2 instance

    6.	On the Set up partitioning options for the default DB2 instance page (Figure 1-9), select Single partition instance. When finished, click Next.
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    Figure 1-9   Partitioning options for DB2 instance

    7.	On the Configure DB2 instances page (Figure 1-10), you are presented with the single default (DB2) instance. You do not have to specify the configuration options for the default instance. When finished, click Next.
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    Figure 1-10   Configure DB2 instance

    8.	On the Prepare the DB2 tools catalog page (Figure 1-11), you do not need a DB2 tools catalog. When finished, click Next.
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    Figure 1-11   DB2 tools catalog

    9.	On the Set up notifications page (Figure 1-12), you do not need to set up notifications. When finished, click Next.
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    Figure 1-12   Notifications

    10.	On the Enable operating system security for DB2 objects page (Figure 1-13), enable the operating system security for the database server and accept the defaults. When finished, click Next.
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    Figure 1-13   Enable operating system security for DB2 objects

    11.	On the Start copying files page (Figure 1-14), verify the settings on the Start copying files page and click Install.
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    Figure 1-14   Review DB2 installation settings

    12.	The Setup is complete page displays upon the completion of the install (Figure 1-15). Note the port number. It is 50000 by default. Click Next to complete the install and exit the installer.
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    Figure 1-15   Setup complete confirmation

    The DB2 server installation is now complete.

     

    
      
        	
          Note: There might be a slightly different page for 9.5 than for 9.7. Fundamentally, both are the same and are considered standard. There are a few key differences when creating a database (8 K blocksize, UTF-8) that should be highlighted. There are different installation media for DB2 9.5 or 9.7. Some unpack the installation package, some need to be unpacked manually, while for some you might need to run setup.exe. See the IBM DB2 Server Installation Guide from the respective version for the appropriate installation steps. On 9.7, the First Steps dialog displays automatically. On the First Steps dialog there is a Create a Database button. This does not let you specify the special settings the IMS DB needs. Close the First Steps dialog and create a database as per the following section.

        
      

    

    1.1.2  Creating a database

    After the DB2 Server is installed, create the IMS database using either the DB2 Control Centre UI (start menu) or by entering the appropriate commands in the command-line processor (start menu). The steps are:

    1.	In the Control Center (Figure 1-16), select the All Databases entry in the tree and right-click Create Database. We are creating a Standard database. You can also use the Create New Database link in the lower-right pane.
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    Figure 1-16   Create a new database

    2.	On the Specify a name for your new database page (Figure 1-17), provide a database name, alias, and comment. Only the name is required.

     

    
      
        	
          Note: It is important that the buffer pool and table space page size is set to 8 K (the default is 4 K).
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    Figure 1-17   New name for the database

    The following figures show the page for the Create New Database wizard. On the first page (Name) you can specify the database name. Pick the name for the database (such as IMSDB). Click Next to continue to the Storage page (Figure 1-18). You can accept the defaults.
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    Figure 1-18   Specify location to store data

    3.	Click Next to continue to the Region page (Figure 1-19). On this page configure the code set to UTF-8 (this is not the default). When finished, click Next to go to the Summary page. The last page of the wizard is the summary page. Review the options, and click Finish to create the database.
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    Figure 1-19   Locale for database

    You have created a database.

    1.1.3  Creating a DB2 user

    Next you have to create a database owner that the IMS Server will use to create the schema and load data. Create an operating system user (who can be local) and grant him administrative privileges (member of the local administrators group).

    In the DB2 Control Center:

    1.	Browse to the newly created database (previous section).

    2.	Click User and Group Objects.

    3.	Right-click DB Users and click Add.

    4.	Specify the administrator user that you just created.

    5.	On the Authorities page,checkthe Connect to database check box,the Create tables check box,and the Create packages check box.

    You can also do this using an SQL statement in the command-line processor.

    This completes the database preparation for the IMS Server.

    1.2  IBM WebSphere Application Server

    This section details the installation and configuration of the various middleware components and IMS itself.

    1.2.1  Installing WebSphere Application Server 7.0

    WebSphere® Application Server 7.0 normally comes on three CD images: the base install CD and two supplemental CDs (Supplemental CD 1 and Supplemental CD 2). 

     

    
      
        	
          Note: Passport Advantage® users have easy access to software upgrades. For more information see:

          http://www.ibm.com/software/howtobuy/passportadvantage/ 

        
      

    

    Make sure that the installation user has thefollowing permissions:

    •Act as part of the operating system

    •Log on as a service

    Click Control Panel → Administrative Tools → Local Security Policy → Local Policies → User Rights Assignments.

    Below are the steps for installing WebSphere Application Server 7.0. Use C1G2GML or the  Tivoli Access Manager for Enterprise Single Sign-On 32-bit assembly pack.

    1.	Start the launchpad from the installation CD. On the WebSphere Application Server launchpad (Figure 1-20), select WebSphere Application Server Installation from the navigation list on the left. Click the Launch the installation wizard for WebSphere Application Server link to install WebSphere Application Server using an installation wizard.

     

    
      
        	
          Note: The following figures only show the exceptional information. The standard steps, such as licence agreement, have been skipped. You can install the sample applications if you like, but they are not required for Tivoli Access Manager for Enterprise Single Sign-On.
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    Figure 1-20   WebSphere Application Server Launchpad

    2.	In the installation wizard, click through the standard pages until the WebSphere Application Server Environments page is displayed (Figure 1-21). Select Application server as the type of WebSphere Application Server environment to install for a stand-alone WebSphere Application Server single-server image. When finished, click Next.
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    Figure 1-21   Stand-alone WebSphere Application Server environment

    3.	Continue until you see the Enable Administrative Security page (Figure 1-22). Enable administrative security (the user name is WebSphere Application Server admin account that you want created in WebSphere Application Server, not an operating system account). Input a WebSphere Application Server administrator account user name of your preference. Enter a password for the WebSphere Application Server administrator account and re-enter the password for confirmation. This enforces login to the WebSphere Application Server Integrated Solutions Console (ISC) later on. When finished, click Next.
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    Figure 1-22   Enabling Administrative Security

    4.	Continue to click Next until the Installation Summary page displays (Figure 1-23). Check the settings and click Next to complete the installation.
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    Figure 1-23   Installation Summary

    5.	When WebSphere Application Server is installed, the First steps page displays (Figure 1-24). Run the Installation verification to confirm it has been installed and configured correctly. If the installation is a success, the installation verification confirmation produces output like that shown in Figure 1-25 on page 21.
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    Figure 1-24   First Steps options

    6.	To confirm a successful WebSphere Application Server installation, check for the last two lines …verification succeeded and …verification is complete and look for any errors. If you do not see any errors, WebSphere Application Server 7.0.0 is installed correctly and is ready for fix pack installation.
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    Figure 1-25   Installation verification

     

    
      
        	
          Note: Do not install the IBM HTTP Server (IHS) at this point. If you install the IBM HTTP Server before installing the Tivoli Access Manager for Enterprise Single Sign-On IMS component, there will be no IMS definitions configured to the IBM HTTP Server. As a result, you need to regenerate the WebSphere Application Server plug-in later if the IBM HTTP Server were to be installed before Tivoli Access Manager for Enterprise Single Sign-On IMS.

        
      

    

    7.	Stop WebSphere Application Server.

    1.2.2  Installing IBM Update Installer for WebSphere software installation

    The IBM Update Installer for WebSphere software installation is required to install WebSphere Application Server, HTTP Server, and Tivoli Access Manager for Enterprise Single Sign-On IMS fix packs.

    The Tivoli Access Manager for Enterprise Single Sign-On IMS 8.x fix pack installations require the IBM Update Installer to be at 7.0.0.1 or later. If you are planning on installing the IMS fix packs, download and install the 7.0.0.1 (or later) Update Installer here: 

    http://www-01.ibm.com/support/docview.wss?rs=180&uid=swg21205991#updi70 

    Follow the installation instructions provided on the IBM Update Installer support site.

    1.2.3  Upgrading WebSphere Application Server

    Download the latest fix pack from the WebSphere Application Server support site: 

    http://www-01.ibm.com/support/docview.wss?rs=180&uid=swg27004980#ver70

    Use Fix Pack 5 or later.

    Follow these steps to upgrade WebSphere Application Server:

    1.	Ensure that all WebSphere Application Server processes are stopped. To stop WebSphere Application Server on the machine (Figure 1-26), go to Start → All Programs → IBM WebSphere → Application Server <version> → Profiles → <profile_name> → Stop the server.
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    Figure 1-26   Stopping WebSphere Application Server

    2.	Copy the .pak file into a directory on the local system. This can be the standard directory (C:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance) or one of your choosing. 

    3.	Run the update installer, either after installation or from the Start menu by clicking All Programs → IBM WebSphere → Update Installer. Figure 1-27 presents the interface for when the update installer is started. Click Next to proceed with the upgrading process.

     

    
      
        	
          Note: On a Windows 2008 server, we found that even though a user was logged in as the administrator, it was necessary to right-click and select Run as Administrator for the installs to work correctly.

        
      

    

    [image: ]

    Figure 1-27   IBM Update Installer for WebSphere Software wizard

    4.	Select which product to update by entering the installation location of the product (Figure 1-28). Select the directory path of the app server for the WebSphere Application Server to update (for example, C:\Program File\IBM\WebSphere\AppServer). When finished, click Next.
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    Figure 1-28   Specify installation location of product to be updated for WebSphere Application Server

    5.	Browse to or specify the location of the fix pack .pak files used in step 1 (Figure 1-29). Ensure that the specified directory path is where the WebSphere Application Server fix pack .pak files are copied into. When finished, click Next. 

    [image: ]

    Figure 1-29   Maintenance package location for WebSphere Application Server fix packs

    6.	Select the check box for the maintenance fix pack packages to install that are relevant to WebSphere Application Server (Figure 1-30). 
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    Figure 1-30   Select WebSphere Application Server Maintenance Packages to install

    When finished, click Next to proceed to the Installation Summary page (Figure 1-31).
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    Figure 1-31   Installation Summary for updating WebSphere Application Server 

    7.	Click Next to install the fix pack.

     

    
      
        	
          Note: Up to this part in the installation process, you can install IBM HTTP Server, and apply the relevant fix packs for IHS. However, do not install and configure the HTTP Server WebSphere Application Server plug-in yet. The IHS install, patches, configuration, and WebSphere Application Server plug-in install/config are covered later.

        
      

    

    1.3  IMS Server

    This section details the installation of the Tivoli Access Manager for Enterprise Single Sign-On IMS Server (called IMS from now on). 

    Before proceeding further into this section, ensure that the WebSphere Application Server has been started and is running.

    1.3.1  Preparing WebSphere Application Server for Global Application Security

    Enable application security before installing the IMS Server into WebSphere Application Server. You might recall that during the WebSphere Application Server installation, the administrative security was enabled.

    First, Start WebSphere Application Server. To start WebSphere Application Server on the machine (Figure 1-32 on page 27), go to the Start menu and select All Programs → IBM WebSphere → Application Server <version> → Profiles → <profile name> → Start the server.

    To enable application security:

    1.	Select Start → All Programs → IBM WebSphere → Application Server <version> → Profiles → <profile name> → Administrative console.

    2.	On the IBM Integrated Solutions Console (ISC) login page, enter your login credentials (the WebSphere Application Server administration account specified during the WebSphere Application Server install, such as wasadmin), and click Log in.

    3.	From the task list on the left side of the welcome page, click Security.

    4.	Click Global security.

    5.	On the Global security page, select Enable application security and click Apply.

    6.	In the Messages box at the top of the page, click Save.

    7.	Restart WebSphere Application Server.

    You are now ready to install IMS.

    1.3.2  Installing IMS

    For installation of the Tivoli Access Manager for Enterprise Single Sign-On IMS Server, the steps are:

    1.	To begin the installation wizard for the Tivoli Access Manager for Enterprise Single Sign-On IMS Server, run the executable file from the Tivoli Access Manager for Enterprise Single Sign-On installation CD provided, for example, imsinstaller_8.1.0.0.210.exe. Figure 1-32 displays the initial startup interface when the Tivoli Access Manager for Enterprise Single Sign-On IMS Server installation begins. Select the language from the drop-down list and click OK.
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    Figure 1-32   Begin to install the IMS Server 8.1

    2.	Read the software license agreement details and select I accept the terms in the license agreement to continue the installation. Click Next to continue (Figure 1-33).
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    Figure 1-33   Software license agreement details

    Click Next to proceed to the next page for this installation.
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    Figure 1-34   Introduction

    3.	Specify the destination folder for this installer (Figure 1-35). When finished, click Next.
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    Figure 1-35   Installation destination for the IMS Server

    4.	Use the installer to deploy the Tivoli Access Manager for Enterprise Single Sign-On IMS Server to WebSphere Application Server (Figure 1-35). 

    5.	The installer gives you the option to defer deployment of the IMS EAR file to WebSphere Application Server. This is on the Server Configuration page. If you choose to not install the application, you need to manually deploy it according to the instructions in the installation guide. Choose Yes if you want to install the application. Otherwise, choose No. In this example presented, we chose Yes (Figure 1-36). When finished, click Next.
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    Figure 1-36   Deploy IMS Server to WebSphere Application Server

    6.	The WebSphere Security page for server configuration asks whether administrative security has been enabled (Figure 1-37). This was done during the WebSphere Application Server install. Note that this is administrative security, not application security. This is relevant to the settings made in step 3 in 1.2.1, “Installing WebSphere Application Server 7.0” on page 16. In this example, administration security was enabled in the WebSphere Application Server, hence, Yes is selected. Click Next.
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    Figure 1-37   Define whether WebSphere Application Server has administration security enabled

    7.	The next page of the server configuration asks for the administrative user and password and the SSL key store files (Figure 1-38). The administrative user is the one specified during the WebSphere Application Server install in step 3 in 1.2.1, “Installing WebSphere Application Server 7.0” on page 16. For the two SSL trusted keystore files, specify it as the default trust.p12 and key.p12 files. When finished, click Next. By default they reside in C:\Program Files\IBM\WebSphere\AppServer\profiles\<profile>\config\
cells\<cell>\nodes\<node>. The default password for the trust.p12 and key.p12 files is WebAS.

     –	Example for trust.p12 file: 

    C:\Program Files\IBM\WebSphere\AppServer\profiles\AppSrv01\config\cells\IMS81Node01Cell\nodes\IMS81Node01\trust.p12

     –	Example for key.p12 file: 

    C:\Program Files\IBM\WebSphere\AppServer\profiles\AppSrv01\config\cells\IMS81Node01Cell\nodes\IMS81Node01\key.p12
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    Figure 1-38   Administration security information

    8.	The next page asks for the SOAP port on WebSphere Application Server. Use the default port number, 8880. When finished, click Next to proceed with the IMS Server configuration (Figure 1-39). To get the SOAP number, go to  <WAS install folder>/profiles/<profile name>/logs/AboutThisProfile.txt. 
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    Figure 1-39   SOAP connector port on WebSphere Application Server

    When finished, click Next to proceed to the Server Configuration page (Figure 1-40), which begins the process of configuring the IMS Server for the system.
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    Figure 1-40   Complete IMS Server configuration step

    This completes the server configuration steps.

    9.	When the server configuration step is completed, a pre-installation summary displays for review (Figure 1-41). Click Install to continue. This installs the IMS Server onto WebSphere Application Server and configures the base server settings.
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    Figure 1-41   Pre-installation Summary of IMS Server

     

    
      
        	
          Note: Apply the latest Tivoli Access Manager for Enterprise Single Sign-On IMS fix pack to use Tivoli Access Manager for Enterprise Single Sign-On. Configure the HTTP Server first to front the IMS (next section). Then install the fix pack.

        
      

    

    1.3.3  Verifying the IMS Server installation and deployment

    After the installation of the IMS Server, check the Tivoli Access Manager for Enterprise Single Sign-On <installationdirectory>/TAM_E-SSO_IMS_Server_InstallLog.log file for critical errors that occurred during the IMS Server installation.

    After deploying the IMS Server on the WebSphere Application Server, verify that the deployment was successful with the following steps:

    1.	Select Start → All Programs → IBM WebSphere → Application Server v<version> → Profiles → <profile name> → Administrative console.

    2.	On the ISC login page, enter your login credentials.

    3.	Click Log in.

    4.	Select Applications → Application Types → WebSphere enterprise applications.

    5.	Verify that TAM E-SSO IMS appears on the list of applications.

    1.4  HTTP Server and WebSphere Application Server plug-in

    After you install the IMS Server, configure the IBM HTTP Server to front the IMS Server. Then configure the IMS Server and modify your enterprise directory settings.

    This section details the installation and configuration steps of the IBM HTTP Server and the IBM HTTP Server WebSphere Application Server plug-in. 

    1.4.1  Installing HTTP Server

    If you are not going to run the IHS services by logging in as a local system account, then create a suitable account in the active directory (AD) for the IHS services to run under.

    The steps to install the IBM HTTP Server are:

    1.	Start the launchpad from the installation CD. In the WebSphere Application Server launchpad (Figure 1-41 on page 33), select IBM HTTP Server Installation from the navigation list on the left. Click the Launch the installation wizard for IBM HTTP Server link to install IBM HTTP Server using the installation wizard. Click Next to go through the install (Figure 1-42).

    2.	Install IBM HTTP Server from the same launchpad used to install WebSphere Application Server (this also includes the WebSphere Application Server plug-in on later CD images).

     

    
      
        	
          Note: As with the WebSphere Application Server install, you can accept most defaults. The exceptions are highlighted in the following sections.
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    Figure 1-42   IBM HTTP Server Installation

    3.	Read the software license agreement details and select I accept the terms in the license agreement to continue the installation (Figure 1-43). 
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    Figure 1-43   Installation wizard for IBM HTTP Server 

    4.	Continue through the license agreement and then click Next to proceed with the system prerequisite check on the system (Figure 1-44).
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    Figure 1-44   System Prerequisite Check for IBM HTTP Server

    5.	Enter the installation location for installation of the IBM HTTP Server (Figure 1-45). Note the install location, as you will need it when you apply a fix pack in later steps. Click Next to continue.
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    Figure 1-45   IHS installation location

    6.	Configure the port numbers for IBM HTTP Server Communication (Figure 1-46). Default port numbers will be provided. Use the default ports values, and make sure that no Windows applications (such as IIS) are running to use the same port number or can start before IHS. When finished, click Next.
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    Figure 1-46   Port Value Assignment for IHS

    7.	Define how Windows starts IHS and the IHS Administrative process. Leave them as Windows services and use the local system account to start them. Click Next (Figure 1-47).

     

    
      
        	
          Note: This is the minimal administrative involvement option. IHS and the admin service come up when the box displays.
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    Figure 1-47   Windows Service Definition

    This completes the configuration of IHS itself.

    The next steps configure the integration between IHS and WebSphere Application Server:

    1.	Define the WebSphere Application Server account for administering IHS and the IHS plug-in for WebSphere Application Server to route the appropriate HTTP requests to the application server (Figure 1-48). Specify an account that can be used to administer IHS from WebSphere Application Server. This is a WebSphere Application Server account, not an operating system account. This is an account used to authenticate to IHS for management from WebSphere Application Server. The install process creates the account. When finished, click Next.
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    Figure 1-48   HTTP Administration Server Authentication account

    The next step is setting the parameters is to generate the IHS WebSphere Application Server plug-in configuration. 

    2.	Specify the web server definition (by default, webserver1) and the host name or IP address of the application server (WebSphere Application Server) (Figure 1-49). This sets the parameters to install the IHS plug-in for WebSphere Application Server and configure the plugin-cfg.xml file. When finished, click Next. 
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    Figure 1-49   Define routing information for IHS plug-in

    3.	Review the installation summary details prior to installing the both IBM HTTP Server and IBM HTTP Server plug-in for IBM WebSphere Application Server (Figure 1-50). 
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    Figure 1-50   IHS and IHS plug-in installation summary

    4.	Click Next to start the install. When the installation completes and is successful (Figure 1-51), click Finish.
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    Figure 1-51   Successful installation of IHS and IHS plug-in for WebSphere Application Server 

    This completes the IHS and IHS plug-in for WebSphere Application Server installation. 

    In the following section are the steps for the IMS-required IHS configuration. You can also apply the latest IHS fix pack before or after the configuration. We do it after the configuration. 

    1.4.2  Configuring the IBM HTTP Server

    Use this procedure to set up the IBM HTTP Server to work with the WebSphere Application Server. These steps are detailed in the first section of Chapter 5 of the BM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309.

    Before you begin, ensure that:

    •You installed the WebSphere Application Server and IMS Server.

    •The IBM HTTP Server and IBM HTTP Server Administration Server are running.

    •The WebSphere Application Server is running.

    •You have an administrator user name and password for the IBM HTTP Server.

    •You disabled Microsoft Internet Information Services (IIS) if your system is running on Windows 2000 or later.

    If IIS is active, port 80 and 443 are locked and the IBM HTTP Server configuration might fail.

    Takethe following steps to configure the IHS: 

    1.	Select Start → All Programs → IBM WebSphere → Application Serverv<version> → Profiles → <profile name> → Administrative console.

    2.	On the IBM Integrated Solutions Console login page, enter your login credentials.

    3.	Click Log in.

    4.	Set up the WebSphere Application Server environment to work with the IBM HTTP Server plug-in and configure remote administration for IHS. This done so that the web server can be managed from within the ISC.

    During the steps of the IHS installation and configuration in previous sections a Windows batch file (configure<web server name>.bat) to configure the web server was created. The default batchfile is called configurewebserver1.bat. 

    The <web server name> part of the configure<web server name>.bat file is specified during IBM HTTP Server installation. Copy this file from the <IHS install directory>\Plugins\bin to <WAS install directory>\bin. For example, copy C:\Program Files\IBM\IBMHTTPServer\Plugins\bin\configurewebserver1.bat to C:\Program Files\IBM\WebSphere\AppServer\bin. 

    5.	Run configure<web server name>.bat from the command prompt. In the WebSphere Application Server bin directory, run the batch file, passing it arguments of the profile name, WebSphere Application Server administration user, and password. Figure 1-52 presents an example of executing the batch file to configure a created web server to be managed within the ISC.
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    Figure 1-52   Configure the web server to WebSphere Application Server as a profile

     

    
      
        	
          Note: If the script fails, edit the soap.client.props file in the <WAS profile>\properties directory (for example, C:\Program Files\IBM\WebSphere\AppServer\profiles\AppSrv01\properties) and increase the value for the com.ibm.SOAP.requestTimeout property to 6000.

        
      

    

    6.	Wait until you see the Configuration save is complete message and exit the command prompt when it is finished.

    7.	Grant remote server management rights to the WebSphere Application Server administrator:

    a.	Log in to the WebSphere Application Server ISC using the WebSphere Application Server administrative account to set remote administration.

    b.	Navigate to Servers → Server Types → Web servers → <server> → Remote Web server management, specify the SOAP port, and enter the credentials that you set when provisioning an administrator for IBM HTTP Server (Figure 1-53). 

    c.	Select Use SSL if you want to use the HTTPS secure protocol. If you do not select Use SSL, the default protocol is HTTP, which is not secure. When finished, click OK. 

    d.	Save the configuration when prompted by clicking Save in the Messages box.
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    Figure 1-53   Specify port and user credentials for remote web server configuration

    8.	Synchronize the WebSphere Application Server keystore with the IBM HTTP Server keystore.

    From the Web servers list, click <server> → Plug-in properties (on the right of the page). There is nothing to change here, but you need to click Copy to Web server key store directory to synchronize the WebSphere Application Server keystore with IHS so that the HTTP plug-in will work (Figure 1-54).
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    Figure 1-54   Synchronize the WebSphere Application Server keystore with the IBM HTTP Server keystore

    9.	Click OK to complete this configuration (Figure 1-55). 
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    Figure 1-55   Complete WebSphere Application Server configuration file changes

    10.	Click Save in the Messages box at the top of the page to save the changes to the WebSphere Application Server configuration files (Figure 1-56).
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    Figure 1-56   Saving WebSphere Application Server configuration file changes

    11.	Enable the Secure Sockets Layer (SSL) on IBM HTTP Server. This is for the AccessAgent to IMS Server (via IHS) communication and should be encrypted. To achieve this, manually add the SSL Apache directive to the HIS http.conf file. This can be done manually by locating the file on the OS, editing it to add the required entries, saving it, and restarting IHS.

    Another option is to use the WebSphere Application Server ISC to edit the file. The steps are:

    a.	 Log on to the ISC.

    b.	 From the task list on the left side select Servers → Server Types → Web servers.

    c.	 Select the web server link (for example, webserver1).

    d.	 Under Additional Properties (on the right of the page), click Configuration File.

    e.	 Add the following to the end of the configuration file:

    LoadModule ibm_ssl_module modules/mod_ibm_ssl.so

    Listen 0.0.0.0:443

    ## IPv6 support:

    #Listen [::]:443

    <VirtualHost *:443>

    SSLEnable

    SSLProtocolDisable SSLv2

    SSLServerCert <alias of the IBM HTTP Server SSL certificate>

    </VirtualHost>

    KeyFile "<absolute path of the plugin-key.kdb file>"

    SSLDisable

    To help you understand the configuration information that is required to be added, consider the following lists for details:

     –	The alias of the default SSL certificate is default.

     –	The default location of the plugin-key.kdb file is C:\Program Files\IBM\HTTPServer\Plugins\config\webserver1.

     –	The KeyFile file is in Servers\Server Types\Web Server\<servername>\Plug-in Properties\<Web server copy of Web server pluginfiles>\<absolute path of the plugin keystore file>.

    Example 1-1 shows an example of the content that is added to the configuration file. 

    Example 1-1   Configuration file example
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    LoadModule ibm_ssl_module modules/mod_ibm_ssl.so

    Listen 0.0.0.0:443

    ## IPv6 support:

    #Listen [::]:443

    <VirtualHost *:443>

    SSLEnable

    SSLProtocolDisable SSLv2

    SSLServerCert default

    </VirtualHost>

    KeyFile “C:\Program Files\IBM\HTTPServer\Plugins\config\webserver1\plugin-key.kdb”

    SSLDisable
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    Figure 1-57 shows how the configuration file changes look when using the WebSphere Application Server ISC.
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    Figure 1-57   Configuration file changes made in the Integration Solutions Console

     

    
      
        	
          Note: When performing this change to the configuration file, note to the user that in the configuration file, there exists an example SSL configuration approximately half way in the file that has been commented out on purpose. Do not be mix up this commented-out example with your new SSL configuration entry.

        
      

    

    12.	When finished, click Apply and then OK. 

    13.	Select General Properties → Apply. Click Save in the Messages box at the top of the page.

    14.	Stop and start the IBM HTTP Server from the IBM Integrated Solutions Console.

    15.	From the left side menu panel, select Servers → Server Types → Web servers. 

    16.	Select the check box beside the web server link (for example, webserver1).

    17.	Click Stop.

    18.	Select the check box beside the web server link again.

    19.	Click Start.

    This completes the IHS installation steps.

    1.4.3  Applying HTTP Server fix pack

    Apply the IHS patch using the IBM Update Installer as per the WebSphere Application Server patch application in 1.2.3, “Upgrading WebSphere Application Server” on page 22. The only difference is the location of IHS, C:\Program Files\IBM\HTTPServer.

    1.5  IMS configuration

    This section describes the IMS-post installation steps to configure the IMS Server that you installed earlier. Before proceeding to the IMS configuration, follow the IMS pre-configuration steps in this section.

    1.5.1  Applying the IMS fix pack

    At the time of writing, the Tivoli Access Manager for Enterprise Single Sign-On 8.1 fix pack 1 (8.1.0.1) was available. The fix pack is shipped as an IBM Update Installer .pak file, 8.1.0-TIV-TAMESSO-IMS-FP00001.pak.

    The installation instructions are included with the fix pack.

    Note that:

    •You can install the IMS FP1 before or after configuring IMS. There are specific scenarios in which it should be applied before IMS configuration. See the Release Notes for details.

    •You must use Update Installer 7.0.0.1+ to update IMS Server, so apply the latest Update Installer FP. It makes sense to do this when you apply the WebSphere Application Server 7.0 FP. 

    1.5.2  Creating IMS administrator in Active Directory

    An IMS administration account is required. You can use any user account, but it needs to be a member of the local administrators group. Figure 1-58 shows the creation of the IMS administration account user named IMSAdmin.
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    Figure 1-58   Creating an IMS administration account in Windows Active Directory

    1.5.3  Configurationof the IMS Server

    Before beginning to configure the IMS Server, ensure that the following tasks are complete:

    •Install the IMS Server and the IBM HTTP Server, then complete the IMS-required IHS configuration steps.

    •Check the Tivoli Access Manager for Enterprise Single Sign-On <installation directory>/TAM_E-SSO_IMS_Server_InstallLog.log file for critical errors that occurred during the IMS Server installation (if not done as described in 1.3.3, “Verifying the IMS Server installation and deployment” on page 33).

    •Set up the database that you want to use as the IMS Server database.

    •During the IMS Server configuration steps, choose whether you want to use your own database schema or create the new schema with the configuration wizard. If you chose to use own database schema, create the schema before you start the IMS Server configuration. Also, ensure that you set up your IMS Server database.

    •See the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309, for the setup instructions.

    The steps for configuring the IMS Server are:

    1.	Connect to the IMS Server using one of the following:

     –	If you are using the default port, access https://<IMS IHS hostname>/ims.

     –	If you are not using the default port, access https://<IMS IHS hostname:IHS SSL port>/ims.

    An example of the URL is:

    https://computerXYZ.us.ibm.com:1234/ims

    This confirms that the HTTP Server is running, the WebSphere Application Server plug-in is configured correctly, IMS is running on WebSphere Application Server, and (if the https URL is used) the HTTPS is configured correctly on IHS.

    If everything is configured correctly you will see the Tivoli Access Manager for Enterprise Single Sign-On Configuration Wizard Import Configuration page (Figure 1-59).
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    Figure 1-59   Configuration Wizard Import Configuration

    2.	Select No, and click Begin to start the configuration.

    3.	On the Enter data source information page (Figure 1-60), leave all values as they are. These are the names that will be given to the JDBC provider and data source definitions in WebSphere Application Server, and changing them can cause problems with IMS. When finished, click Next to continue.
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    Figure 1-60   Data source information

    4.	When choosing to create an IMS Server database schema (Figure 1-61), do one of the following actions:

    a.	 Select the Create IMS Server database schema check box. This tells the Configuration wizard to build the database schema and initial content.

    b.	 If you de-select this item, you need to manually create the database after the configuration. To use your own schema, see Appendix D in the BM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309, for further information about creating database schema. In the example presented in this guide, this option has been checked.

    Click Next to continue.
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    Figure 1-61   Create IMS Database Schema

    5.	On the Choose Database Type page (Figure 1-62), select the type of database server that you installed earlier and click Next to continue.

    [image: ]

    Figure 1-62   Database Type for IMS Server

    6.	On the Database Configuration - <database type> page, specify the necessary information about the database type. Before proceeding, check any prerequisites for applying the database type during this configuration step. Appendix A, “Database type configuration for IMS Server” on page 203, provides detailed information about configuration for DB2 and Microsoft SQL server for the IMS Server. When you have chosen the database type, click Next to continue.

    7.	On the Provide Root CA Details page (Figure 1-63), leave the default values (the password is WebAS) if you have not changed the root CA used to sign the SSL certificate used by IHS. The option is to specify the necessary information. When finished, click Next to continue.

     

    
      
        	
          Note: The root CA must be the same CA that signs the SSL certificate. There the root CA is used to sign the IMS Server CA. 
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    Figure 1-63   Root CA Details

    8.	On the Configure IMS services URL page (Figure 1-64), specify the IBM HTTP Server name and port number value. The IBM HTTP Server name is the full-qualified web server name of the IBM HTTP Server that interfaces with the WebSphere Application Server. The port number value is the HTTPS communication port number. The IBM HTTP Server host name must match the CN attribute of the SSL certificate used by IBM HTTP Server. You can connect to the SSL port in a web browser to check this. When finished, click Next to continue.
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    Figure 1-64   Configure IMS Services URL

    9.	On the Confirm settings page (Figure 1-65), review and verify that the setting information entered looks correct and click Save. 
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    Figure 1-65   Confirm settings

    The page is redisplayed with a progress bar showing the installation progress (Figure 1-66). At completion a Data Source and Certificate Store Setup Complete page is displayed.
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    Figure 1-66   IMS configuration process

    10.	Restart the IMS Server application from within the IBM Integrated Solutions Console:

    a.	Select Start → All Programs → IBM WebSphere → Application Server <version> → Profiles → <profile name> → Administrative console.

    b.	Log in to WebSphere Application Server ISC with WebSphere Application Server administration user credentials.

    c.	From the task list on the left side of the page, select Applications → Application Types → WebSphere Enterprise Applications.

    d.	Select the check box beside the Tivoli Access Manager for Enterprise Single Sign-On IMS application.

    e.	Click Stop.

    f.	Select the check box beside the Tivoli Access Manager for Enterprise Single Sign-On IMS application.

    g.	Click Start.

    This concludes the IMS basic configuration. 

    1.5.4  Provisioning IMS administrator and defining enterprise directory

    The next step is to provision an IMS administrator and create an enterprise directory connection. 

    These steps are mentioned in Chapter 5 of the Tivoli Access Manager for Enterprise Single Sign-On 8.1 Install Guide and are covered in detail in Chapter 3 of the Tivoli Access Manager for Enterprise Single Sign-On 8.1 Setup Guide. 

    1.	To start the process, access the Tivoli Access Manager for Enterprise Single Sign-On Web Interface (Figure 1-67) via the URL https://<IMS IHS Server>/ims.
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    Figure 1-67   IMS web interface

    2.	Select the IMS Configuration Utility link.

    The WebSphere Application Server Administrator needs to log on to the application, and as we have enabled global application security in WebSphere Application Server, our wasadmin account is used to log in on the Log on page (Figure 1-68). 
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    Figure 1-68   iMS configuration utility

    The opening page for the IMS Configuration Utility is the Welcome page (Figure 1-69).
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    Figure 1-69   Welcome page of IMS configuration utility

    3.	Click the Setup assistant link. The setup assistant configures the Enterprise Directory (the Enterprise Directory Setup Wizard) and the initial IMS Administrator (Provision an IMS Server Administrator). The first few pages cover the Enterprise Directory setup.

    4.	On the Enterprise Directory Setup page (Figure 1-70), select Active Directory. A generic LDAP can be used, such as Tivoli Directory Server. This might be appropriate for certain demo environments. 
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    Figure 1-70   Enterprise Directory Setup

    5.	Click Next to continue to the Edit domain page (Figure 1-71). Specify the Windows AD domain (DNS domain name) and a lookup user ID/password for the Enterprise Directory. When finished, click Next to continue.
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    Figure 1-71   Edit domain for Active Directory configuration

    This is the user that IMS will look up in AD. This involves an initial AD lookup to determine the AD schema in use. Also, when a new user registers, it will look up AD to verify that the user exists.

    For our deployment, we used the IMSAdmin account created above, which will be the Tivoli Access Manager for Enterprise Single Sign-On administrator in our case, though it can be any local user. Do not use an ordinary user account used to log into the domain, but you might want to make it different from the administrator account that you will use for policy and user administration (that is, one user account as the Tivoli Access Manager for Enterprise Single Sign-On user to look up AD and one Tivoli Access Manager for Enterprise Single Sign-On user account for administrative purposes).

    6.	On the Password synchronization page (Figure 1-72), decide whether you want password synchronization between the Tivoli Access Manager for Enterprise Single Sign-On and AD for all users registered against this AD domain. With this option checked, the Active Directory password is enabled to be used as the Tivoli Access Manager for Enterprise Single Sign-On password. Users can then use their Active Directory credential information to log in to Tivoli Access Manager for Enterprise Single Sign-On. When finished, click Next to continue.

    [image: ]

    Figure 1-72   Password synchronization between users

    7.	On the Choose credentials page (Figure 1-73), define the IMS Administrator to provision.
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    Figure 1-73   Define credentials to be provisioned as an IMS Administrator

    8.	Specify the user to be used as the initial IMS Server administrator. In our case we re-used the AD lookup account from earlier. When finished, click Next to proceed to the Summary page (Figure 1-74). 
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    Figure 1-74   Summary for configuring Active Directory connection

    9.	Verify the settings and click Finish to complete. After the configuration is completed and successfully, a finished message and configuration results are displayed to confirm the status (Figure 1-75).
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    Figure 1-75   Active Directory configured successfully

    10.	Restart the IMS application from within the WebSphere Application Server ISC. Then go to the access admin at https://<IHS server>/admin and log in using your Tivoli Access Manager for Enterprise Single Sign-On administrator account that you specified above.

    Proceed to define user and machine policy templates using the setup wizard, but this is not covered in this document. See the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Policies Definition Guide, SC23-9694, for information about the policies that can be set for this product.

    1.6  AccessAgent and AccessStudio

    The Tivoli Access Manager for Enterprise Single Sign-On AccessAgent and Tivoli Access Manager for Enterprise Single Sign-On AccessStudio installation is reasonably straightforward. The Access Studio requires an AccessAgent to be installed (so it can communicate with the IMS Server). The AccessAgent requires a configuration file to be edited prior to running the installer.

    1.6.1  Preparing to install AccessAgent

    Before installing AccessAgent, you must understand the preinstallation tasks and certain key concepts. See the “AccessAgent preinstallation tasks and information” section in the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309.

    The AccessAgent install is controlled by settings in the SetupHlp.ini file (Figure 1-76), found in the Config directory under the Access Agent install image.

    Edit this file in an editor and set the ImsServerName argument to the full host name of the IMS Server. This is the host name of the IHS server and should match the full host name in the HTTP Server SSL CA cert.
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    Figure 1-76   AccessAgent installation and upgrade options defined in SetHlp.ini

    You might want to check the ImsSecurePortDefault, ImsDownloadPortDefault, and ImsDownloadProtocolDefault settings. If you have configured IMS and IHS correctly, the values already there should be correct. Save and exit.

    1.6.2  Installing AccessAgent

    The steps to install the AccessAgent are straightforward. For more details on installation steps, refer to the BM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309, for information.

    1.	Run the installer in the AccessAgent directory. You can install AccessAgent using either of following methods:

     –	Using setup.exe

    i.	Start setup.exe.

    ii.	Go to the Select a language step.

     

    
      
        	
          Note: If the language for the installation is different from the Windows operating system language, certain messages might appear in English or the operating system language.

        
      

    

     –	Using AccessAgent.msi.

    Double-click AccessAgent.msi. The installation program installs the English version without prompting you to select a language.

    2.	Select a language from the list and click OK.

    3.	Click Next to display the license agreement.

    4.	Select I accept the terms in the license agreement.

    5.	Click Next to display the Install AccessAgent dialog.

    6.	Click Browse to select another folder. Click Next to continue the installation.

    7.	Click Yes to restart the computer immediately or No to restart it later.

     

    
      
        	
          Important: You must restart the computer before you can sign up or log on to the Wallet.After the computer restarts, the AccessAgent window appears. The contents vary according to your organization’s settings.

        
      

    

    For Microsoft Windows Vista, enable “Interactive logon: Do not require CTRL+ALT+DEL” in the Active Directory. AccessAgent automatically enables this security option during installation unless other group policy enforcements prevent it from doing so. If the setting is not enabled, press Ctrl+Alt+Delete to invoke the AccessAgent logon page.

     

    
      
        	
          Note: If there is a problem connecting to the IMS Server, you might be prompted to enter the IMS Server host name and port again. If this continues to be a problem, you must diagnose the connection problems (see Appendix B, “Diagnosing installation problems” on page 207). You can bypass the step to define the IMS Server, but you are better off resolving the connection issue before continuing.

        
      

    

    1.6.3  Installing AccessStudio 

    The AccessStudio installation is straightforward. Run setup.exe in the AccessStudio directory and follow the prompts. For more details about the installation steps, see the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309.

    1.7  Conclusion

    In this chapter we provided detailed instructions about installation, including figures and information discovered during a number of installations that are not documented elsewhere in the standard installation guides for the Tivoli Access Manager for Enterprise Single Sign-on Version 8.1 product. 

    The contents presented here focused on providing a thorough and comprehensive set of installation and configuration steps for the various product components for setting up a Tivoli Access Manager for Enterprise Single Sign-on environment for a single server install.

    In the next chapter we take a closer look at how to install and configure Tivoli Access Manager for Enterprise Single Sign-on in a cluster environment.
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Installation and configuration in a clustered environment

    In this chapter we introduce the installation of Tivoli Access Manager for Enterprise Single Sign-On 8.1 in a clustered IBM WebSphere Application Server environment. This section supplements the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309, and IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Setup Guide, GC23-9692. Do not use this chapter in isolation. Check the relevant guides in the Tivoli Access Manager for Enterprise Single Sign-On Information Center as you perform the install.

    Figure 2-1 shows a typical architecture diagram of WebSphere Application Server and Tivoli Access Manager for Enterprise Single Sign-On components in a clustered environment.
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    Figure 2-1   Clustered solution architecture

    For the Tivoli Access Manager for Enterprise Single Sign-On 8.1 deployment (as documented in this chapter), we set up a single node WebSphere Application Server cluster with a single HTTP server without any load balancer. We use IBM DB2 for the IMS database. At a later point, you can add new cluster members as needed.

    2.1  Database installation and configuration

    Tivoli Access Manager for Enterprise Single Sign-On supports various versions of IBM DB2, Microsoft SQL Server, and Oracle databases. This section walks you through the installation of the IBM DB2 database.

    2.1.1  Installing IBM DB2 Workgroup Server Version 9.7 

    To install IBM DB2 Workgroup Server Version 9.7, follow the steps below:

    1.	Start the DB2 Setup launchpad wizard provided on the installation CD (Figure 2-2).
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    Figure 2-2   Welcome to DB2 Version 9.7

    2.	Click Install New to launch the DB2 Setup wizard (Figure 2-3).
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    Figure 2-3   Install a Product

    3.	Click Next to begin the process of installing the DB2 Server (Figure 2-4).
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    Figure 2-4   Welcome to the DB2 Setup wizard

    4.	Accept the license agreement and click Next (Figure 2-5).
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    Figure 2-5   Software License Agreement

    5.	On the next page, you see three options for the installation type. Select the installation type that best suits your environment’s needs. Click Next to continue the installation (Figure 2-6).
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    Figure 2-6   Select the installation type

    6.	On the Select the installation, response file creation, or both page, you can accordingly install DB2 on the computer or save the settings to a response file, or both, as necessary. Click Next to continue (Figure 2-7).
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    Figure 2-7   Select the installation, response file creation, or both

    7.	Select the installation location (Figure 2-8). Click Change to select a different folder. Click Next.
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    Figure 2-8   Select the installation folder

    8.	Define a DB2 administrator account and specify a password (Figure 2-9). When finished, click Next.
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    Figure 2-9   Set user information for the DB2 Administration Server

    9.	On the Configure DB2 instances page (Figure 2-10), you are presented with the default DB2 instance, You do not have to specify additional configuration options for the default instance. Click Next to continue.
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    Figure 2-10   Configure DB2 instances

    10.	You do not need to prepare the DB2 tools catalog (Figure 2-11). Click Next to continue.
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    Figure 2-11   Prepare the DB2 tools catalog

    11.	On the Set up notifications page (Figure 2-12), uncheck the "Set up your DB2 server to send notifications” selection. Click Next to continue.
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    Figure 2-12   Set up notifications

    12.	Enable operating system security for the database server and accept the defaults (Figure 2-13). When finished, click Next to continue.
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    Figure 2-13   Enable operating system security for DB2 objects

    13.	Verify the settings on the Start copying files page and click Install (Figure 2-14).
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    Figure 2-14   Start copying files

    14.	Wait for the installation to complete (Figure 2-15).
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    Figure 2-15   Installing DB2 Workgroup Server Edition - DB2COPY1

    15.	The Setup is complete page displays on completion of the install (Figure 2-16). Note the port number. This is 50000 by default. Click Next to complete the install and exit the installer. 
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    Figure 2-16   Setup is complete

    2.1.2  Configuring DB2

    To configure DB2 follow the steps below:

    1.	Create the IMS database using either the DB2 Control center or by entering the appropriate commands.

    2.	Configure DB2 via the Control Center:

    a.	In the Control Center, click the Create New Database link to start the Create Database wizard (Figure 2-17).

    b.	Enter a name for the database (such as IMSDB), specify an alias (such as IMSDB), and specify a path for the database (such as E:\). 

    c.	Ensure that the default buffer pool and table space page size are set to 8 K. Click Next to continue.
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    Figure 2-17   Specify a name for your new database

    3.	Verify that Use the database path as a storage path is checked (Figure 2-18) and click Next to continue.
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    Figure 2-18   Specify where to store your data

    4.	Ensure that System is selected for the collating sequence and UTF-8 for the code set (Figure 2-19). Select the country/region and territory (for example, default for Country/Region) and US for territory. Select the code-set as UTF-8 and click Next.
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    Figure 2-19   Specify the locale for this database

    5.	Review the options for creating the database (Figure 2-20) and click Finish to create the database.
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    Figure 2-20   Review the actions that will take place when you click Finish

    2.2  WebSphere Application Server Network Deployment

    This section details the installation of IBM WebSphere Application Server Network Deployment.

    Before starting the installation, ensure that the installation user has the following permissions:

    •Act as part of the operating system

    •Log on as a service

     

    
      
        	
          Note: The part number for the IBM WebSphere Application Server Network Deployment V7.0 for Windows on x86-32 bit installation package is C1G2GML. The part number for the IBM HTTP Server, HTTP plug-in, and Update Installer for IBM WebSphere Application Server Network Deployment V7.0 Windows x86-32 bit installation package is C1G2HML. 

        
      

    

    To install:

    1.	Run launchpad.exe (Figure 2-21). Click Launch the installation wizard for WebSphere Application Server Network Deployment to install IBM WebSphere using the installation wizard.
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    Figure 2-21   Welcome to WebSphere Application Server Network Deployment

    Click Next to continue on the Welcome to the IBM WebSphere Application Server Network Deployment Installation wizard page (Figure 2-22).
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    Figure 2-22   Welcome

    2.	On the Software License Agreement page (Figure 2-23), accept the IBM and non-IBM terms for the license agreement and click Next.
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    Figure 2-23   Software License Agreement

    3.	On the system Prerequisites Check page (Figure 2-24), click Next when you see the message that your operating system completed the prerequisites check successfully.
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    Figure 2-24   System Prerequisites Check

    4.	From the Optional Features Installation page (Figure 2-25), we do not install any of the sample applications/language packs. Click Next to continue.
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    Figure 2-25   Optional Features Installation

    5.	Accept the default installation directory or modify it as needed (Figure 2-26), and click Next.
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    Figure 2-26   Installation Directory

    6.	On the WebSphere Application Server Environments page (Figure 2-27), select None from the list of environments. We configure a profile later in the deployment. Click Next to continue.
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    Figure 2-27   WebSphere Application Server Environments

    7.	A warning message displays (Figure 2-28). Ignore this message for the moment and click Yes to continue.
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    Figure 2-28   Warning

    8.	Select the Create a repository for Centralized Installation Managers check box (Figure 2-29). 
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    Figure 2-29   Repository for Centralized Installation Managers

    9.	You are then prompted for for the directory path of the repository (Figure 2-30). Modify the directory path (if necessary) and click Next to continue.

    [image: ]

    Figure 2-30   Repository for Centralized Installation Managers

    10.	On the Installation Summary page, review the installation (Figure 2-31) and click Next.
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    Figure 2-31   Installation Summary

    11.	On the Installation Results page, when you see the success message (Figure 2-32), uncheck Create a new WebSphere Application Server Profile using the Profile Management Tool and click Finish to complete the installation.
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    Figure 2-32   Installation Results

    2.2.1  WebSphere Update Installer

    The Update Installer is needed to install the HTTP Server, WebSphere Application Server fix packs, and the IMS fix packs. The update installer software is available with the WebSphere Application Server installation V7.0. Because we need to install a later version of the Update Installer (V 7.0.0.7 or later), you need to obtain the software installation package from the IBM support site and run the installation setup as shown in the following steps:

    1.	Run install.exe to start the Installation wizard for the update installer (Figure 2-33). Click Next to continue with the installation.
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    Figure 2-33   Installation Wizard for the Update Installer

    2.	From the Software License Agreement page (Figure 2-34), accept the IBM and non-IBM terms and click Next.
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    Figure 2-34   Software License Agreement

    3.	Click Next when you get the passed status on the System Prerequisite Check page (Figure 2-35).
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    Figure 2-35   System Prerequisites Check

    4.	Change the directory location if necessary and click Next. You can create a start menu icon by clicking the check box.

    5.	On the Installation Summary page (Figure 2-36), click Next to continue.
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    Figure 2-36   Installation Summary

    6.	Click Finish to complete the installation (Figure 2-37).
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    Figure 2-37   Installation Complete

    The IBM Update Installer (V7.0.0.7) has been successfully installed.

    2.2.2  WebSphere fix pack

    For the purpose of this installation, the WebSphere Application Server fix packs can be copied to any standard directory on the local system. For this WebSphere deployment, we copy all the updates and fix packs to the Update Installer maintenance directory (for example, E:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance).

    1.	Run update.bat (from the E:\Program Files\IBM\WebSphere\UpdateInstaller directory) to start the IBM Update Installer for WebSphere Software wizard (Figure 2-38). Click Next to proceed with the upgrade process.
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    Figure 2-38   Welcome to the IBM Update Installer for WebSphere Software wizard

    2.	Select WebSphere\AppServer from the drop-down menu (Figure 2-39) and click Next to continue.
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    Figure 2-39   Product Selection

    3.	Select Install maintenance package (Figure 2-40) and click Next to continue.
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    Figure 2-40   Maintenance Operation Selection

    4.	Browse to and specify the location of the fix pack (Figure 2-41). (This is the directory to which you copied the maintenance packages. For this example, it is E:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance). When finished, click Next.
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    Figure 2-41   Maintenance Package Directory Selection

    5.	On the Available Maintenance Package to Install page (Figure 2-42), accept the WAS-WinX32-FP0000007.pak and click Next. 
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    Figure 2-42   Available Maintenance Package to Install

    Click Next on the Installation Summary page (Figure 2-43) and wait for the installation to complete.
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    Figure 2-43   Installation Summary

    6.	When the success message is displayed on the Installation Complete page (Figure 2-44), click Finish to exit the wizard.
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    Figure 2-44   Installation Complete

     

    
      
        	
          Note: You will need to repeat the above installation steps on all servers/nodes to be added to the WebSphere Application Server cluster that will host the IMS Server.

        
      

    

    Creating WebSphere profiles

    In this section we create a Deployment Manager and a custom profile using the WebSphere Profile Management Tool.

    Creating a Deployment Manager profile

    To do this follow the steps below.

    1.	Launch the WebSphere Profile Management Tool from the appropriate program group. Click Start → All Programs → IBM WebSphere → Application Server Network Deployment V7.0 → Profile Management Tool (Figure 2-45).
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    Figure 2-45   Welcome to the Profile Management Tool

    2.	Click Create to create a new profile (Figure 2-46).
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    Figure 2-46   Profile Management Tool 7.0 - Profiles tab

    3.	For the type of WebSphere Application Server environments, select Management and click Next (Figure 2-47).
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    Figure 2-47   Environment Selection

    4.	On the Server Type Selection page (Figure 2-48), select Deployment manager and click Next.
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    Figure 2-48   Sever Type Selection

    5.	Select Typical Profile Creation (Figure 2-49) and click Next.
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    Figure 2-49   Profile Creation Options

    6.	On the Enable Administrative Security page (Figure 2-50), click the Enable administrative security check box to enable administrative security. Enter a user name (of your preference) for the WebSphere Application Server administrator to be created (for example, wasadmin), and specify an appropriate password for the user. Re-enter the password for confirmation and click Next.
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    Figure 2-50   Administrative Security

    7.	Review the profile creation details and click Create (Figure 2-51).
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    Figure 2-51   Profile Creation Summary

    Wait for the profile creation to complete (Figure 2-52).
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    Figure 2-52   Profile Creation Progress

    8.	When the Profile Creation Complete page displays (Figure 2-53), select the Launch the First steps console check box and click Finish to display the First Steps page. 
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    Figure 2-53   Profile Creation Complete

    9.	If you re-launch the WebSphere Profile Management Tool (by clicking Start → All Programs → IBM WebSphere → Application Server Network Deployment V7.0 → Profile Management Tool), you will see the Dmgr01 profile has been created (Figure 2-54).
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    Figure 2-54   Profile Management Tool 7.0 - Profiles tab

    10.	Start the Deployment Manager.

    Creating a custom profile

    To create a custom profile follow the steps below:

    1.	Launch the WebSphere Profile Management Tool (by clicking Start → All Programs → IBM WebSphere → Application Server Network Deployment V7.0 → Profile Management Tool).

    2.	From the Environment Selection page (Figure 2-55), select Custom profile and click Next.
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    Figure 2-55   Environment Selection

    3.	From the Profile Creation Options page (Figure 2-56), select Typical profile creation and click Next.
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    Figure 2-56   Profile Creation Options

    4.	On the Federation page (Figure 2-57), specify the host name for the Deployment Manager (for example, demo) and accept the default SOAP port number (8879). Also specify the WebSphere Application Server administrator user name and password and click Next.
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    Figure 2-57   Federation

    5.	Review the Profile Creation Summary (Figure 2-58) and click Create.
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    Figure 2-58   Profile Creation Summary

    6.	Click Finish on the Profile Creation Complete page (Figure 2-59). 

     

    
      
        	
          Note: You can launch the First steps console by checking the Launch the First Steps console check box before clicking Finish.
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    Figure 2-59   Profile Creation Complete

    7.	From the Profile Management Tool, verify that both the Deployment Manager profile and the custom profile are listed under the profiles (Figure 2-60).
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    Figure 2-60   Profile Management Tool 7.0 - Profiles tab

    8.	At this time, start the node agent for the custom profile (Custom01) using the startnode utility from the bin directory of the newly created profile (for example, E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01\bin).

     

    
      
        	
          Note: Similarly, create custom profiles for all the nodes to be added to the WebSphere Application Server cluster.

        
      

    

    Creating WebSphere cluster

    To create a WebSphere cluster follow the steps below:

    1.	Open the WebSphere Integrated Solutions Console.

    2.	Select Start → All Programs → IBM WebSphere → Application Server<version> → Profiles → <profileName> → Administrative Console. 

     

    
      
        	
          Note: If global security has been enabled, enter your login credentials on the IBM Integrated Solutions Console and click Log In.

        
      

    

    3.	Select Servers → Clusters → WebSphere Application clusters (Figure 2-61). Click New.
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    Figure 2-61   WebSphere Application Server clusters

    4.	Enter a name for the cluster (for example, cluster1). Select the Prefer local check box. Also select the Configure HTTP session memory-memory replication check box (Figure 2-62). Click Next. 
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    Figure 2-62   Create a new cluster

    5.	Enter a unique name for the server to be added as the first cluster member (for example, server1). Select the corresponding node accordingly from the drop-down list. Ensure that Generate unique HTTP ports is set and click Next (Figure 2-63).
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    Figure 2-63   Create first cluster member

    Click Next to continue.

    6.	From the Create a new Cluster page (Figure 2-64), review the cluster details and click Finish. 
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    Figure 2-64   Create a new cluster - Summary

    7.	In the message box that appears at the top of the page, click Save to save changes to the master configuration.

    8.	Add additional members (application servers) to the cluster by repeating these steps.

     

    
      
        	
          Note: The application server names need to be unique. Even if the node names are different, you cannot use the same name for the application server (for example, if you specified server1 in the earlier configuration, you cannot specify another member with the same name. Instead, create the additional server as server2, and so on).

        
      

    

    9.	Verify that the new cluster displays in the integrated solutions console (Figure 2-65).
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    Figure 2-65   WebSphere Application Server clusters

    2.3  IBM HTTP Server

    This section details the installation steps for the IBM HTTP Server:

    1.	Run launchpad.exe from the installation media. Select IBM HTTP Server Installation and click the Launch the installation wizard for IBM HTTP Server link to install the IBM HTTP Server using the installation wizard (Figure 2-66).
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    Figure 2-66   IBM HTTP Server Installation

    Click Next to continue (Figure 2-67).
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    Figure 2-67   Welcome to IBM HTTP Server 7.0

    2.	Read and accept the IBM and non-IBM terms and click Next to continue with the installation (Figure 2-68).
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    Figure 2-68   Software License Agreement

    3.	Click Next when you see the Passed message on the System Prerequisites Check page (Figure 2-69).
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    Figure 2-69   System Prerequisites Check

    4.	Select the default installation directory or change it as necessary (Figure 2-70). Click Next.
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    Figure 2-70   Enter the installation location

    5.	Configure the port numbers for IBM HTTP Server communications (Figure 2-71). Use the default port numbers and ensure that no other applications (like IIS) are using the same port number on the HIS server. When finished, click Next.
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    Figure 2-71   Port Values Assignment

    6.	Define how Windows will start IHS and the IHS Administrative processes. To run the HTTP Server and HTTP Administration Server as Windows Services, click the appropriate check boxes. Specify a local system account and password and select Automatic as the startup type (Figure 2-72). Click Next.
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    Figure 2-72   Windows Service Definition

    7.	Specify an account that can be used to administer IHS from within WebSphere (Figure 2-73). This account can be created by the install process. The account is a WebSphere Application Server account and not an operating system account. It is used to authenticate to IHS for management purposes from WebSphere Application Server (for example, httpadmin). When finished, click Next.
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    Figure 2-73   HTTP Administration Server Authentication

    8.	Check the Install the IBM HTTP Server Plug-in for IBM WebSphere Application Server check box (Figure 2-74). Also, specify the web server definition (default is webserver1) and enter the host name of the WebSphere Application Server (for example, demo.tamesso.com). When finished, click Next.
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    Figure 2-74   IBM HTTP Server Plug-in for IBM WebSphere Application Server

    9.	Review the Installation summary page (Figure 2-75) and click Next.
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    Figure 2-75   Installation summary

    10.	When the installation completes and the successful message is displayed (Figure 2-76), click Finish.
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    Figure 2-76   Success

    This completes the IHS installation.

    2.3.1  IBM HTTP Server fix pack

    This section details the steps for installing fix pack 7 for the IBM HTTP Server:

    1.	If you have not already copied the IHS fix pack to the Update Installer maintenance directory, copy it to the WebSphere Application Server Update Installer maintenance directory (for example, 
E:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance).

    2.	Run update.bat (from the E:\Program Files\IBM\WebSphere\UpdateInstaller directory) to start the IBM Update Installer for WebSphere Software wizard (Figure 2-77). Click Next to proceed with the upgrade process.
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    Figure 2-77   Welcome to the IBM Update Installer for WebSphere Software wizard

    3.	From the Product Selection page (Figure 2-78), accept the default directory or enter or select another directory and click Next.
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    Figure 2-78   Product Selection

    4.	Select Install maintenance package from the Maintenance Operation Selection page (Figure 2-79) and click Next to continue.
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    Figure 2-79   Maintenance Operation Selection

    5.	On the Maintenance Package Directory Selection page (Figure 2-80), browse to the WebSphere Update Installer maintenance directory and click Next.
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    Figure 2-80   Maintenance Package Directory Selection

    6.	Select the IHS fix pack (7.0.0-WS-HIS-WinX32-FP0000007.pak) and click Next (Figure 2-81).
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    Figure 2-81   Available Maintenance Package to Install

    7.	Review the installation summary (Figure 2-82) and click Next.
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    Figure 2-82   Installation Summary

    8.	Click Finish when you see the success message on the Installation Complete page (Figure 2-83).
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    Figure 2-83   Installation Complete

    This completes the IHS fix pack installation.

    2.3.2  IBM HTTP Server plug-in pack

    This section details the steps for installing fix pack 7 for the IBM HTTP Server plug-in. 

    1.	Copy the IHS plug-in fix pack to the WebSphere Application Server Update Installer maintenance directory (for example, 
E:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance).

    2.	Run update.bat (from the E:\Program Files\IBM\WebSphere\UpdateInstaller directory) to start the IBM Update Installer for WebSphere Software wizard (Figure 2-84). Click Next to proceed with the upgrade process.
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    Figure 2-84   Welcome to the IBM Update Installer for WebSphere Software wizard

    3.	From the Product Selection page (Figure 2-85), browse to the installation directory of the HTTP Server plug-in and click Next.

    [image: ]

    Figure 2-85   Product Selection

    4.	Select Install maintenance package on the Maintenance Operation Selection page (Figure 85) and click Next.
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    Figure 2-86   Maintenance Operation Selection

    5.	Select the WebSphere Update Installer maintenance directory (Figure 2-87) and click Next.
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    Figure 2-87   Maintenance Package Directory Selection

    6.	From the Available Maintenance Package to Install page (Figure 2-88), select WS-PLG-WinX32-FP0000007.pak and click Next.
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    Figure 2-88   Available Maintenance Package to Install

    7.	Review the Installation summary (Figure 2-89) and click Next.
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    Figure 2-89   Installation Summary

    8.	Click Finish when you see the success message on the Installation Complete page (Figure 2-90).
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    Figure 2-90   Installation Complete

    This completes the installation of the IHS plug-in fix pack.

    Adding HTTP Server to the WebSphere Deployment Manager

    This section documents how to add the HTTP Server to the WebSphere Deployment Manager.

    1.	From the WebSphere Integrated Solutions console, click Servers → Server Types → Web servers → New.

    2.	From the New Server window (Figure 2-91), select Web server from the drop-down menu of server types. Click Next.

    [image: ]

    Figure 2-91   Select server type

    3.	On the Create new Web server definition page (Figure 2-92), select the appropriate node and server name for the web server (for example, demoNode01 and webserver1) and select IBM HTTP Server for the type. Click Next.
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    Figure 2-92   Select a node for the Web server and select the Web server type

    4.	From the Select a Web server template page (Figure 2-93), verify that the IHS template is selected and click Next.

    [image: ]

    Figure 2-93   Select a Web server template

    5.	Verify the installation location (for example, E:\Program Files\IBM\HTTPServer) and other properties on the Create new Web server definition page (Figure 2-94), and click Next.
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    Figure 2-94   Enter the properties for the new Web server

    6.	On the Confirm new Web server page (Figure 2-95), verify the information for the web server and click Finish.
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    Figure 2-95   Confirm new Web server

    7.	Click Save to save to the master configuration (Figure 2-96).
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    Figure 2-96   Welcome wasadmin

    8.	Click OK (Figure 2-97).
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    Figure 2-97   Welcome wasadmin - Save web servers

    Starting the web server

    Select the check box for the web server (for example, webserver1) and click Start (Figure 2-98).
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    Figure 2-98   Web servers

    Generating the plug-in

    Select the check box for the web server (for example, webserver1) and click Generate Plug-in (Figure 2-99).
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    Figure 2-99   Messages

    Propagating the plug-in

    Select the check box for the web server (for example, webserver1) and click Propagate Plug-in (Figure 2-100).
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    Figure 2-100   Messages

    2.4  IMS Server

    This section details the installation of the Tivoli Access Manager for Enterprise Single Sign-On IMS Server (referred to as IMS from now on).

    1.	Before proceeding further into this section, ensure that the WebSphere Application Server has been started and is running. Also ensure that global application security and administrative security have been enabled via the WebSphere Administrative Console (via the Security → Global Security settings).

    2.	Run imsinstaller.exe.

    3.	Figure 2-101 displays the initial startup interface when the Tivoli Access Manager for Enterprise Single Sign-On IMS Server installation begins. Select the language from the drop-down menu and click OK.
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    Figure 2-101   Tivoli Access Manager for Enterprise Single Sign-On V8.1

    4.	Read and accept the terms of the license agreement (Figure 2-102) and click Next.
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    Figure 2-102   License Agreement

    Click Next to proceed with the installation (Figure 2-103).
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    Figure 2-103   Introduction

    5.	Accept the default location or specify the installation directory (Figure 2-104) and click Next.
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    Figure 2-104   Choose Installation Folder

    6.	Do not use the installer to deploy the TAMESSO IMS Server to WebSphere Application Server. Select No and click Next (Figure 2-105).
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    Figure 2-105   Server Configuration

    7.	Review the pre-installation summary information (Figure 2-106) and click Install to continue.
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    Figure 2-106   Pre-installation Summary

    Wait for the installation to complete (Figure 2-107).
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    Figure 2-107   Install

    8.	Click Done when you see the successful installation message (Figure 2-108).
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    Figure 2-108   Installation Complete

    This completes the IMS installation.

    IMS Server fix pack

    We now apply the latest Tivoli Access Manager for Enterprise Single Sign-On IMS fix pack:

    1.	Extract the IMS fix pack to the WebSphere Update Installer maintenance directory (for example, E:\Program Files\IBM\WebSphere\UpdateInstaller\maintenance).

    2.	Launch the Update Installer for WebSphere (Figure 2-109).
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    Figure 2-109   Welcome to the IBM Update Installer for WebSphere Software wizard

    3.	On the Product Selection page (Figure 2-110), browse to the installation directory for the IMS Server (for example, E:\Program Files\IBM\TAM E-SSO\IMS Server) and click Next.
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    Figure 2-110   Product Selections

    4.	Select Install maintenance package (Figure 2-111) and click Next.
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    Figure 2-111   Maintenance Operation Selection

    5.	On the Maintenance Package Directory Selection page (Figure 2-112), browse for the installation package location and update the directory path. Click Next.
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    Figure 2-112   Maintenance Package Directory Selection

    6.	Select TAMESSO FP00001.pak (Figure 2-113) and click Next to continue.
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    Figure 2-113   Available Maintenance Package to Install

    7.	From the Installation Summary page, review the installation information and click Next (Figure 2-114).
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    Figure 2-114   Installation Summary

    Wait for the installation to complete (Figure 2-115).
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    Figure 2-115   Initializing component

    8.	If the installation is successful, you see the installation complete message (Figure 2-116). Click Finish to exit the wizard.
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    Figure 2-116   Installation Complete

     

    
      
        	
          Note: You will see the following message under the Installation Complete heading Success: 

          The following maintenance package was partially installed. 

          This message is expected.

        
      

    

    2.5  Configuration on WebSphere Application Server

    Next we install the Native Library Invoker (NLI) rar file on every node in the WebSphere cluster, install the EAR file, and set up the necessary J2C authentication data.

    2.5.1  Installing Native Library Invoker rar file

    Log on to the WebSphere Application Server ISC (from the managed node where you ran the IMS installation).

    Installing the NLI.RAR on every node in the WebSphere cluster

    To install the file:

    1.	Click Resources → Resource adapters (Figure 2-117). 

    2.	Click Install RAR.
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    Figure 2-117   Resource adapters

    3.	On the Install RAR File page (Figure 2-118), select the node (for example, demoNode01) from the Node drop-down menu. Also specify the local file system and enter the path for com.ibm.tamesso.ims-delhi.j2c.adapters.win32.rar (for example, E:\Program Files\IBM\TAM E-SSO\IMS Server\ com.ibm.tamesso.ims-delhi.j2c.adapters.win32.rar). Click Next to continue.
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    Figure 2-118   Install RAR File

    4.	Review the general properties (Figure 2-119) and click OK to continue.
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    Figure 2-119   Configuration tab - General Properties

    5.	Click Save to save the changes to the master configuration (Figure 2-120).
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    Figure 2-120   Resource adapters

    Adding JNDI Key to the connection factory of the NLI Resource Adapter

    To add the JNDI Key to the connection factory of the NLI Resource Adapter:

    1.	From the ISC, click Resources → Resource adapters → TAM E-SSO IMS Native Library Invoker J2C Resource.

    2.	Under Additional Properties, click J2C connection factories (Figure 2-121).
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    Figure 2-121   Configuration tab - General Properties

    3.	Click New (Figure 2-122).
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    Figure 2-122   J2C connection factories

    4.	From the General Properties page (Figure 2-123), enter TAMESSO_NLI_J2C_ConnFactory in the Name field. Enter tamesso/nli/j2c/shared in the JNDI Name field. 

    Keep the default values for the other fields. Click OK to continue.
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    Figure 2-123   JNDI name

    5.	Click Save to save the changes to the master configuration (Figure 2-124).
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    Figure 2-124   J2C connection factories
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    Figure 2-125   J2C connection factories

     

    
      
        	
          Note: For every node in the WebSphere Cluster, repeat the previous steps for all other nodes in the WebSphere cluster. 

        
      

    

    2.5.2  Installing IMS Server ear file

    To install the IMS Server ear file:

    1.	Log in to the WebSphere Application Server ISC (on the managed node where you ran the IMS Server installation).

    2.	Click Applications → Application types → WebSphere Enterprise Applications (Figure 2-126). 

    3.	Click Install.
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    Figure 2-126   Enterprise Applications

    4.	On the Preparing for the application installation page (Figure 2-127), select Local file system and specify the full path for the EAR file (for example, E:\Program Files\IBM\TAM E-SSO\IMS Server\com.ibm.tamesso.ims-delhi.deploy.all.ear). Click Next.
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    Figure 2-127   Preparing for the application installation

    5.	Select Fast Path to only prompt when additional information is required (Figure 2-128) and click Next.
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    Figure 2-128   Preparing for the application installation - Fast Path

    6.	Retain the default values (Figure 2-129) and click Next.
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    Figure 2-129   Select installation options
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    Figure 2-130   Map modules to servers

    7.	On the Map modules to servers page (Figure 2-131), select all check boxes. Then select both the target cluster and the web server from the Clusters and servers list.. Click Apply, and then click Next to continue.
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    Figure 2-131   Map modules to servers

    8.	Review the installation summary (Figure 2-132) and click Finish.
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    Figure 2-132   Summary

    9.	Click Save (Figure 2-133) to save changes directly to the master configuration.
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    Figure 2-133   Installing

    2.5.3  Administering Tivoli Access Manager for Enterprise Single Sign-On from WebSphere Application Server

    To perform this administration:

    1.	From the WebSphere ISC, click Applications → Application Types → WebSphere Enterprise Applications.

    2.	Click TAM E-SSO IMS to administer it (Figure 2-134).
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    Figure 2-134   Enterprise Applications

    3.	Under Web Module Properties, click Session management (Figure 2-135).
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    Figure 2-135   Tivoli Access Manager for Enterprise Single Sign-On IMS

    4.	Under General Properties (Figure 2-136), check the Override session management check box to select it. Click Apply.
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    Figure 2-136   Session management

    5.	Click Save (Figure 2-137).
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    Figure 2-137   Configuration tab

    6.	Click the TAM E-SSO IMS hyperlink at the top of the page. Under Additional Properties, click Distributed environment settings.

    7.	Ensure that None is selected under distributed sessions (Figure 2-138) and click OK.
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    Figure 2-138   General Properties

    8.	Click OK, then click Save (Figure 2-139).
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    Figure 2-139   Preferences

    9.	Click the TAM E-SSO IMS hyperlink at the top of the page.

    10.	From the Detail Properties section, click Target Specific Application Status.

    11.	Select the cluster under which IMS is installed and click Disable Auto Start (Figure 2-140).
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    Figure 2-140   Target specific application status

     

    
      
        	
          Note: A limitation of the IMS Server 8.1 deployment (prior to IMS Server 8.1 fix pack 2) requires disabling of autostart for the IMS Server. You have to manually start the IMS Server every that time the WebSphere Application Server is restarted.

        
      

    

    12.	Click Save (Figure 2-141) to save changes directly to the master configuration.
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    Figure 2-141   Preferences

    2.5.4  Importing root certificate to CellDefaultKeyStore

    To import the root certificate from the DMgrDefaultRootStore to the CellDefaultKeyStore with the same certificate alias name, follow the steps below:

    1.	From the WebSphere Integrated Solutions Console, click Security → SSL Certificate and Key management. Under Related Items, click KeyStores and certificates (Figure 2-142).
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    Figure 2-142   SSL certificate and key management

    2.	Click CellDefaultKeyStore (Figure 2-143).
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    Figure 2-143   Key stores and certificates

    3.	Under Additional Properties, click Personal Certificates (Figure 2-144).
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    Figure 2-144   CellDefauttKeyStore

    4.	Click Import (Figure 2-145).
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    Figure 2-145   Personal certificates

    5.	Under General Properties, select Managed key store (Figure 2-146).
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    Figure 2-146   Import certificates from a key file or key store

    6.	Select DmgrDefaultRootStore from the KeyStore drop-down menu, enter WebAS as the key store password (Figure 2-147), and click Get key store aliases.
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    Figure 2-147   Import certificates from a key file or key store

    7.	Select root for the certificate alias to import. Type root in the Imported certificate alias field. Click OK to continue (Figure 2-148).

    [image: ]

    Figure 2-148   Import certificates from a key file or key store

    8.	Click Save to save directly to the master configuration (Figure 2-149).
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    Figure 2-149   Personal certificates
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    Figure 2-150   Personal certificates

    2.5.5  Copying \tamesso directory 

    Copy the \tamesso directory from the IMS installation directory (E:\Program Files\IBM\TAM E-SSO\IMS Server) to E:\Program Files\IBM\WebSphere\AppServer\profiles\Dmgr01\config.

    2.5.6  Resynchronizing nodes

    To resynchronize nodes:

    1.	From the WebSphere ISC, click System Administration → Nodes (Figure 2-151).
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    Figure 2-151   Nodes

    2.	Select the check box for the node on which the IMS Server is installed (for example, demoNode01) and click Full resynchronize (Figure 2-152).
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    Figure 2-152   Nodes - demoNode01

    3.	Verify that the synchronization is successfully initiated (Figure 2-153).
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    Figure 2-153   Success message

    2.5.7  Setting up J2C authentication data

    To set up J2C authentication data follow the steps below:

    1.	From the WebSphere ISC, click Security → Global Security.

    2.	Under Authentication, click Java™ Authentication and Authorization Service.Click the J2C authentication data link (Figure 2-154).
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    Figure 2-154   Global security

    3.	Uncheck the “Prefix new alias names with the node name of the cell” check box and click Apply (Figure 2-155).
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    Figure 2-155   J2C authentication data

    4.	Click Save to save changes directly to the master configuration (Figure 2-156).
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    Figure 2-156   Message - Changes

    5.	From the WebSphere ISC, click Security → Global Security.

    6.	Under Authentication, click Java Authentication and Authorization Service. Click J2C authentication data.

    7.	Under Preferences, click New. 

    The general properties list displays (Figure 2-157).
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    Figure 2-157   General Properties list

    8.	On the General Properties page (Figure 2-158), enter imsauthdata in the Alias field. Enter the database user ID and password in the User ID and Password fields (for example, db2admin). Click OK.
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    Figure 2-158   Enter user ID and password

    9.	Click Save to save changes to the master configuration (Figure 2-159).
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    Figure 2-159   Save changes to master configuration

    2.5.8  Creating data source for DB2 database

    To create the data source for the DB2 database follow the steps below:

    1.	From the WebSphere ISC, click Resources → JDBC → Data Sources.

    2.	Select cell scope from the Scope list.

    3.	Under Preferences, click New to open the Create a data source page (Figure 2-160).
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    Figure 2-160   Data sources

    Entering basic data source information

    To do this:

    1.	Enter TAM E-SSO IMS Server Data Source for the Data Source Name field (Figure 2-161).

    2.	Enter jdbc/ims for the JNDI name field. Click Next.
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    Figure 2-161   Enter basic data source information

    Creating a new JDBC Provider

    To do this:

    1.	Select DB2 as the database type (Figure 2-162).

    2.	Select DB2 Universal JDBC Driver Provider as the provider type.

    3.	Select Connection pool data source as the implementation type.

    4.	Enter TAM E-SSO JDBC Provider in the Name field. Click Next.
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    Figure 2-162   Create new JDBC provider

    Entering database class path information 

    Accept the default values and click Next (Figure 2-163).
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    Figure 2-163   Enter database class path information

    Entering database-specific properties for the data source

    On the Enter database specific properties for the data source page (Figure 2-164):

    1.	Select 4 as the driver type from the values list.

    2.	Type IMSDB into the Database name field.

    3.	Specify the server name. (In our case, the server name is demo.)

    4.	Ensure that the port number is set to 50000.

    5.	Check the Use this data source in container managed persistence (CMP) check box. Click Next.
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    Figure 2-164   Enter database specific properties for the data source

     

    
      
        	
          Note: The above values are for the DB2 database only. Other databases require different settings. Check the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309, for details.

        
      

    

    Setting up security aliases

    To do this:

    1.	On the Setup security aliases page (Figure 2-165), select imsauthdata from the Component-managed authentication alias drop-down menu.

    2.	Select none from the Mapping-configuration alias drop-down menu.

    3.	Select none from the Container-managed authentication alias drop-down menu. Click Next.
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    Figure 2-165   Setup security aliases

    Summary

    In summary:

    1.	On the Summary page (Figure 2-166), review the settings and click Finish.
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    Figure 2-166   Summary of actions

    2.	Click Save to save to the master configuration.

    3.	The new data source that we created, Tivoli Access Manager for Enterprise Single Sign-On IMS Server Data Source, now displays under the list of data sources (Figure 2-167).
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    Figure 2-167   Data sources

    4.	Click the TAM E-SSO IMS Server Data Source link.

    5.	Under Additional properties, click Connection Pool properties (Figure 2-168).

    6.	Enter 800 for maximum connections.

    7.	Enter 100 for minimum connections.

    8.	Retain the other default values.

    9.	Click Apply.
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    Figure 2-168   Connection pools

    10.	Click Save to save to the master configuration.
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    Figure 2-169   Save to the master configuration

    Modifying JDBC provider details

    To modify JDBC provider details, follow the steps below:

    1.	From the WebSphere ISC, click Resources → JDBC → JDBC Provider.

    2.	Under Preferences, click TAM E-SSO JDBC Provider (Figure 2-170).
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    Figure 2-170   Click TAM E-SSO JDBC Provider

    3.	Under General Properties (Figure 2-171), replace the following class path data:

    ${DB2UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc.jar

    ${UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc_license_cu.jar

    ${DB2UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc_license_cisuz.jar

    with:

    E:/Program Files/IBM/WebSphere/AppServer/profiles/Dmgr01/config/tamesso/lib/db2jcc.jar

    Click OK. Click Save.
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    Figure 2-171   TAM E-SSO JDBC Provider
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    Figure 2-172   JDBC Providers

    Testing data source connection

    To test the data source connection, follow the steps below:

    1.	From the WebSphere ISC, click Resources → JDBC → Data Sources.

    2.	Under Preferences, select the TAM E-SSO IMS Server Data Source check box. Click Test connection (Figure 2-173).
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    Figure 2-173   Test connection

    3.	Verify that the test connection was successful (Figure 2-174).
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    Figure 2-174   Success message

    Replacing ClassPath with generic directory

    To replace the ClassPath with a generic directory, follow the steps below:

    1.	From the WebSphere ISC, click Resources → JDBC → JDBC Providers → TAM E-SSO JDBC Provider (Figure 2-175).
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    Figure 2-175   TAM E-SSO JDBC Provider

    2.	In the Configuration tab (Figure 2-176), replace the class path to make the path independent of the WebSphere Application Server installation. 

    3.	For DB2, set the CLASSPATH to ${USER_INSTALL_ROOT}/config/tamesso/lib/db2jcc.jar. Click OK.
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    Figure 2-176   Settings

    4.	Click Save to save the configuration changes.
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    Figure 2-177   JDBC Providers

    Synchronizing the nodes

    Perform full synchronization of the nodes (Figure 2-178):

    1.	From the WebSphere ISC, click System administration → Nodes. Select nodes and click Full Resynchronize.
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    Figure 2-178   Configuration changes

    2.	Verify that the synchronization was successfully initiated (Figure 2-179).
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    Figure 2-179   Success message

    Restarting the cluster

    To restart the cluster, follow the steps below:

    1.	From the WebSphere ISC, click Servers → Clusters → WebSphere application server clusters. Select the cluster1 checkb ox and click Stop. Once the cluster has been successfully stopped, select the cluster1 check box again for and click Start (Figure 2-180).
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    Figure 2-180   WebSphere application server clusters
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    Figure 2-181   Initiation message

    2.	Verify that the cluster is started (Figure 2-182).
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    Figure 2-182   Cluster start verification

    Starting the IMS Server

    From the WebSphere ISC, follow the steps below:

    1.	Start the Tivoli Access Manager for Enterprise Single Sign-On IMS Server (Figure 2-183).
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    Figure 2-183   Start Tivoli Access Manager for Enterprise Single Sign-On IMS Server

    2.	Verify that the server is started successfully (Figure 2-184).
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    Figure 2-184   Success message

    2.6  Configuration for IBM HTTP Server

    The following steps guide you to set up the IBM HTTP Server to work with the WebSphere Application Server. Before you begin, ensure that:

    •The WebSphere Application server is installed and running.

    •The IMS Server is successfully installed. 

    •Both the IBM HTTP Server and the IBM HTTP Administration Server are running. 

    •You have an administrator ID and password for the HTTP Server.

    •Ports 80 and 443 are available (and not being used by another application like IIS).

    2.6.1  Running the configurewebserver script

    The <Webservername>.bat file is created during the IHS installation and configuration steps carried out earlier. We use this bat file to configure a web server to be managed within the WebSphere ISC.

    1.	Copy the configurewebserver1.bat file from the <IHS install directory> to the <WAS Install Directory>\bin (for example, from E:\Program Files\IBM\HTTPServer\Plugins\bin to E:\Program Files\IBM\WebSphere\AppServer\bin).

    2.	Run configure<web server name>.bat from the command prompt, and pass arguments of the profileName, the WebSphere Application Server administration user and password (Figure 2-185). For example, from the E:\Program Files\IBM\WebSphere\AppServer\bin directory, run the following command:

    configurewebserver1.bat -profileName Dmgr01 -user wasadmin -password p@ssw0rd 
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    Figure 2-185   Running configurewebserver1.bat

    3.	Exit the command prompt when you see the message Configuration save is completed.

     

    
      
        	
          Note: If you want to configure multiple HTTP Servers to the IMS Server, you must specify a unique web server definition name during the IBM HTTP Server/IBM HTP Server Plug-In installation (for example, webserver1, webserver2).

          If you have multiple web servers installed, repeat the above steps for each configure<webservername>.bat file.

        
      

    

    2.6.2  Setting up SSL certificates

    Create a certificate signed by the WebSphere Application Server CA. This uses the IBM HTTP Server name as the common name (cn) for communication between the client and the HTTP Server.

    Deleting the default certificate

    From the WebSphere ISC, follow the steps below:

    1.	Click SSL certificate and key management → Key stores and certificates → CMSKeyStore → Personal certificates (Figure 2-186).
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    Figure 2-186   Delete default certificate

    2.	Select the default certificate.

    3.	Click Delete.

    4.	Click Save to save the changes to the master configuration.

    Creating chained certificate

    To create a chained certificate, follow the steps below:

    1.	Click Create → Chained certificate and navigate to SSL certificate and Key management → Key stores and certificates → CMSKeyStore → Personal certificate → New.

    2.	In the General Properties dialog (Figure 2-187), specify a name for the alias (for example, default) and provide the fully qualified host name for the HTTP Server for the common name (for example, demo.tamesso.com).
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    Figure 2-187   Setting properties

    Note that if you have multiple load balancers set up, specify the fully qualified name of the load balancer here.

    3.	Enter the other information as necessary (organization, state, and so on). Click OK.

    4.	Save the configuration changes.

    5.	Verify that the new certificate is listed in the Personal certificates section (Figure 2-188).
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    Figure 2-188   Personal certificates section

     

    
      
        	
          Note: The above steps need to be performed for each of the IBM HTTP Servers.

        
      

    

    Synchronizing WebSphere Application Server keystore

    We need to synchronize the WebSphere Application Server keystore with the IBM HTTP Server keystore so that the HTTP plug-in works successfully. First, verify that the IBM HTTP Server is started and running:

    1.	From the WebSphere ISC, click Servers → Server Types → Web Servers. 

    2.	Select webserver1.

    3.	Select Additional Properties → Plug-In Properties.

    4.	Click Copy to Web server key store directory (Figure 2-189). 
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    Figure 2-189   Copy to web server key store directory

    Click OK (Figure 2-190).
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    Figure 2-190   Configuration tab

    5.	Click Save in the message box that appears at the top of the page to save changes to the master configuration.

     

    
      
        	
          Note: The above steps must be performed for each IBM HTTP Server.

        
      

    

    2.6.3  Enabling SSL on the HTTP Server

    By default, SSL communication is disabled. We enable SSL on the HTTP server by editing the httpd.conf file so that the IMS Server communication is encrypted.

     

    
      
        	
          Note: This must be performed for each IBM HTTP Server.

        
      

    

    1.	From the WebSphere ISC, click Servers → Server Types → Web Servers.

    2.	Under Web Servers, click webserver1.

    3.	Under Additional Properties, click Configuration File (Figure 2-191).
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    Figure 2-191   Configuration tab 

    4.	Add the following lines of configuration to the end of the configuration file:

    LoadModule ibm_ssl_module modules/mod_ibm_ssl.so

    Listen 0.0.0.0:443

    ## IPv6 support:

    # Listen [::]:443

    <VirtualHost *:443>

    	SSLEnable

    	SSLProtocolDisable SSLv2

    SSLServerCert <alias of the IBM HTTP Server SSL certificate>

    </VirtualHost>

    KeyFile "<absolute path of the plugin-key.kdb>"

    SSLDisable

    For example:

    LoadModule ibm_ssl_module modules/mod_ibm_ssl.so

    Listen 0.0.0.0:443

    ## IPv6 support:

    # Listen [::]:443

    <VirtualHost *:443>

    	SSLEnable

    	SSLProtocolDisable SSLv2

    SSLServerCert default

    </VirtualHost>

    KeyFile "E:\Program Files\IBM\HTTPServer\Plugins\config\webserver1\plugin-key.kdb"

    SSLDisable

    5.	Click Apply.

    6.	Click OK.

    7.	Select General Properties → Apply.

    8.	Click Save in the messages box at the top of the page (Figure 2-192).
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    Figure 2-192   Change message

     

    
      
        	
          Note: The above steps must be performed for each IBM HTTP Server.

        
      

    

    Restarting IBM HTTP Server

    From the WebSphere ISC, follow the steps below:

    1.	Click Servers → Server Types → Web Servers. 

    2.	Select the check box for webserver (webserver1).

    3.	Click Propagate Plug-in (Figure 2-193).
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    Figure 2-193   Select webserver

    4.	Verify that the plug-in configuration file has been successfully propagated (Figure 2-194).
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    Figure 2-194   Success message

    5.	Select the check box for the webserver (webserver1). 

    6.	Click Stop to stop the server.

    7.	Select the check box for the webserver (webserver1). 

    8.	Click Start to start the server (Figure 2-195).
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    Figure 2-195   Starting the server

    Configuring the IMS Server

    This section details how to properly configure the IMS Server.

    Starting the IMS Server

    If the IMS Server is not already started:

    1.	Start it via the WebSphere ISC (Figure 2-196).
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    Figure 2-196   Enterprise Applications

    2.	Verify that the server is started successfully (Figure 2-197).
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    Figure 2-197   Success message

    Running the IMS configuration

    To do this:

    1.	Access the following URL:

    https://<fully qualified hostname>:9443/ims

    For example:

    https://demo.tamesso.com:9443/ims

    2.	Accept the default setting (do not import the configuration from the old IMS installation), and click Begin (Figure 2-198).
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    Figure 2-198   Import Configuration

    3.	Select the Create IMS Server database schema check box and click Next (Figure 2-199).
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    Figure 2-199   Create IMS Database Schema

    4.	Select DB2 Server as the database type and click Next (Figure 2-200).
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    Figure 2-200   Choose Database Type

    5.	Enter/verify the database configuration information. Click Next (Figure 2-201).
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    Figure 2-201   Database Configuration - DB2

    6.	Enter CellDefaultKeyStore for the keystore name, enter WebAS as the keystore password, and enter root for the root CA alias name. Click Next (Figure 2-202).
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    Figure 2-202   Provide Root CA Details

    7.	On the Configure IMS services URL page (Figure 2-203), enter the fully qualified server name for the HTTP Server, enter 443 for the HTTPS port number, and click Next.
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    Figure 2-203   Configure IMS services URL

    8.	On the Confirm settings page (Figure 2-204), verify the settings and click Save.
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    Figure 2-204   Confirm settings

    9.	Wait for the process to complete (Figure 2-205).
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    Figure 2-205   Confirm settings

    Deleting root certificate from CellDefaultKeyStore

    To do this:

    1.	From the WebSphere ISC, click Security → SSL Certificate and Key Management.

    2.	Under Related Items, click Key stores and certificates.

    3.	Click CellDefaulyKeyStore.

    4.	Under Additional Properties, select Personal Certificates.

    5.	Select the check box of the root certificate to be deleted.

    6.	Click Delete.

    7.	Click Save to save to the master configuration.

    Synchronizing all managed nodes

    To do this:

    1.	Go to System Administration → Nodes.

    2.	Select all the nodes and click Full resynchronize (Figure 2-206).
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    Figure 2-206   Success message

    Restarting the WebSphere cluster

    Restart the WebSphere Cluster (Figure 2-207).
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    Figure 2-207   WebSphere Application Server clusters

     

    
      
        	
          Note: You might have to manually start the nodeagent before starting the cluster.

        
      

    

    Restarting the IMS Server

    Stop and start the IMS Server from the WebSphere ISC.

    1.	To stop the IMS Server:

    a.	From the ISC, select Applications → Application Types → WebSphere Enterprise Applications.

    b.	Select the TAM E-SSO IMS check box.

    c.	Click Stop. Once the application is stopped, the status is displayed (Figure 2-208).
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    Figure 2-208   Application successfully stopped

    2.	To restart the IMS Server:

    a.	From the ISC, select Applications → Application Types → WebSphere Enterprise Applications.

    b.	Select the TAM E-SSO IMS check box.

    c.	Click Start. Once the application is restarted, the status is displayed (Figure 2-209).
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    Figure 2-209   Application successfully started

    2.7  Adding nodeagent and server to Windows services

    Run the WebSphere wasservice application to add the nodeadent and server to the Windows startup. This allows the services to start automatically when the server is rebooted.

    2.7.1  nodeagent

    Take the following steps: 

    1.	Open a command prompt window and enter the following commands:

    >cd E:\Program Files\IBM\WebSphere\AppServer\bin

     

    >E:\Program Files\IBM\WebSphere\AppServer\bin>wasservice -add Custom01NodeAgent -serverName nodeagent -profilePath "E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01" -wasHome "E:\Program Files\IBM\WebSphere\AppServer" -logRoot "E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01\logs\nodeagent" -logFile "E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01\logs\nodeagent\startServer.log" -restart true -startType automatic

     

    Adding Service: Custom01NodeAgent

        Config Root: E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01\config

        Server Name: nodeagent

        Profile Path: E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01

        Was Home: E:\Program Files\IBM\WebSphere\AppServer\

        Start Args:

        Restart: 1

    IBM WebSphere Application Server V7.0 - Custom01NodeAgent service successfully added.

    Figure 2-210 depicts the command prompt output.
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    Figure 2-210   Output for adding a nodeagent

    2.	Edit the registry settings to make the CellManager service dependent on the nodeagent starting first.

    3.	Open the key via the registry editing tool (regedit) by clicking My Computer → HKEY_LOCAL_MACHINE → SYSTEM → CurrentControlSet → Services → IBMWAS70Service - demoCellManager01.

    4.	Create a MultiString value named DependOnService and enter the value IBMWAS70Service - Custom01NodeAgent.

    This makes the CellManager service dependent on the nodeagent service starting first (Figure 2-211).
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    Figure 2-211   Registry editor

    2.7.2  server1

    Take the following steps:

    1.	Open a command prompt window and enter the following commands:

    E:\Program Files\IBM\WebSphere\AppServer\bin>wasservice -add CustomServer1 -serverName server1 -profilePath "E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01" -wasHome "E:\Program Files\IBM\WebSphere\AppServer" -logRoot "E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01\logs\server1" -logFile "E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01\logs\server1\startServer.log" -restart true -startType automatic

    Adding Service: CustomServer1

        Config Root: E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01\

    config

        Server Name: server1

        Profile Path: E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom01

        Was Home: E:\Program Files\IBM\WebSphere\AppServer\

        Start Args:

        Restart: 1

    IBM WebSphere Application Server V7.0 - CustomServer1 service successfully added.

    Figure 2-212 depicts the command prompt output.
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    Figure 2-212   Output for adding server1

    2.	Edit the registry settings to make the server1 service dependent on the nodeagent starting first.

    3.	Open the key via the registry editing tool (regedit) by selecting HKEY_LOCAL_MACHINE → SYSTEM → CurrentControlSet → Services → IBMWAS70Service - CustomServer1. 

    4.	Create a multi-string value named DependOnService with a value IBMWAS70Service - Custom01NodeAgent (Figure 2-213).
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    Figure 2-213   Create multi-strong value name

    To provision the IMS administrator and to set up the Tivoli Access Manager for Enterprise Single Sign-On IMS enterprise directory, see 1.5.4, “Provisioning IMS administrator and defining enterprise directory” on page 57.

    This concludes the configuration of the WebSphere Application Server cluster environment.
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Database type configuration for IMS Server

    On the Database Configuration page you are prompted for the DB configuration information relevant to the server. Figure A-1 on page 204 shows the settings for DB2:

    •Hostname: host name (or IP address) where the DB server resides.

    •Port: DB server listening port. This was an option during the DB2 install, and 50000 is the default. It might be different if you have multiple DB2s on the one server.

    •Database Name: the name of the IMS Server database to configure as defined during the DB2 install (see 1.1.2, “Creating a database” on page 12).

    •User Name: DB2 administrator account defined during DB2 install (db2admin is the default).

    •User Password: DB2 administrator password defined during DB2 install.

    If you are using Oracle or Microsoft SQL Server, the values will be different. For example, with Microsoft SQL Server, you are prompted for the instance (optional) when a non-default Microsoft SQL Server instance has been created. See “Microsoft SQL Server configuration for IMS Server” on page 204 for more details.
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    Figure A-1   Database configuration

    If you are using MS SQL Server, the next page asks whether you want to create a new database. See “Microsoft SQL Server configuration for IMS Server” on page 204 for the ramifications of this. If you have already created the (empty) database, leave this option unselected and click Next to continue.

    Microsoft SQL Server configuration for IMS Server

    There are certain requirements for MS SQL Server when used as the IMS Server datastore. These are not clear in the Installation Guide, but the Release Notes and Setup Guide contain pertinent information.

    The relevant sections of the Setup Guide are:

    •For MS SQL Server 2000

    http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.itamesso.doc/common/database_prerequisites_SQL_Server_2000.html

    •For MS SQL Server 2005

    http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/topic/com.ibm.itamesso.doc/common/database_prerequisites_SQL_Server_2005.html

    •For MS SQL Server 2008 we refer to the following tech note:

    http://www.ibm.com/support/docview.wss?uid=swg21420688

    There are, according to our reading of the documentation, two ways to create the database and IMS schema after you have installed MQ SQL Server itself:

    •During the IMS Server Database Configuration step, select Create new database and specify the system administrator (SA) account/password as the User Name/Password. This creates the database instance and loads the ESSO schema/initial data.

    •Before running the IMS Server configuration, create an empty database instance using the MS SQL Server admin UI. Also create a database owner and set the appropriate rights/settings. Then during the IMS Server Database Configuration do not select (or de-select) Create new database, then specify the database owner/password as the User Name/Password.

    We have not tried the first approach, however most for most customer deployments you do not want the top-level system administrator account information stored in an application outside of the DBA teams control. Thus, most deployments use the second option.

    It is important that you follow the requirements in the links above, particularly the one about not having the database owner as an administrator. If you do (as we found), then the schema is created with an owner of dbo (for example, dbo.IMSTrustedCA) but when IMS talks to the database the calls are against a prefix of owner (for example, fred.IMSTrustedCA).

    The safest way that we found to have a working database is to have the database name and owner name the same (for example, a database name of “Tamesso” and an owner of Tamesso). Theoretically, if you have both the default schema of the DB owner being the IMS DB name and the default DB for the DB owner being the IMS DB, then it should all work, but it did not for us.

    One final note is that when creating the DB in the MS SQL Server admin UI, make sure that the correct collation is used (SQL_Latin1_General_CP1_CS_AS). If not, you see error messages during the configuration.
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Diagnosing installation problems

    Many separate components and prerequisite steps are required to fully achieve the installation and configurations of Tivoli Access Manager for Enterprise Single Sign-On 8.1, WebSphere Application Server, IBM HTTP Server, Database Server Type installation, fix packs, and so on. Due to the complexity and many installation and configuration steps involved, there is a chance that problems will be encountered during the install, as there are more points of failure.

    There is limited information about diagnosing problems in the IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309. The IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Troubleshooting and Support Guide, GC23-9693, has a far more comprehensive coverage of installation issues and how to debug them.

    This appendix contains additional information accumulated during Tivoli Access Manager for Enterprise Single Sign-On installations.

    AccessAgent connection to IMS Server

    The main challenge encountered is when installing the AccessAgent and its unsuccessful attempt to contact the IMS Server. To diagnose these types of problems you need to understand the organization and interaction between the AccessAgent and the IMS Server application running on WebSphere Application Server. This is covered in Appendix C, “Using ports and networks” on page 211.

    One particular reason why AccessAgent is not able to connect to the IMS Server might be that the Windows firewall is turned on. Disable the firewall to troubleshoot AccessAgent when it is not functioning as expected behind a firewall.

    The following sections provide steps to help diagnose connection problems. For the sake of the discussion, the IMS Server (and HTTP Server) host name is imsserver.demo.com, the IHS ports are standard (80, 443), and WebSphere Application Server ports are standard (9080, 9443). We also assume that you are trying to connect to IMS using https and the https port.

    Is the HTTP server/port accessible

    The first thing to check is whether a browser can resolve the IMS Server host name. Enter a URL of http://imsserver.demo.com:80. You will see the standard IBM HTTP Server page. If this works, you have proven that the host name is resolvable, the HTTP server is running, and port 80 is accessible. If it does not work, check name resolution and http port configuration, and that the http server is running.

    Is the HTTPS port accessible

    Repeat the above steps with https: https://imsserver.demo.com:443. You should get a dialog complaining about the certificate that the server has presented. On validating the certificate you should get to the standard IBM HTTP Server page. If this works, you have proven that the HTTPS configuration in the httpd.conf is correct and that there is a certificate. If it does not work, re-check the SSL configuration in the httpd.conf file.

    Does the host name match the SSL Cert DN

    Note the host name in the CN of the SSL certificate. It should be the same as the fully qualified host name that you are specifying in the AccessAgent config.

    If the host name that you are specifying is different from that in the CN of the certificate, try again with the correct host name.

    Is the WebSphere Application Server available for SOAP requests

    The AccessAgent uses a ping service of /ims/services/encentuate.ims.service.ServerInfo. In the browser, try: 

    •For http

    http://imsserver.demo.com:9080/ims/services/encentuate.ims.service.ServerInfo

    •For https

    https://imsserver.demo.com:9080/ims/services/encentuate.ims.service.ServerInfo 

    This should resolve and give you a welcome message.

    If this works you have proven that WebSphere Application Server is running and that the IMS application is installed and responding to SOAP requests. If not, check that WebSphere Application Server is running and that the IMS application is running in WebSphere Application Server.

    Is WebSphere Application Server plug-in configured correctly

    You should be able to send requests to the HTTP Server ports, and the WebSphere Application Server plug-in will route the request to the WebSphere Application Server server. In the browser, try:

    •For http: 

    http://imsserver.demo.com/ims.services/encentuate.ims.service.ServerInfo

    •For https: 

    https://imsserver.demo.com/ims.services/encentuate.ims.service.ServerInfo

    This should resolve and give you the same welcome message. If this works you have proven that the HTTP Server is taking requests on port 80, identifying the /ims portion of the URL, and routing them (as per the WebSphere Application Server plug-in) to WebSphere Application Server.  If not, check the URIGroup settings in the plugin-cfg.xml file. Example B-1 shows a sample correct plugin-cfg.xml file.

    Example B-1   plugin-cfg.xml example
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    <UriGroup Name="default_host_server1_IMS81Node01_Cluster_URIs">

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/snoop/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/hello"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/hitcount"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="*.jsp"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="*.jsv"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="*.jsw"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/j_security_check"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/ibm_security_logout"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/servlet/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/static/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/front/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/webconf/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/admin/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/ims/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/aawwp/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/help/admin/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/help/aawwp/*"/>

    <Uri AffinityCookie="JSESSIONID" AffinityURLIdentifier="jsessionid" Name="/ivt/*"/>

    </UriGroup>
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    The key entries are those from /static/ through /help/aawwp/. If these are missing, the WebSphere Application Server plug-in needs to be re-generated.
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Using ports and networks

    With the change of middleware with the current Tivoli Access Manager for Enterprise Single Sign-On, there is potential for confusion over what ports are being used between the AccessAgent and the IMS Server.

    Figure C-1 shows the key components in the communication flow between the AccessAgent and the IMS Server.
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    Figure C-1   Database configuration

    The IMS application is running on WebSphere Application Server using the embedded WebSphere Application Server HTTP Server. This is listening on ports 9080 (HTTP) and 9443 (HTTPS). WebSphere Application Server invokes the appropriate IMS Server code based on the URLs received at the embedded HTTP Server (for example, /ims/services/encentuate.ims.service.ServerInfo).

    For troubleshooting purposes only, the AccessAgent can communicate with the IMS server application directly using the 9080/9443 ports based on the above diagram in Figure C-1.

     

    
      
        	
          Default ports: By default, WebSphere Application Server port numbers are set to 9080 and 9443 during the installation, but it can be configured differently for each environment.

        
      

    

    If the default ports (80/443) are used, the AccessAgent communicates with the IBM HTTP Server (IHS). The HTTP Server looks up the URL against the URI definitions loaded from the WebSphere Application Server plug-in plugin-cfg.xml file. If configured correctly, it routes all requests with URLs of the following forms to WebSphere Application Server:

    •static/*

    •/front/*

    •/webconf/*

    •/admin/*

    •/ims/*

    •/aawwp/*

    •/help/admin/*

    •/help/aawwp/*

    The communication between the AccessAgent is all SOAP over HTTP/HTTPS.
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Uninstalling Tivoli Access Manager for Enterprise Single Sign-On

    This appendix covers the uninstallation of Tivoli Access Manager for Enterprise Single Sign-On 8.1. There is an uninstall program, but this does not cover all components that are installed.

    This section is not concerned with removing WebSphere Application Server or database components, only the Tivoli Access Manager for Enterprise Single Sign-On components, under the assumption that there will be a re-install.

    Standard uninstall

    You can use the standard Windows add/remove programs utility to remove the Access Studio, Access Agent, and IMS Server components. 

    Make sure that you restart the system as advised.

    Additional WebSphere Application Server cleanup

    Removing IMS is essentially deleting the WebSphere Application Server profile. You might see the following link for information about how to delete a profile: 

    http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/index.jsp?topic=/com.ibm.
itamesso.doc/tasks/IMS_Troubleshoot_Delete_Profile.html

    There is also a Technote document available that offers more steps for what needs to be performed to do a WebSphere Application Server cleanup. This article was written to troubleshoot when a problem arises during the IMS Installation process, when a configuration failure happens using the IMS Configuration Utility, and results in being unable to return to the IMS configuration page. The article is available at:

    http://www.ibm.com/support/docview.wss?uid=swg21438690

    There are two options for cleaning up WebSphere Application Server: 

    •Delete the profile. See the instructions here:

    http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/index.jsp?topic=/com.ibm.itamesso.doc/tasks/IMS_Troubleshoot_Delete_Profile.html

    •Do a manual cleanup.

    The steps for performing a manual clean up for WebSphere Application Server are:

    1.	Remove the JDBC settings:

    a.	Open the WebSphere Application Server ISC. Navigate to Resources → JDBC → JDBC Providers.

    i.	Delete the JDBC providers named TAM E-SSO JDBC Provider.

    ii.	Navigate to Security → Global Security.

    iii.	Under Authentication, go to Java Authentication and Authorization Service. Click J2C Authentication data.

    b.	Delete imsauthdata. 

    2.	Remove the IMS KeyStore:

    a.	Click Security → SSL certificate and key management → Key Stores and Certificates on the right (under Related Items). 

    b.	Select the check box for the IMS Entry, TAMESSOIMSKeystore, and click Delete.

    c.	Navigate to Environment → Naming → Name space bindings. 

    d.	 Delete the IMS Runtime URL.

    e.	Save the changes to the master configuration.

    f.	Open Windows Explorer and delete the keystore file <PROFILE_ROOT>\config\cells\<CELL_NAME>\TAMESSOIMSKeystore.jks. 

    g.	Delete the <PROFILE_ROOT>\config\tamesso folder. 

    3.	Restart the server (restart Dmgr and the cluster if you are using clustered IMS).

    4.	Delete the IMS database.

    File system cleanup

    The install leaves a lot of files and directories around. The uninstall utility does not remove all of them. First, make sure that the Tivoli Access Manager for Enterprise Single Sign-On directory is deleted (C:\Program Files\IBM\TAMESSO). Next run a search across the WebSphere AppServer directory (C:\Program Files\IBM\WebSphere\AppServer) looking for IMS. You will probably find a lot of cache and temporary entries for empty folders that can be cleaned up. We also found a KeyStore file that was causing problems with the install and had to delete it.
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Creating WebSphere Application Server

    To create a new WebSphere Application Server for your cluster, navigate to the WebSphere Administration Console, then:

    1.	Navigate to Servers → New Server.

    2.	For the server type, select WebSphere Application Server and click Next.

    3.	Select the node from the drop-down menu. 

    4.	Enter a server name (for example, server2) and click Next.

     

    
      
        	
          Note: Specify a unique name for the server in the WebSphere Application Server cluster.

        
      

    

    5.	Ensure that Generate Unique Ports is selected for the server-specific properties. Click Next. 

    6.	Review the Summary of actions and click Finish.

    7.	Click Save to save the changes to the master configuration. Click OK.

    8.	Also add the application server to the WebSphere Application Server cluster.
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Adding an IMS Server to the cluster

    In this appendix we describe the necessary steps to add an additional IMS Server to the WebSphere Application Server cluster:

    1.	Create a new custom profile (for example, Custom02) for the node that you are adding to the WebSphere Application Server cluster. 

    2.	Create a new application server (for example, server2) from the WebSphere Application Server Admin Console:

    a.	Navigate to Servers → new Server.

    b.	Select WebSphere Application Server and click Next.

    c.	Select target node and enter a name for the new server and click Next → Next.

    d.	Select Generate Unique Ports and click Next.

    e.	Click Finish and Save.

    3.	Add the newly created server to the WebSphere cluster from the ISC.

    4.	Add the nodeagent/application server to Windows automatic services. Run the wasservice –add command from the AppServer\bin directory:

    Eg: wasservice -add Custom02NodeAgent -serverName nodeagent -profilePath "E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom02" -wasHome "E:\Program Files\IBM\WebSphere\AppServer" -logRoot "E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom02\logs\nodeagent" -logFile "E:\Program Files\IBM\WebSphere\AppServer\profiles\Custom02\logs\nodeagent\startServer.log" -restart true 	

    startType automatic

    Similarly, add the application server.

    5.	Update the Windows services for the proper startup sequence:

    a.	Edit the CellManager service registry to edit the dependency of the node agent starting up first. Run regedit and navigate to the CellManager key by clicking My Computer → HKEY_LOCAL_MACHINE → SYSTEM → CurrentControlSet → Services → IBMWAS70Service -demoCellManager01.

    b.	Create a MultiString value named DependOnService with a value IBMWAS70Service - Custom02NodeAgent.

    Similarly, edit the registry settings to make the new server service dependent on the nodeagent starting up first.

    6.	Install the NLI.rar file on the new node (refer to 2.5.1, “Installing Native Library Invoker rar file” on page 135).

    7.	Generate/propagate the plug-in and restart the HTTP Server.

    8.	Select all nodes and run a full synchronize. 

    9.	Restart the IMS Server.

  
    Related publications

    The publications listed in this section are considered particularly suitable for a more detailed discussion of the topics covered in this paper.

    IBM Redbooks publications

    The following IBM Redbooks publications provide additional information about the topic in this document. Note that certain publications referenced in this list might be available in softcopy only. 

    •Deployment Guide Series: IBM Tivoli Access Manager for Enterprise Single Sign-On 8.0, SG24-7350

    •IBM Tivoli Access Manager for Enterprise Single Sign-On v8.0 Migration Guide for Encentuate 3.4 and 3.5, REDP-4615

    •Certification Study Guide Series: IBM Tivoli Access Manager for Enterprise Single Sign-On 8.0, SG24-7784

    You can search for, view, or download Redbooks publications, Redpapers publications, Technotes, draft publications and Additional materials, as well as order hardcopy Redbooks publications, at this website: 

    ibm.com/redbooks

    Other publications

    These publications are also relevant as further information sources:

    •IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Installation Guide, GI11-9309

    •IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Setup Guide, GC23-9692

    •IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Deployment Guide, SC23-9952

    •IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Troubleshooting and Support Guide, GC23-9693

    •IBM Tivoli Access Manager for Enterprise Single Sign-On Version 8.1 Policies Definition Guide, SC23-9694

    Online resources

    These websites are also relevant as further information sources:

    •How to use Microsoft SQL Server 2008 as the database server

    http://www.ibm.com/support/docview.wss?uid=swg21420688

    •How to replace the IBM HTTP Server SSL certificate with an SSL certificate signed by a third-party CA.

    http://www.ibm.com/support/docview.wss?rs=0&q1=1424371&uid=swg21424371&loc=en_US

    •The IBM Tivoli Access Manager for Enterprise Single Sign-On reference manuals on the online information center:

    http://publib.boulder.ibm.com/infocenter/tivihelp/v2r1/index.jsp?topic=/com.ibm.itamesso.doc/welcome.htm

    Help from IBM

    IBM Support and downloads

    ibm.com/support

    IBM Global Services

    ibm.com/services
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Installation summary

Review the summary for correctness. Click Back o change values on previous
panels. ClickNext to begin the installation.
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EdProgram FilesNBMHTTPServer
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HTTP Port: 80
HTTP Administration Port: 8008
HTTP Service Name: B HTTP Server 7.0
Administration Service Name: [EM HTTP Administration 7.0
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1BM HTTP Server Plugin for IBM WebSphere Application Serverwill be installed to

EdPragram FilesUBMHTTPSenverPlugins
Total size:

3928
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above
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£.1.0.0 0r above

‘@ Weh server plucins for WebSphers Application Server Version 6 or
above

@ IBM WebSphere Application Server 6.1 Feature Pack forWeb
Senvices version 6 or above

@ IBM WebSphere Application Server 6.1 Feature Pack for EJB 3.0
version 6 or above

@ IBM WebSphere Extended Deployment Version 5.1 or ahove

‘@ IBMHTTP Server Version 6 or above
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IBMHTTP Server Information Center,
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above

‘@ IBM Application Client for WebSphere Application Server ersion
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@ IBM WebSphere Application Server 6.1 Feature Pack forWeb
Senvices version 6 or above
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@ IBM WebSphere Extended Deployment Version 5.1 or ahove

‘@ IBMHTTP Server Version 6 or above
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installation Summary
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® PKO0OO - Fixpack 00001 for IBM Thval Access Manager Enterprise Single
Sign-on 8.1

on the following product

@ IBM Tivoli Access Manager Enterprise Single Sign-On - V8.1,
EdProgram Files/IEMITAM E-SSOIIMS Server
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ClickNext to begin the installation.
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System Prerequisites Check

Passed: Your operating system completed the prerequisites check successfully.

Your operating system meets or exceeds the requirements for this product. See
the WebSphere Application Server detailed system requirerents Web pages for

more information about supported operating systems. Go to the product support
Web pages to obtain the latest maintenance packages to apply after intallation

ClickNext to continue the installation.
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HTTP Port
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HTTP Administration Server Authentication

by using the hipasswa utity.

User ID:

Create a userID and password to authenicate to the [BM HTTP Server
administration server using the WebSphere Application Server administraive
console. The newly-created user D and password is encrypted and stored in the
conffadmin passwa fle. You can create additional user IDs after the installation

Create a user ID for IBM HTTP Server adrministration server authentication

hitpadmin
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Windows Service Definition

Choose whether to use 3 Windows service to run IBM HTTP Server an IBM HTTP
Adminisration Server. Optionally the IBM HTTP Server and IBM HTTF
Administration Server can be started from the command line. Configure the
startup type to have the Windaws senices start manually or autoratically when
rebooing the system

Run IBM HTTP Server as a Windows Senvice

Run IBM HTTP Adrministration as a Windaws Service

® Log on as a local system account

) Log on as a specified user account

User name:
‘Administrator

Passwaor
Startup type:
Automatic -

“The user account that runs the Windows senice must have the following user
tights:

® Actas part ofthe operating system
® Logon as a senice
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You can select a different directory from the drop-down lst, specify a difierent
directory, or click Browse o select  directary.

Directory path
EAPragram FilesUBMINEbSpherelappServer >
Browse.
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B Messages

& Changes have been made to your local configuration. You can:
 Save directly to the master configuration.
® Review changes before saving or discarding.

preferences
& The server may need to be restarted for these changes to take effect.

An option to synchranize the configuration across multiple nodes after saving can be enabled in

SSL certificate and key management > Key stores and certificates > CellDefaultkeyStore > Personal certificates
Manages personal certificates.

Preferences
Create - || Delete Receive from a certificate authority. Replace. Extract... || tmport... || Export.. || Revoke.. || Renew
select Alias Issued To Issued By Serial Number | Expiration
You can administer the following resources
O = default CN=demo.tamesso.com, | CN=demo.tamesso.com, | 2216844151421 valid from
iemoCellD1, OU=Root Certificate, Apr 7,2010
iemaCellManagern1, 0 4pr 7,
O=IeM, C=Us OU=demoCellManagern1, 2011
O-18M, C-US
@ lemo tamessa comm, demo tamesso.com, | 2213893242576 Valid from
oot Certificate, OU=Root Certificate, Apr 7,2010
iemoCellD1, OU-demoCelln1, 0 4pr 3,
OU=demoCellManagerd1, | OU=demoCellManager1, 2025
M, C-US O=18M, C=US
=lI=] root lemo tamesso.com, | CN=demo tamesso.com, | 2213893242576 valid from
oot Certificate, OU=Root Certificate, Apr 7,2010
iemoCellD1, OU-demoCelln1, 0 4pr 3,
OU=demoCellManagerd1, | OU=demoCellManager1, 2025
M, C-US O=18M, C-US

Total 3
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Installation Summary

Review the summary for correctness. Click Back o change values on previous
panels. ClickNext to begin the installation.

The following product will be installed:

‘@ IBM WebSphere Application Server Network Deployment
"Product instailation focation: EAPTagram
FilesUBMiebSpherelAppServer

The following features will be installect
® Core product iles
Total size:

» 187218

Application server emvironment

» None
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& Changes have been made to your local configuration. You can:
 Save directly to the master configuration.

® Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving

can be enabled in Preferences.
& The server may need to be restarted for these changes to take effect.

Global security > JAAS - J2C authentication data
Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

I Prefix new alias names with the node name of the cell (for compatibility with earlier releases)

Apply

Preferences

New || Delete

UserID & Description &
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Repository for Centralized Installation Managers

Choose whether to create a repositary for centralized installation management
Deplayment managers can access and install contents from this repositary to
other target locations. If created now, a copy ofthis installation package can be

putin the repository. Use the WebSphere Installation Factory to creats and
populate a repository later.

W Eieate & repnsltor o7 Gariialzed Installtan Maragers)

Dietonpat ofrepostor
JE Prouien icsiamvicbapheretimiepss

o

¥ Papulate the repositary with this installation package.
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Global security > JAAS - J2C authentication data
Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

(/= prefix new alias names with the node name of the cel (for compatibility with earlier releases)

Apply

Preferences

New || Delete

UserID & Description &
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Installation Wizar for the Upate Installer

Welcome to the Installation Wizard for the IBM Update Installer or WebSphere
Software. Additional infarmation can be found atthe Information Centers and
Support sites for WebSphere and related products home page.

ClickNext to contine.

<gk el
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Global security

Use this panel to configure administration and the default application security policy. This security configuration applies to the security
policy for all administrative functions and is used as a default security policy for user applications. Security domains can be defined to
override and customize the security policies for user applications.

Security Configuration Wizard Security Configuration Report

Administrative security Authentication

¥ Enable administrative security * Administrative user roles. Authentication mechanisms and expiration
sdministrative oroup rols: & LA

Administrative suthentication
© Kerberos and LTPA

Application security Kerberos confiquration
Authenticati he setting:
I Enable application security uthentication eache settinds

Web and SIP security
Java 2 security

I Use Java 2 security to restrict application access to local resources

RMI/IIOP security

¥ wam it applications are granted custom permissions B 5V BRERHEStOn S AUTHOHEStOn SErIE
I Restrict access to resourcs authentication data Soplastion s
ustern login
User account repository 12¢ authentication dats
Current realm definition ™ Use realm-qualiied user names

Federated repositories

Available realm definitions

Sacuity domain
[Federated repositaries =] | configure Set as current

External authorization providars
Custor properties

Apply | | Reset
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Installation Results

Success: The following product was installed successlly.
@ IBM WebSphere Application Server Network Deployment -
EdPragram Files\UBMIWEbSpherelAppServer
Eieats anew WebSphere Appiication Sswer profile Using the Profile
Management Too!
Click Finish to exi

InEtalfel

= Back. et Einish
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B Messages

@ Successfully initiated synchronization of the repository on node demoNode01
with the deployment manager's repository.

Nodes
Use this page to manage nodes in the application server environment. A node corresponds to a physical
computer systsm with 3 distinct [P host address. The following table lists the managed and unmanaged nodes in
this cell. The first node is the deployment manager. Add new nodes to the cell and to this list by dlicking Addl
Node

Preferences
AddNode || Remove Node || Force Delete || Synchronize Full Resynchronize || Stop
)
Select| Name & Host Name & Version & Discovery Protocol ¢ | Status &
You can administer the fallowing resources
demoCellManagerdl | demo.tamesso.com | ND 7.0.0.7 Tcp )
| demonodent demo tamesso.com | ND 7.00.7 Tcp e

Total 2






OPS/images/4700ch01.05.1.68.jpg





OPS/images/Figure_34.gif
~=lolx|

System Prerequisites Check
Passed: Your operating system completed the prerequisites check successfully.

Your operating system meets or exceeds the requirements for this product. See
the WebSphere Application Server detailed system requirerents Web pages for
more information about supported operating systems. Go to the product support
Web pages to obtain the latest maintenance packages to apply after intallation

ClickNext to continue the installation.
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izard for the Update Installer 7.

Installation

Flease read the following license agreement carefly.
intemational Program License Agreement |

Part 1 - General Terms

[BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, OR USING THE
[PROGRANM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
|ACCEPTING THESE TERMS ON BEHALF OF ANOTHER PERSON OR A
[COMPANY OR OTHER LEGAL ENTITY, YOU REPRESENT AND WARRANT THAT
[YOU HAVE FULL AUTHORITY TO BIND THAT PERSON, COMPANY, OR LEGAL
[ENTITY TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

Read nan-BM terms.

& Vascep bolh fhe [64 and 1 ron-gh ferms.

 Ido not acceptthe terms in the license agreement

Print

InEtalfel

<Back Next> Cancel
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Installation Complete

Success: The following product was successfully installed:
= IBM Update Installer for WebSphere Software
Path: EAProgram FilesBMWebSpheraUpdatensialier
¥ Launch [BM Update Installer for WebSphere Software on exit

You can also launch the Update Installer by running the update comrmand in the
installation directory.

Click Finish to exitthe wizard,
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installation Summary

Review the summary for correctness. Click Back to change the values on previous
panels. ClickNext to begin the installation.

The following product will be installed:
= IBM Update Installer for WebSphere Software
Path: EAProgram FilesBMWebSpheraUpdatensialier
for atotal size:

» 356 1B
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cel

Global security > JAAS - 12C authentication data > New

Specifies a list of user identities and passwords for Java(TM) 2 connector security to use.

General Properties

+ plias

+User ID

+ password

Deseription

2pply | (OK| | Reset | | cancel
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B Messages
& Changes have been made to your local configuration. You can:

 Save directly to the master configuration.
® Review changes before saving or discarding.
An option to synchranize the configuration across multiple nodes,
after saving can be enabled in Preferences.
&The server may need to be restarted for these changes to
take effect,

Enterprise Applications > TAM E-SSO IMS > Target speci

Use this page to view a mapping of a deployed object, such as an aplication ar madule, into
a target server or cluster environment. This page displays the status of the entrprise
application or madule on each server or cluster.

Preferences
Enable Auto Start Disable Auto Start
&35
Select| Target & Node & Version & Auto Start | Application Status @
You can administer the fallowing resources
O |dusters Not applicable | Not applicable | No ®
[ |webserveri | demoNodeDl |ND7.00.7 | ves ®

Total 2
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Enterprise Applications > TAM E-SSO IMS > Target specific application status

Use this page to view a mapping of a deployed object, such as an aplication ar madule, into
a target server or cluster environment. This page displays the status of the entrprise
application or madule on each server or cluster.

Preferences

Enable Auto Start Disable Auto Start
&35
Select| Target & Node & Version & Auto Start | Application Status @
You can administer the fallowing resources
P |dusters Not applicable | Not applicable | Yes ®
[ |webserver: | demoNodeDl |ND7.00.7 | ves ®

Total 2
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3 Integrated Solutions Console - Microsoft Internet Explorer

Ele Edt View Favortes Toos Help

Qbak - O - [ &) (| Lsearch Jcravorkes @) | (07 i B

Adefress [(€] htps: imss1 tamessost ibm.com:9043bmconsoleflogn do7action=secure

Itgratd Solutons Consclo elcome A Adin - o

View: [All tazks — Configuration file
welcame Jlelo_

Suided Actvities Fiel
B servers 4 2) Update the keyrils directive below 2 point to that key datsbase = For
4 3) Uncomment the directives up through the and of the example sele
B server Types 4 Note: The Ipue Listan directive must anly be uncommented f oo
WebSphere application servers R
WebSphers MQ zervers #LosdModule ibm_ssi_moduls modules/mod_tbm_ssl.so Pag
Wb zervers #Listen 0.0.0.0:443 o
40 1Pus support this
#listen [::1:443
Applications b <Virtuaiast * 443>
#siEnsble

ervices 4SS LprotocolDissble S5Luz

#<uirtualHost>
#KeyFile Ci/Program Files/ToM/HTTPServerfihssarverkay. kdb
#ssiDisable

# End of axample SSL configuration

ecurity

Listen Q.05
Tie support:

#Listen [:1:443

<virtualHost *1443>

SSLEnable

SSLpratacalbisable SSLu2

SSLservarcart dafault

</virtualHost>

KeyFile Ci\Program Files\IBMUHTTRSarver Plugins\configiuebservertiplugin-kay. kdb,

sSiDisable

ystam administration

Users and Groups

Monitoring and Tuning

roubleshooting

ervice incagration

ool

4 Enable 1em HTTP Sear T
i

# mod_mpmstats logs statistics about servar activity to the main
# erorlog. o racords sre written whils the server is idle.
LoadModule mpmstats_module modulas/debua/med_mpmstats.so
<ifitodule mod_mpmstats.c>

# urite 3 record suery 10 minutes (f sarver isnt idle)
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Repository for Centralized Installation Managers

Choose whether to create a repositary for centralized installation management
Deplayment managers can access and install contents from this repositary to
other target locations. If created now, a copy ofthis installation package can be

putin the repository. Use the WebSphere Installation Factory to creats and
populate a repository later.

T~ Create a repository for Centralized Installation Managers.

< gk cancel
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B Messages
&The session management changes apply to both the SIP container and the Web
container.

& -Changes have been made to your local configuration. You can:
» 50E directly to the master configuration,
o Review changes before saving or discarding
An option to synchranize the configuration across multiple nodes after saving can be
enabled in Breferences
&The server may need to be restarted for these changes to take effect

Enterprise Applications
Use this page to manage installed applications. 4 single application can be deployed onto multiple servers.

Preferences

[ Stert] Stop | tnstall | |_Uninstal || Update || Rollout Update || Remove File | Export || Export DBL || Export File
=IEE]

Select| Name & Application Status &

You can administer the follawing resaurces:

[ |TeMEssoms ®

Total 1
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(G e scion yon wrdow b
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< Active Drectory Users and Computer ({1003

Saved Queries

3 et

Bt
(23 Computers

@ Domain Controlers @ coon mesomBnoonies
FoeiSeautypincpss
Qsers
Eirst name: Initials:
Last name:
Full name: M5 dmir

Use logon name:
MSAdmin @tamesscfl ibm.com

User logon name (pre:Windows 2000}
[TAMESSOET, MSAdmin

Bk Cance
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WebSphere Application Server version 7.0 requires at least one profile o be functional
Are you sure you wantto procesd without creating a profile?
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|

Enterprise Applications > TAM E-SSO IMS > Session management >

Distributed environment settings

Use this page to specify how session data is saved in a distributed

environment. The SIP container uses only memory-to-memory replication
for distributed sessions.

Configuration

General Properties Additional Properties

Distributed sessions
= Custom tuning
Nane; Dbarameters

€ Database (Supported for Web
container only.)

© Memory-to-memory replication
(Replication domains are defined, but
the memory to memary settings have
not been selected.)

Apply | [ok] [Reset | [ Cancel
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WebSphere Application Server Environments

Environments

Cell (deployment manager and a managed node)
Management

Application server

Custom

Secure proxy (configuration-onh)

N

Description

Selectthe type of WebSphers Application Server emvironmentto create during
installation. Although anly ane enviranment tyoe can be chosen, addiional
profiles can be created after installation using the Profile Managenent Tool

installation complstes successfuly.

WehSphers Application Server version 7.0 requires at least one profile to be
functional. Only selectthis option if one or more profiles will be created afer

InEtalfel
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PRI

Installation summary

Review the summary for correctness. Click Back o change values on previous
panels. ClickNext to begin the installation.

1BM HTTP Server will e installed to the following location:
CilProgram FilesUBMIHTTP Server
with the following configuration:
HTTP Port: 80
HTTP Administration Port: 8008
HTTP Service Name: B HTTP Server 7.0

Administration Service Name: [EM HTTP Administration 7.0
User ID for HTTP Administration Server Authentication: IMSAdrin

1BM HTTP Server Plugin for IBM WebSphere Application Serverwill be installed to

CilProgram FilesUBMHTTPServerPlugins
Total size:

3928
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T
Review the actions that will take place when you click Finish

When you cick Fiish, the wizard creates a database and the necessary table spaces. To changs any of the parameters, go back to the.
ppropriate page in this wizard. To view the equivalent command, click show Command

Create database IMSDB

Automatic storage database: es
Table space prefetch size: Automatic

Default Automatic Storage User Table Space
Default Automatic Storage Catelog Table Space
Default Automatic Storage Temporary Table Space

Default database page size: 8K
Restrict system catalog access: N

Tertory: Us
Code set: UTF-8 (XML enabled)
Colsting type: SYSTEM

Storage paths:
=

ook e
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icate and key management

SSL certificate and key management > Key stores and certificates > CellDefaultkeyStore > Personal ce
Manages personal certificates.

Preferences
Create - || Delete Receive from a certificate authority. Replace. Extract... || tmport... || Export.. || Revoke.. || Renew
select Alias Issued To Issued By Serial Number | Expiration
You can administer the following resources
O = default lemo tamessa.com, demo tamesso.com, | 2216844151421 valid from
iemoCellD1, OU=Root Certificate, Apr 7,2010
OU-demoCellManagerdl, | OU=-demoCellDl, 0 4pr 7,
M, C-US OU=demoCellManagern1, 2011
O-18M, C-US
@ lemo tamesso.com, | CN=demo tamesso.com, | 2213893242576 valid from
oot Certificate, OU=Root Certificate, Apr 7,2010
iemoCellD1, OU-demoCelln1, 0 4pr 3,
emoCellManagernl, | OU=demoCellManagero1, 2025
M, C-US O=18M, C-US
Total 2






OPS/images/Figure_5-51_Successful_installation_of_IHS_and_IHS_Plug-in_for_WAS_installation.gif
=lojx|

Success: The following product was successfully installed:

@ IBM HTTP Server - C:\Program FilesUBMIHTTP Server

1BM HTTP Server Plugin for IBM WebSphere Application Serverwas successilly
instaled to:

CilProgram FilesUBMHTTPServerPlugins

For information on configuring and using the IBM HTTP Server, refer to the on-line.
IBMHTTP Server Information Center,

Click Finish to exi
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Einish
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neme | Specify the locale for this database.

Sorage | The locele (terrory and code set) determines the set of characters your database uses. It o determines how diferent character strings are:
Regon | compared

Summery | patabase locale

CairyRegen 2ot 5

Tenory o]

Code set [UTF-5 =

Colting Sequence

Character strings are sarted according ta the code set you specfy

& system =

© entity Character strings are sarted according to helr hexadecinal value

Character srings are sorted using the Compatibiy Encoding Scheme
for UTF-16: 8-8t specfication (CESL-8)

Character srings are sorted using the Uricod Collaton Algorthm
4.0.0, with normalzation o.

 Identiy_tebic

© ucado0_ N0

Character srings are sorted as per UCA400_NO, but using the Royal

€ UCASO0LTH i dctionary s Forthe Tha characters.

H

€ compatibity

€ lscher,

ook e | camal
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icate and key management

SSL certificate and key management > Key stores and certificates > CellDefaultkeyStore
Defines keystore types, including cryptography, RACF(R), CMS, Java(Th), and all truststore types

General Properties

Additional Properties

Name

[CelDefaultkeystore Signer certificates

Description personal

Default key stors for demoCalnT certficates
personal

Management scope certficate

(cell:cemoCaln: requests

path

Custom properties
[${CONFIG_ROOT}eells/demaCellnijkey.p12

+ password

Type
PKCS12

™ Remotely managed
Host st

I Read only
I Initialize at startup

I Enable cryptographic operations on hardware device

Apply | [ok] [Reset | [ Cancel
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Microsoft Windows LUersion 5.2.37981
<C> Copyright 1985-2083 Microseft Corp.

C:\Docunents and Settings\Adninistrator>cd "\Program Files"

Ci\Progran
Ci\Progran

C:\Progran
The system

C:\Progran
The system

Ci\Progran
Ci\Progran

C2\Progran
e AppSruBl

Files>cd IBM
Files\IBM>cd WehSphere

Files\IBH\UehSphere>cd b
cannot find the path specified.

Files\IBt\UehSphere>cd bin
cannot find the path specified.

Files\IBM\UehSphere>cd AppServer
Files\IBM\UehSphere\AppServerdcd hin

Files\IBM\UehSphere\AppServersbin>conf igureuebservert .hat
—user UASAdnin -password Mercuryl_

0
N
mm,uml
]
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Welcome to the IBM WebSphere Application Server Network Deployment
installation wizard.

“This wizar installs [EM WebSphere Application Server Network Deployment.

Addfional information can be faund atthe Infarmation Centers and Support sites
forWebSphere and related products homepage.

ClickNext to contine.
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SL certificate and key management

SSL certificate and key management > Key stores and certi
Defines keystore types, including cryptography, RACF(R), CMS, Java(Th), and all truststore types

ates

Keystore usages

SSL keystores <]

Preferences

New || Delete Change password. Exchange signers.
656
Select Name & Deseription & | Management Scope & | Path &
You can administer the follawing resources
| cmskevstore CMSKeyStore for | (cell):demoCelln; ${CONFIG_ROOT}/cells/demoCelln1/nodes/demaNoden1/servers/webservert/plugin-
web server (node):demaNodeni: | key kdb
webservert (server):webservert
CellDefaultkeyStore | Default key store | (cell):demoCelinl ${CONFIG_ROOT}/cells/demoCelln1 /key.p12
for demaCelinl
CellDefaultTruststore | Default trust (cell):democellot ${CONFIG_ROOT}/cells/demoCelln1/trust.p12
store for
demacello1
HodeDefaultkeystare | Default key store | (cell):demaCalil $£{CONFIG_ROOT}/cells/demoCelln1/nodes/demaNoden1/key.p12
for demoNoden1 | (node):demoNodent
NodeDefaultTruststore | Default trust (cell):democello:. ${CONFIG_ROOT}/cells/demoCelln1/nodes/demoNode01/trust.p12
store for (node):demoNoden1
demoNoden1

Total 5
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Integrated Solutions Console  Welcome A S Admin Halp | Logout

e Cell=IMSoiNiodeniColl Profie=appsrvo1 Closs page
Welcame. webserves 2. ]

Guided Activities Vieb servers > webserver1 > Remote Web server Field help
anagement For fied help nformstion,
B servers select a field |abel or list
Use this page to configure the TEM(R) HITP Server Toanker vhen the help
B Server Types Sministaton server for 3 Wab seteer, Thess properties are Corsorts dsplaved
UebSiee aplcaion server | reiuived fo 8 Wb server hat s ok itallod o e e
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More information about
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this page

Applications
Fres) Remote Web server management
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Resources

Securi
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& webSphere Application Server Network Deployment

[i] WebSphere. software
welcome

WebSphere Application Server
Installation

IBM HTTP Server Installation
Web Server plug-ins Installation

WebSphers DMZ Secure Proxy Server
Installation

Application Clients Installation

1BM Update Installer far WebSphere
Software Installation

IBM WebSphere Installation Factory
IBM Edge Components

IBM Support Assistant

1BM Tivoli Composite Application
Manager for WebSphere Application
Server

Exit

.

Language selection: [EFIEY
=

Welcome to WebSphere Application Server Network
Deployment

1BM WebSphere Application Server Network Deployment, Version 7.0 is an integrated
platorm that contains an Application Server, Weh development taols, a Web server, and
additional supporting software and documentation. This launchpad may serve as a
single point of eference for installing your Application Server environment.

W recommend viewing the installation diaqrars for illustrations of common application
server environments. For ull documentation visit the on-ine WebSphere Information
Center,

To hegin, select an entry from the list belowta iniialize a product installation wizard.
Altematively, selecta product on the navigation listto leftto read descriptions of the
products, and brawse help documentation and support inks before starting an
installation wizard

- WebSphere Application Server Network Deployment

&' aunch the installation wizard for WebSphere Application Setver Network
Deployment

= IBMHTTP Server
& Launch the installation wizard for 1B HTTP Server.

~ Weh Server plug-ins.
&' Launch the installaion wizard for Weh Server plugins.

~ WehSphere DMZ Secure Proxy Server
&' Launch the instalation wizard for DMZ Secure Prosy Server.

-+ Application Clients
&' | aunch the installation wizard for Application Clients.
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SSL configurations

The Secure Sockets Layer (SSL) protocol provides  Related Ttems
secure communications between remote server

processes or endpoints, SSL security can be used ssL

for establishing communications inbound to and configurations
outbound from an endpoint, To establish secure

communications, a certificate and an SSL Dynamic
configuration must be specified for the endpoint. outbound

endpoint S5L

In previous versions of this product, it was Confiqurations

necessary to manually configure each endpoint for

Secure Sockets Layer (SSL). In this version, you Key stores and
can define a single configuration for the entire cortificates
application-serving environment. This capability

enables you to centrally manage secure Key sets
communications. In addition, trust zones can be

established in multiple node environments by Key set groups

overriding the defaul, cell-level SSL configuration.

Key managers
If you have migrated a secured environment to

this version using the migration utilities, the old Trust managers
Secure Sacksts Layer (S5U) configurations are

restored for the variaus endpoints, However, It is Certeate |
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;pefault download port number for the default Ivs server. (default: 80)
InsbownToadpor tbefault=80

jDsfauTe download protoc] for the default s server. (default: htep://)
nsDownloadprotoco]Defaul t=http://
i setup time and runtime options that map to one registry value each

s Supported wallet types. <0: IMs only|1: Non-IMS onlyl2: Both IvS and non-IMs> (default: 0)
“ialletTypesupported=0

swhether to prompt user for Ivs address during sign up, even if the Ivs address specified in ImsserverNamepefault is correct.
Insaddresspromptenabled=0

$IMS Server hostname. "<TAM E-SS0 IMS Server>" should be replaced with the actual hostname of the Ivs Server.
ImsServerName=<TAM E-SSO IMS Server>

[Dependencyurs]
service pack
Softuare
windows 2000
windows Xp

High_enc_pack=http://dosnload. microsoft. com/download/win2000pro/wkenc/2195 /NTS/EN-US/Encpack_in2000_EN. exe

5P_Sw_Key_2K=http://war. microsoft. con/windows2000/downloads /servicepacks /sp3/sp3lang. asp
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Management Tool

Profile Creation Options

Choose the profile creation process that meets your needs. Pick the Typicaloption to allow the Profile Management: Tool to assign 2 st of default
configuration values tothe profie. ick the Advanced option to specfy your own configuration valuss for the profe

& Fypica proe Geation

Fly

Creste a deployment manager profil that uses default configuration settings. The Profils Managerrent: Tool assigns urique names to the
profile, node, host, and cel. The tool also assigns unigue port values. The adrinistrative console wl be nstaliec and you can optionally
Select hether to anable adninstrative securiy. The tool might create a system service ta run the deployment manager depending on the

operating system of your machine and the privleges assigned to your user account.

Note: Defalt persanal ceticates exgire in ane year, Select Advanced profle creatian to create a personal certficate with a dferent

expiration

€ advanced profie creation

Creste a deployment manager using default configuration settings o speciy your own values for settings such as the location of the
profie and names of the profie, node, host, an cel. You can assign your own port values. You can optionaly choose whether to deploy
the adminisrative console. You might have the option to run the deployment manager a5 a system service depening on the operating

System of your machine and the privieges assigned to your user actount,
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Server Type Selection ;]

Select the type of server to be created within this management profle

€ adninistrative agent

n adiristrative agent provides managerent capabitty for mukiple stand-alone spplication servers, An adrinstrative agent can manage
only the spplcation servers that exist withinthe same instalation on one machine.

& Deployment manager

A deployment manager provides management capabiity for multiple federated nodes. A deployment manager can manage nodss that span
mulile systems and platforms. The nodes that are managed by a deployment manager can orly be managed by  single deployment.
manager and mst be Federated to the cel of that deployment manager.

€ 30 manager

A job manager provides management capabilty for mulile stand-alone spplication servers, adiristrative agents, and deployment
managers. The job manager can manage nodes that span muliple systems and patforms. The nodes tht are managed by one job
manager also can be managed by other job managers.
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Profile Creation Summary

Review the information n the summary far correctness. I the nformation s correct, cck Create to start creating a new profile. Clck Back ta
change values on the previous paneks.

‘Applicatian server enviranment to create: Management
Server type: Deployment manager
Lacation: E{Program Fles\EM\WebSpherel AppServerlprafiesiDmarol
Disk space required: 30 HB

Profile name: Dar01
Make this profe the defaul True

Cellname: demaCel!
Node name: demoCellManager01
Host name: dema.tamessa.com

Deploy the adminitrative console (recommended): True.

Enable adniistrative securty (recommended): True.
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Administrative Security ;‘

Choose whether to enable adrinistrative security. To enable securiy, supply 3 user name and password for logging nto acimistrative tools. This
adiniistrative user i created n a repasitory Wi the applicatin server, After profle creation Fnshes, you can add more users, aroups, or
external repositries

I Enable administrative security
User name;

wasadinin

password:

Confirm password;

S the iformatian center For more nfarmation about adminitrative securiy,
View the online information center

<Back

Eiish Cancel
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‘Available Maintenance Package to Install

Select maintenance packages to instalt

Select Recommended Updates DeselectAll Updates

IV 7.0.0-WS-WWAS-WinX32-FP0000007 pak
™ 7.0/0-E-AppClient4¥inka2-FPOO00007 nak- Not Applicable
I 7/0.0-/8-1HB-¥iriKa2-FPODOO07. pak- Not Applicable.
I 7.00-/8-PLG4irKaZ-FPOD0007 k- Not Anplicatile

Each package selection might restrict remaining packages available for urther
selection,

Multiple selections can be made for diferent products

ClickNext to continue

InEtalfel
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Maintenance Package Directory Selection

Enter directoryto list maintenance packages available for installation. You can
specify a directory or clickBrowse to select a path to maintenance package.

Dresto
[E3Program FlesVBMWehSpherelUpaatenataterimaenance

Browse.

The latest maintenance packages are available online. Obtain maintenance
packages for WebSphers Application Server and all WebSphere Application
Server Feature Packs either byvisiting the Recornmended fives for WebSphere
Application Server webpags for a complete list or by using the WebSphere
Maintenance Download wizard to find specific maintenance packages.

Addfional information can be found online atthe WebSphers Application Server
library orWehSphers Application Server information center wehpages.

<Back Hext> cancel
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Resource adapters > TAM E-SSO IMS Native Library Invoker J2C Resource > J2C connection factories

Use this page to create a connection factory for use with the resource adapter. The connection factory is a collection of
configuration values that define a WebSphere(R) Application Server connection to your Enterprise Information System
(E15). The connection pool manager uses these properties as directions for allocating connections during runtime. You
can canfigure multiple connection factories for each resource adapter.
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Installation Complete

Success: The following maintenance package was installed:

® 7.0.0-WS-WAS WinX32-FP0000007 - WehSphere Application Server
7.0.0.7 FirPack

on the following product
@ IBM WebSphere Application Server Network Deployment
EdPragram Files/IBMWebSphereiAppServer

ClickRetaunch ta add or remave addtional maintenance packages, or click Finish
to exitthe wizard,

Relaunch Einish
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installation Summary

The following maintenance package will be installect

7.0.0.7 FirPack

on the following product

EdPragram Files/IBMWebSphereiAppServer

rofiles directory.

ClickNext to begin the installation.

InEtalfel

This maintenance package updates the profiles. Review the maintenance
[backage readme for more information on profile updates. Back up each profile:
with the backupConfig command before you continue, or archive the entire

® 7.0.0-WS-WASWinX32-FP0000007 - WehSphere Application Server

@ IBM WebSphere Application Server Network Deployment - V7.0.0.0

S el
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Guided Activities
Bemas Specify the EAR, WAR, JAR, or SaR madule to upload and install

New server Path to the new application
Server Types @ Local file system

Clusters Full path

DataPower [Ex\Program Files\IBMTAM [ Biowse.
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installaton,

Anintial profie typically iscreated during the installation process, Uss this wizard to create addtional profies that each contain a set
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' Environment Selection

Select a specictype of environment to create,
Environments:

' WebSphere Application server
Cell (deployment manager and a federated appication server)

‘Appication server
Custom profie
Secure proxy (configuration-only)

- Description

A management profile provides the server and services for managing multiple application server envirorments. The adrinistrative agent
manages appiication servers on the same machine. The Network Deployment edition also ncludes a deployment manager for tighty coupled
managerent and a job manager for loosely coupled management of topologiesdistributed over multiple machines
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B Messages
& Changes have been made to your local configuration. You can:
 Save directly to the master configuration.
® Review changes before saving or discarding.
An option to synchronize the configuration across multiple nodes after saving can be enabled in Preferences.
& The server may need to be restarted for these changes to take effect.

Resource adapters > TAM E-SSO IMS Native Library Invoker 12C Resource > J2C connection factories
Use this page to create 3 connection factory for use with the resource adapter. The connection factory is a collection of configuration values that define 3 WebSphere(R)
Application Server connection to your Enterprise Information System (EIS). The connection pool manager uses these properties as directions for allocating connections
during runtime. You can configure multiple connection factories for each resource adapter.

Preferences
New| | Delete || Manage stae.
&35
Select Name & INDI name ¢ Scope ¢ Provider ¢ | Deseription & | Connection factory interface ¢ Category ¢
You can administer the following resources
| TeMESSO NUI 19C ConnFactory | tamessojniifizc/shared | Node=demohode| TaM E-550 IMS javax.resource coi.ConnectionFactory
Native Library
Tnvoker 12C
Resource

Total 1
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& Changes have been made to your local configuration. You can:
® Save directly to the master configuration.

® Review changes before saving or discarding.
An option to synchranize the configuration acrass multiple nodes after saving can be enabled

in Preferences.
&The server may need to be restarted for these changes to take effect.
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Web servers > webserverl
Use this page to configure a Web server that provides HTTP and HTTPS support to application servers

Runtime | Configuration

General Prope:

s

Configuration settings
Web server name

[webservert Web Server Virtual Hosts

Type Global Directives
181 HTTP Server

Additional Properties

+ port
a0 Log file
+ weh server installation location Configuration File

[E:/Program Files/1BM/HTTPServer

Process definition

+ Configuration file name Plug-in properties
[{WEB_INSTALL_ROOT }/conf/httnd.coni |Edit

Custom properties

+ Service name ports

[BMHTTPServer7.0

Apply | [ok] [Reset | [ Cancel
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properties

o

Ignore DNS failures during Web server startup

+ Refresh configuration interval

60

seconds

Repository copy of Web server plug-in files:

+ Plug-in configuration file name
[plugin-cfg xml View

¥ automatically generate the plug-in configuration file
¥ automatically propagate plug-in configuration file

+ Plug-in key store file name
[plugin-key kdb

Manage keys and certificates

Copy to Web server key store directory

Web server copy of Web server plug-in files:

+ Plug-in configuration directory and file name

[E\Program Files\IBM\HTTPServer\Plugins\configywebserver Typlugin-cfg xml

+ Plug-in key store directary and file name

[E\Program Files\IBM\HTTPServer\Plugins\config\webserver fyplugin-key kdb

Plug-in logging:

+ Log file name

[Ex\Program Files\IBM\HTTPServer\Plugins\iogstwebserver 1\httn_plugin Jog

Log level
Errar

apply | [ok] [ Reset | [ cancel
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I™ 1gnore DNS failures during Web server startup
Cathing
+ Refresh configuration interval Request
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Custom

Repository copy of Web server plug-in files:

+ Plug-in configuration file name
[plugin-cfg xml View

¥ Automatically generate the plug-in configuration file

¥ automatically propagate plug-in configuration file

+ Plug-in key store file name
[plugin-key kdb

Manage keys and certificates
Copy to Web server key store directory

Web server copy of Web server plug-in files:

+ Plug-in configuration directory and file name
[E\Program Files\IBM\HTTPServer\Plugins\config\webserver Typlugin-cfg xml

+ Plug-in key store directary and file name
[E:\Program Files\BM\HTTPServer\Plugins\configwebserver yalugin-key kdb

Plug-in loggin

+ Log file name
[Ex\Program Files\IBM\HTTPServer\Plugins\iogstwebserver 1\httn_plugin Jog

Log level
Errar
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Use this page to manage installed applications. 4 single application can be deployed onto multiple servers.
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web servers
Use this page to view a list of the installed Web servers.

Preferences
Generate Flug-in Propagate Plug-in || New || Delete || Templates... || Start]| Stop|| Terminate
)
Select| Name & Web server Type O_ | Node O_ Host Name & _ Version ¢_ | Status &
You can administer the fallowing resources
o] webserverl IBM HTTP Server demoNode01 demo tamesso.com ND7.0.07 %

Total 1
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\servers\webserveri\plugin-cfa xml to E:\Program
Files\IBM\HTTPServer\Pluginsiconfig\webserver 1yplugin-cfg.xml on the Web server computer.
[ PLGCO048I: The propagation of the plug-in canfiguration file is complete for the Web server.
demoCell01.demoNoden 1. webserverl,
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& 18M Update Installer for WebSphere Software 7.0.00. (ol x|

Welcome to the IBM Update Installer for WebSphere Software wizard

This wizard installs or uninstalls maintenance packages, including interim fies, ix
packs, and refresh packs. The following products are supportect

‘@ IBM WehSphere Application Server Version 6.0.2.21 or above

@ IBM WebSphere Application Server Network Deployment Version 6.0.2.21 or
above

‘® IBM WebSphere Application Server - Express Version 6.0.2.21 or ahove

‘@ IBM Application Client for WebSphere Application ServerVersion 6.0.2.21 or
above

@ Weh server plucins for WehSphers Application Server Version 6 or ahove

‘@ IBM WehSphere Application Server 6.1 Feature Pack for Web Sevices
version 6 or above

@ IBM WehSphere Application Server 6.1 Feature Pack for EJB 3.0 version 6 or
above

® IBM WebSphere Extended Deployment Version 5.1 or ahove

@ IBMHTTP Server Version 6 or above

‘® IBMWebSphere Process Server Version 6.0 or above

@ IBM WehSphere Enterprise Senice Bus Version 6.0.1 or ahove

‘» IBMWebSphere Profile Management Tool for zi0S

» IBMWebSphere Business Monitor 6.1 or above

Click on the links above for product-specific support information. Adcitional
information can b found atthe Information centers and supnor sites for WebSphere
and related products homepage.

Before installing or uninstalling maintenance, stop all WehSphere and related
processes, and read the Update Installer [eadime. Also ensure that you are using the
Iatestversion ofthe Update Installer program

ClickNext to contine.

Hext> Cancel
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web servers
Use this page to view a list of the installed Web servers.

Preferences
Generate Flug-in Propagate Plug-in || New || Delete || Templates... || Start]| Stop|| Terminate
)
Select| Name & Web server Type O_ | Node O_ Host Name & _ Version ¢_ | Status &
You can administer the fallowing resources
o] webserverl IBM HTTP Server demoNode01 demo tamesso.com ND7.0.07 %

Total 1
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L certificate and key management

SSL certificate and key management > Key stores and certificates > CMSKeyStore > Personal certificates
Manages personal certificates.

Preferences
Create - || Delete Receive from a certificate authority. Replace. Extract... || tmport... || Export.. || Revoke.. || Renew
select Alias Issued To Issued By Serial Number | Expiration
You can administer the following resources
O = default CN=demo.tamesso.com, | CN=demo tamesso.com, | 123120455540857 | valid from
O=IBM, ST=TX, C=US OU=Root Certificate, Apr 12,
OU-demoCelln1, 2010t Apr
OU=demoCellManagern1, 12,2011
O=IeM, C=Us
@ CN=demo.tamesso.com, | CN=demo tamesso.com, | 2213893242576 | valid from
oot Certificate, oot Certificate, Apr 7,2010
iemoCellD1, iemoCellD1, 0 4pr 3,
iemaCellManagern1, iemaCellManagern1, 2025
O=Iem, C=Us O=Iem, C=Us

Total 2
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‘Server name is:server!

Profile name is:AppSHO1
Frofile home is:C\Program FilesBMsbSpherslappSenver profilesiAppSHvo

Frofile ype is:default

Cell name is:IMS81BETA3Node01 Cel

Nade name is:IM381BETAINade01

Cunrent encoding is:Cp1252

Start unning the following command:cmd.exs Jc "CProgram FilesUBMIWebSphers\AppServer profilesiappSno1 ibinistartServer bat' server! -profileName AppSnl
>ADMUD1 16: Tool information is being logged in file CAProgram

> FilesiBMiWebSpherelAppSarvert iprofilesiAppSidTliogsisenver startServer log

>ADMU7701: Because server! is registered to run as a Windows Senice, the

> requestto startthis server will be completed by starting the

> associated Windows Senice.

>ADMUD1 16 Tool information is being logged in fle CAProgram

> FilesiBMiWsbSphereldppServertiprofilesiAppSidTliogsisenverstartServer log

>ADMUD1 28: Starting ool with the AppSIVO1 profile

>ADMU31 001 Reading configuration for server: servert

>ADMU32001 Server launched. Waiting fo iniialzation status.

>ADMU300DI: Server server! open for e-business; process idis 4080

Server port number is:9080

IVTLO01 01 Connecting to the IMS81BETAZ.ims81 ibrm.com WehSphere Application Server on port: 9080

IVTLOO151: WebSphere Application Server IMS81BETAZ.ims81.lorm.com is running on port: 3080 for profile AppSHO1

Testing server using the following URL hitp fIMS31BETA3 ims81 ibm.com 9080fviivtserver7parm2=ivtserviet

IVTLODS0L Serviet engine verification status: Passed

Testing server using the following URL ity iIMS31BETA3 ims81 ibm.com 9080fiviiserver7parm2=addiion jsp

IVTLODSSI: JavaServer Pages files verification status: Passed

Testing server using the following URL htip fIMS81BETA3 ims81 ibm.com 9080iviivtserver7parm:
IVTLODGOI: Enterpriss bean verification status: Passed

IVTLO0351: The Installation Veriication Tool is scanning the C:Pragram Files\BMWebSphere\AppServerTiprofles\AppS01logsiserver!\SystemOutlag il for err
[10/27/09 10:23:10:350 EST] 00000000 WSKeyStore W CWPKIDD4TW: One or more key stores are using the default password.

[10/27/09 10:23:30:609 EST] 00000000 ThreadPoolMgr ¥ WSVR0626W: The ThreadPool setting on the ObjectRequestBroker service is deprecated

IVTLODADI: 2 errorsiwarnings are detested in the C-1Program Files\EMWebSpherslAppServer profilesiAppSivoTiogsisenvertSystemOutog fle

IVTLO0701: The Installation Veriication Tool verification succeeded.

IVTLO0SOI: The installation verification is complete

elb
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@ Application TAM E-550 IMS on server server and node demoNode01 started
successfully

@ Application TAM E-550 IMS started successfully on all of the servers in cluster cluster1.

Enterprise Applications

Use this page to manags installed applications. A single application can be deployed onto mutiple servers
Preferences
Stort | Stop | tnstall ]| Uninstall || Updete || Rollout Update || Remove File || Export || ExportobL || €
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WebSphere Application Server Environments

Selectthe type of WebSphers Application Server emvironmentto create during
installation. Although anly ane enviranment tyoe can be chosen, addiional
profiles can be created after installation using the Profile Managenent Tool
Environments

Management

Nane
Description

A stand-alone application server enviranment runs your enterprise
applications. The application server is managed fram its own administrative
console and functions independent of al other application server.
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Enable Administrative Security
Choose whether to enable adminisiraiive security. To enable securiy, specifya
user name and password to log into the administrative tools. The administrative
user s created in a repository within the Application Server. After installation
finishes, you can add more users, groups, or extemal repositories.

v Enable adminisiraiive securty

User name;

fwasadmin

Password

Confirm password:

See the Information Center for mare information about administrative security.

cancel
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Installation Summary

Review the summary for correctness. Click Back o change values on previous
panels. ClickNext to begin the installation.

The following product will be installed:

@ IBM WebSphere Application Server - Base.
"Product instailation focation: C:AProgram
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Administrative console
Install and administer applications.
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[ The start operation on cluster clusterl has been initiated. It may
take several minutes for each duster member ta finish starting.
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WebSphere application server clusters

Use this page to change the configuration settings for a cluster. A server dluster consists of a
group of application servers. If ane of the member servers fails, requests will be routed to other
members of the cluster. Learn more about this task in a auided activity. A guided activity provides
a list of task steps and more general information about the topic.

Preferences

New] | Delete || start|[ stop || Ripplestart || Immediatestop

)

Select Name & Status &

‘You can administer the following resources:
o1 | duster1 3

Total 1
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@ Successfully initiated synchronization of the repository on node
demoNode01 with the deployment manager's repository.
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Nodes

Use this page to manage nodes in the application server environment. A node corresponds to a physical
computer system with a distinct IP host address. The following table lists the managed and unmanaged
nodes in this cell. The first node is the deployment manager. Add new nades to the cell and to this list
by clicking Add Node.

Preferences
Addfiode || Remove Node || Force Delete || Synchronize Full Resynchronize || Stop
)
Select| Name & Host Name & Version & Discovery Protocol ¢ | Status &
You can administer the fallowing resources
demoCellManager1 | demo.tamesso.com | ND 7.0.0.7 Tcp )
(P | demoNodent demo tamesso.com | ND 7.0.0.7 Tcp &

Total 2
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:\Progran Files\IBM\UebSphere\AppServer\bin>configurewebservert .bat ~profileNa
DngrBi —user wasadnin -password p@sswBrd

sing the profile Dngrl

5ing UebSphere admin userlD was,
ASK7209] : Connected to process on node demoCellManagerBi using SOAP conn
ctor; The type of process is: DeploymentManager

ASX8B11U: AdninTask object is not available.

ASX73031: The following options are passed to the scripting environment and are
available as argunents that are stored in the argy variable: “Luehserverd, IHS.
E:\\Progran Files\\IBM\\HTTPServer, E:\\Program Files\\IBHN\HTTPServerN\conf\\I

fttpd-conf, 88, MAP_ALL. E:\\Program Files\\IBH\\HTTPServer\\Plugins, unmanaged.
omo - tamesso.com-nade, demo.tamesso.com, windous, 888, httpadminl™

lTnput parameters:

Ueh server name
Ueh server tupe

Ueh server install location
Ueb server config location

wehserverd
THS

E:\Progran Files\IBM\HTTPServer

Ei\Progran Files\IBM\HTTPServersconf\httpd.conf]

Weh server port 80
Map Applications MAP_ALL

Plugin install location E:\Progran Files\IBM\HTTPServer\Plugins
U server node type unmanaged

Ueh server node name
Ueh server host name

demo. tanesso . con-node
demo . tanesso.con

Ueb server operating system — windous
THS Adnin port 808
IHS Adnin user ID httpadnin

IHS Adnin password
IHS service name

leh server node definition demoNodeBi already exists.

The template version of the web server node is not computed, exception = can’t
Eaa ‘AdninTask": no such variable

jeb server definition for webserverl already exists.

tart computing the plugin properties ID.
Plugin properties ID is not computed, exception = com.ibm.us.scripting.Scriptin
[Exception: con.ibn.uehsphere .management .exception.Conf igServiceException

om. ibn.uehsphere .nanagement .except ion.ConnectorExcept ion

rg_apache .soap.S0APException: [SOAPException: faultCode-SOAP-ENU:Client; msg
d timed out; targetException-java.net.SocketTimeoutException: Read timed out]

tart updating the plugin install location.
Plugin install location is not updated. exception = can’t read “webserverPluginP
opertiesID": no such variable

tart updating the plugin log file location.
Plugin log File location is not updated, exception = can’t read “webserverPlugin
PropertiesID": no such variable

tart updating the RemoteConfigFilename location.
Plugin remote config file location is not updated, exception = can’t read “wehse
verPluginPropertiesID": no such variable

tart updating the RemoteKeyRingFileName location.
Plugin remote keyring file location is not updated. exception = can’t read “webs
ferverPluginPropertiesID": no such variable

[feart saving che contiguration.
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@ Application TAM E-550 IMS on server server and node demoNode01 started
successfully

@ Application TAM E-550 IMS started successfully on all of the servers in cluster cluster1.

Enterprise Applications

Use this page to manage installed applications. 4 single application can be deployed onto multiple servers.
Preferences

start || stop || tnstall || uninstall || Update

Rollout Update Remove File || Export || _Export DOL

Export File

)

Select| Name & Application Status &

You can administer the follawing resources
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Enterprise Applications
Use this page to manage installed applications. 4 single application can be deployed onto multiple servers.
Preferences

[EEar] | Stop | | Install ||_Uninstall || Update || Rollout Update Remave File || Export || Export DDL || Export File

)

Select Name ¢ Application Status &
Please Wat. £p 2
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P | IeME-Ss01MS ®
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WebSphere application server clusters

Use this page to change the configuration settings for a cluster. A server dluster consists of a
group of application servers. If ane of the member servers fails, requests will be routed to other
members of the cluster. Learn more about this task in a auided activity. A guided activity provides
a list of task steps and more general information about the topic.

Preferences

New] | Delete || start|[ stop || Ripplestart || Immediatestop

)

Select Name ¢ Status &
You can administer the fallowing resources
I |custers

Total 1
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Start copying files @

The DB2 Setup wizard has enough nformation to start copying the program fils, If you wart: to review or
change any settings, cick Back, IF you are satisfied with the settings, cick Instal o bedin capying files.

Current settings:

DB2 copy name: DB2COPY1
Set as default DB2 copy: Yes
Set as default IBM database client interface copy: Yes

Selected features:
XML Extender
DB2 WMI Provider
SQLJ Support
Sample database source
Replication tools
OLE DB Support
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MDAC 2.8
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IRM Saftware Develnnment Kit (SDKI far lavaTM)
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Setup is complete

B2 Setup wizard has inished copying fils to your computer and has completed
al the required system configuration tasks. Shut down al software programs
runring on the system now, The progras can then be restarted and DB2 wil be:
ready for use. The nstal log s located n C:\Documents and
Sektings!Admiristrator|My Documents|DE2LOGIDBZ-ESE-Thu Nov 05 17_41_17
2009.Jog. Consult the og il ta ensure that all tasks completed successFuly

I you have not akeady done o it i recommended that you complets the.
post-nstal steps after nstaltion.

Required steps:

[You have enabled DB2 extended Windows security.
[You must add DB2 users that need to run DB2 local
applications or tools to either the DB2ADMNS or
DB2USERS group.

[You can connect to the DB2 instance "DB2" using the
lbort number "50000". Record it for future reference.

Click Next o nstall addtional products,
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Set user information for the DB2 Ads

The DB2 Adiristration Server (DAS) uns on your cormputer to provide support required by the DBZ tooks,
Specify the required user informetion for the DAS

User information

Domain [None - use local ser accowrt. =],
User name. [abzadmin
Passuord [
Confirm password [

[ Use the same user name and password for the remaining DBZ services.
Instalhield

<o | el e
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Set up a DB2 instance

DB nstence s an environment in which you store data. You must have an instance to use this product.

Either create the default DB2 instance or foin an existing parttioned database environment.

 Create the default D52 instance

 Jin an exdsting partitioned database envronment.

Instalhield

<o | el

Help
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SSL certificate and key management > Key stores and certificates > CMSKeyStore > Personal
certificates > New

& chained personal certificate is a personal certificate that is created using ancther certificate’s
private key to sign it
General Properties

+ plias
[default

Root certificate used to sign the certificate
root v

Key size
1024 7] bits
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+ validity period
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i3
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Country or region
Us

Apply | [ok] [Reset | [ Cancel
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i)

DB nstance can have one or more databass partiions, which exist on one or more computers. Select the partiioning
options for the default DBZ nstance,
 single partton nstance
The nstance will eside only on this computer, Select this option  the instance willnot be used in 3 parttioned database.
enviranment.

 ulipl partition nstance

Select this option to prepare to use the partioning capabilty of DB2 Enterprie Server Ediion to store data in multiple
database parttions. Touse this functionalty, you must have a Database Paritioning Feature icense,

I you select this option, two response files wil be saved. Ses the help for detais.

i logical partions:

This computer is assigned partiton number 0. Type the maximum number of logical parttons that can exist on each
database parttion server. This setting spplies to il database parttion servers n this nstance,

Maxinum logcslpartiions: F TCPJIP sefings.

Instalhield
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SL certificate and key management

SSL certificate and key management > Key stores and certificates > CMSKeyStore > Personal certificates
Manages personal certificates.

Preferences
Create - _|[Delets Receive from a certificate authority. Replace. Extract,.. || tmport... || Export... || Revoke
select Alias Issued To Issued By Serial Number
You can administer the following resources
ey = default CN=demo.tamesso.com, | CN=demo.tamesso.com, | 57449418291¢

OU=demaCell0,
OU=demaCeliManagern1,

oot Certificate,
lemoCelin1,

O=18M, C=US emoCellanagern1,
O=1BM, C=US
) CN=demo tamesso.com, femo tamesso.com, | 221389324257

OU=Raot Certificate, oot Certificate,

iemoCelin1,
OU=demoCellManagerd1, | OU=demoCellManager01,
0=IBM, C=US BM, C=US
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Configure DB2 instances

The folowing instances wil be created during nstallaton. You can custorize the configurations by clcking on
the Configure button.

Instalhield

DB Instances:

=lolx|

i)

fire

[“Instance description

The default nstance, DB2, stores applcation data.

You can buld 3 parttioned database environment by nstaling DE2 Enterprie Server Ediion on
other computers, and specy th these computers participate i the defaul nstance.

<gack

|

Cancel

Help
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Prepare the DB2 tools catalog @

The DBZ taols catalog must be created n oder to use the Task Center and schedker. These tooks allw youta
schedle common tasks such as backups. The DBZ tools catalog must be stored n a DB database,

T~ Prepare the DB tooks catalog

Instance. =
Database
& iz frooLsoe
€ Existing
Schema.
@ iz [FrsTo0ts

€ Existing
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Set up notifications @

You can set up your DB server to automatically send e-mai or pager notfications to lert airistrators when
database needs attention. The contact nformation i stored i Fhe adminstration cantact t, You need an
Unavthenticated SMITP server to send these notFications

B2 Enterprise Server Edi

I you do not et up your DB server to send natFications at this time, the heakh alerts are sl recarded inthe.
adiniistration natification g,

I o i D5 Serve S natons

otficatior TP server. [—

Adiistration contact st locaton

@ Local- Create a contact st on s computer.

€ oot - Use an existing contact st or noiher DBz server

Remote DE2 seryer. [—
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for DB2 objects @

Specify i you would ke to enable opersting system securiy for DB ies, Folders,regisry keys, and other
Objects on your computer. I you enable this securty, operating system sccess to DBZ objects il be mited to
the groups specifed belon,

ing system securi

[¥ Enable operating system security

Information on the B2 adinstrators group and DB2 users group s avalable by cicking Help.

[-DB2 adinistrators group
Domain Tone - use ocal group. =

Group name. [pezaprn

[-DB2 users group

Domain one - use local group. |

Group name.

[pe2usERs

Instalhiel]

<o | ol e






OPS/images/Figure_169.gif
DBC providers

IDBC providers

Use this page to edit properties of a JDBC provider. The IDBC provider object.
encapsulates the specific JBC driver implementation class for access to the specific
vendor database of your environment. Leam more about this task in 3 quided
activity. A guided activity provides a list of task steps and mare general information
about the topic,

B Scope: =All scopes
¥ show scope sslection drop-down list with the all scopes option
Scope specifies the level at which the resource
definition is visible, For detailed information an what

scope is and how it works, see the scope seftings
help,

&ll scopes

Preferences

New || Delete

g

Select Name & Scope ¢ Description &
You can administer the follawing resources

I |TamEssonec One-phase commit DB2
Provider 1CC provider that

Supports JDBC 3.0. Data
sources that use this
provider support anly 1-
phase commit
processing, unless you
use driver type 2 with
the application server
for 2/05. If you use the
application server for
2/05, driver type 2 uses
RRS and supports 2-
phase commit
processing

Total 1
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Data sources

Use this page to edit the settings of a datasource that is associated with your selectsd JDBC
provider. The datasaurce object supplies your application with connections for accessing the
database. Learn mare about this task in a guided activity, A guided activity provides a list of
task steps and more general information about the topic.

B Scope: Cell=democello1

¥ show scope sslection drop-down list with the all scopes option

Scope specifies the level at which the resource definition is
visible. For detailed information on what scope is and how it
works, see the scope settings help.

Cell=demaCellnl <]

Preferences

New || Delete

Test connection

Manage state.

)

Select Name ¢ INDIname & | Scope & Provider ¢ | Description ¢ | Category &
You can administer the follawing resources
r |1aME-sso |jdbesims Cell=demoCello1| TAM E-S50 | DB2 Universal
IMS Server IDBC Driver
Data Provider | Datasource

Total 1
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Data sources > TAM E-SSO IMS Server Data Source > Connection pools

Use this page to set properties that impact the timing of connection managsment
tasks, which can affect the performance of your application. Consider the default
values carefully; your application requirements might warrant changing these

values.

Configuration

Scope.

[cells: democelint

+ Connection timeout

General Properties

)

seconds

+ Maximum connections

/00

connections

*+ Minimum connections

100

connections

+Reap time

180

seconds

+ Unused timeout

1800

+ Aged timeout

seconds

o

seconds

Purge polic
EntirePoal

Apply | [OK] [ Reset

Cancel

Additional Properties

Advanced connection
Dool properties

Connection pool custom
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[ The test connection operation for data source TAM E-S50 IMS
Server Data on server dmgr at node demoCellManager01 was
successful

Data sources

Use this page to edit the settings of a datasource that is associated with your selectsd JDBC
provider. The datasaurce object supplies your application with connections for accessing the
database, Learn more about this task in a guided activity. A guided activity provides a list of task
steps and more general information about the topic.

Scope: Cell=demoCell01

Preferences
New|| Delete || Test connection Manage state.
)
Select| Name & INDI name ¢ | Scope & Provider ¢ | Description ¢ | Category ¢
You can administer the following resources:
[ |I2ME-SSO | jdbefims Cell=demoCell01| TAM E-SSO | DB2 Universal
M5 Server IDBC Driver
Data Provider | Datasource
Total 1
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Windows Service Definition

Choose whether to use 3 Windows service to run IBM HTTP Server an IBM HTTP
Adminisration Server. Optionally the IBM HTTP Server and IBM HTTF
Administration Server can be started rom the command line. Configure the startup
type to have the Windows services start manually or automaticallywhen rebooting
the system.

Run IBM HTTP Server as a Windows Senvice

Run IBM HTTP Adrministration as a Windaws Service

® Log on as a local system account

) Log on as a specified user account

User name:

‘Administrator

Passwaor

Startup type:
Automatic -

“The user account that runs the Windows senice must have the following user
tights:

® Actas part ofthe operating system
® Logon as a senice
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HTTP Administration Server Authentication

Create a userID and password to autheniicats to the [BM HTTP Server
atministration server using the WebSphere Application Server administraive
console. The newly-created user D and password is encrypted and stored in the
confiadmin passw file. You can create aditional user IDs after the installation by
using the hipasswd utiity.

Create a user ID for IBM HTTP Server adrminisiration server authentication.
User ID:

IHSAdmin
Passward

Canfirm Passwaor,

Il

<Back Hext> cancel
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IDBC providers

Use this page to edit properties of a JDBC provider. The IDBC provider object.
encapsulates the specific JBC driver implementation class for access to the specific
vendor database of your environment. Leam more about this task in 3 quided
activity. A guided activity provides a list of task steps and mare general information
about the topic,

B Scope: =All scopes

¥ show scope sslection drop-down list with the all scopes option

Scope specifies the level at which the resource
definition is visible, For detailed information an what
scope is and how it works, see the scope seftings
help,

&ll scopes

Preferences

New || Delete

g
Select Name & Scope ¢ Description ¢
You can administer the following resources
| zeme-ssopac Cell-demoCellol One-phase commit DB2
Brovider 1CC provider that

supports JDBC 3.0, Data
sources that use this
provider support only 1-
phase commit
processing, unless you
use driver type 2 with
the application server
for 2/0S. If you use the
application server for
2/08, driver type 2 uses
RRS and supports 2-
phase commit
processing
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IBMHTTP Server Plug-in for IBM WebSphere Application Server

Silently install the plugrin using the remote installation scenario. The host name.
and web server definition are used when creating the defaut plug-in configuration
fle. This fle s used to route requests to the Appiication Senver.Ifthere are multiple

Application Severs, then select ane ofthe servers and specify the machine’s host
name.

Install the IBM HTTP Server Plugin for IBM WsbSphere Application Server
Weh server definition:

webservert

Host name or P address for the Application Server:

1M1 tamessoat jbm.com
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IDBC providers > TAM E-SSO JDBC Provider
Use this page to edit properties of a Java Database Connectivity (JDBC) provider. The JDBC provider
object encapsulates the specific JDBC driver implementation class for access to the specific vendor
database of your environment.

Configuration

General Properties Additional Properties
+ Scope
[cells: demacelint

Data sources

Data sources

+ Name
[TAM E-550 JDBC Provider WebSphere
Application Server
Description 4}
One-phase commit DB2 JCC provider that supports =

1IDBC 3.0. Data sources that use this provider support
only 1-phase commit processing, urless you use driver
type 2 with the application server for z/0S. If you use

[the application server for 2/0S, driver type 2 uses RRS [+

Class path
E:/Program
Files/1BM/WebSphere/appServer/profiles/Dmar01/config/
tamessolib/db2ice.jar

Wative library path
[${DB2UNIVERSAL IDBC_DRIVER_NATIVEPATHY

I Isolate this resource provider

+ Implementation class name
[com.ibm.db2jec.DB2ConnectionPooiDatasource

Apply | [ok] [Reset | [ Cancel
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Setup is complete

B2 Setup wizard has inished copying fils to your computer and has completed
al the required system configuration tasks. Shut down al scftware programs
runring on the system now, The progras can then be restarted and DB2 wil be:
ready for use. The nstal log s located n C:\Documents and
Settings!Admiristrator|My Documents|DE2LOG|DBZ-WSE-Fi Apr 09 1536 01
2010.og. Consult the log il to ensure that all tasks completed succes:uly.

I you have ot akeady done so, i i recommended that you complets the.
post-nstal steps after nstaltion.

[Required steps: j

[You have enabled DB2 extended Windows security.
[You must add DB2 users that need to run DB2 local

applications or tools to either the DB2 administrators
lgroup or DB2 users group.

[You can connect to the DB2 instance "DB2" using the
lbort number "50000". Record it for future reference.

Click Next o nstall addtianal products,

ez
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Set user information for the DB2 Ads

tration Server

The DB2 Adiristration Server (DAS) runs on your computer to provide support required by the DBZ tooks,
Specify the required user informetion for the DAS.

It is highly recommended that you use a local user or domain user account instead of the LocalSyste accout.
Further dtals are avalable by cicking Help.

 Localuser or Domain user account

User information

Domain [None - use local ser accowrt.¥]
User name. [abzadmin
Passuord [
Confirm password [

 Localsystem account

[ Use the same account for the remaining DB2 services
Instalhield

<o | el e






OPS/images/Figure_4-39_Complete_IMS_Server_Configuration_step.gif
Please Wait

/ License Agreemnent

/ ntroduction

/ Chaose Installation Folder

> Server Configuration
Pre-installaion Surmmary
Install

Instalation Complete Please wait, TAM E-SSO IMS Server is heing configured for your
system. This may take a moment.

Installanywhere

Cane) Ereviois e






OPS/images/Figure_7.gif
i DB2 Setup - DB2 Workgroup Server Edition - DB2COPY1

Select the installation folder

The DBZ Setup wizard installs DE2 Workaroup Server Edition n the Fallowing Foder. To select a dfferent folder, click
Change or type a diectory.

Directory  [Eprogram Fles\EMSQLLIE! Change.

Space required: 79818 Disk space.

Instalhield

=loix)

<gack

Cancel
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IDBC providers

Use this page to edit properties of a JDBC provider. The JDBC provider object encapsulates the
specific IDBC driver implementation class for access to the specific vendor database of your
environment. Learn more about this task in a guided activity. A guided activity provides a list of

task steps and more general information about the topic.

Scope: =All scopes
Preferences

New || Delete

)

Select Name & Scope ¢ Description ¢
You can administer the following resources
| 1eMEe-sso pec provider | cell-demacelion One-phase commit DB2 1CC

provider that supports JDBC
3.0. Data sources that use
this provider support only 1-
phase commit processing,
unless you use driver type 2
with the application server
for 2/0S. If you use the
application server for 2/0s,
driver type 2 uses RRS and
supports 2-phase commit
processing

Total 1
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Installanywhere

—[ol x|
Pre-installation Summary

Review the following before proceeding with the installation.

Product Name:
TAM E-550 IMS Server

Install Folder:
C:\Pragram FilesVBMTAM E-SSOUMS Server

Version:
8.1.00

Disk Space Information (for Installation Target):
Required: 309,627,357 bytes
Avallable: 21,920,030,720 bytes
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Set user information for the DB2 Ads

tration Server

The DB2 Adiristration Server (DAS) runs on your computer to provide support required by the DBZ tooks,
Specify the required user informetion for the DAS.

It is highly recommended that you use a local user or domain user account instead of the LocalSyste accout.
Further dtals are avalable by cicking Help.

 Localuser or Domain user account

User information

Domain [None - use local ser accowrt.¥]
User name. [abzadmin
Passuord [
Confirm password [

 Localsystem account

[ Use the same account for the remaining DB2 services
Instalhield
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IDBC providers > TAM E-SSO JDBC Provider

Use this page to edit properties of a Java Database Connectivity (JDBC) provider. The JDBC provide
object encapsulates the specific JDBC driver implementation class for access to the specific vendor

database of your environment.

Configuration

General Properties

+ Scope
[cells: demacelint

+ Name

[TAM E-550 JDBC Provider

Deseription

One-phase commit DB2 JCC provider that supports
1IDBC 3.0. Data sources that use this provider support

type 2 with the application server for z/0S. If you use
[the application server for 2/0S, driver type 2 uses RRS

only 1-phase commit processing, urless you use driver

Class path

${USER_INSTALL_ROOT}/config/tamesso/lib/db2jce.jar

Native library path

[${DB2UNIVERSAL IDBC_DRIVER_NATIVEPATHY

I Isolate this resource provider

+ Implementation class name

[com.ibm.db2jec.DB2ConnectionPooiDatasource

Apply | [ok] [Reset | [ Cancel

Additional Properties
Data sources

Data sources
WebSphere
Application Server
4}
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IBM WebSphere Installation Factory
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1BM Tivoli Composite Application
Manager for WebSphere Application
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Exit

Language selec English

IBM HTTP Server Installation

1BM HTTP Server s 3 Web server thatis hased on the Apache Web server
developed by the Apache Software Foundation. [BM HTTP Server 7.0 adds
several functional enhancements to the Apache hase,

° Launch the installation wizard for IBM HTTP Server.
Install [BM HTTP Server using the installation wizard

- View the installation uide for 1BM HTTP Server,
Step-ty-step instructions for installing [BM HTTP Server.

- Vigwthe readme file for IBM HTTP Server,
Provides links to the latest infarmation about M HTTP Server.
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Configure DB2 instances

The following instances wil be created during nstallaton. You can custorize the configurations by clcking on
the Configure button.

DB2 Instances:

Configure.

[-Instance description

The default nstance, DB2, stores applcation data.

Instalhield

=
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IDBC providers > TAM E-SSO JDBC Provider
Use this page to edit properties of a Java Database Connectivity (JDBC) provider. The JDBC provider
object encapsulates the specific JDBC driver implementation class for access to the specific vendor
database of your environment.

Configuration

General Properties Additional Properties
+ Scope
[cells: demacelint

Data sources

Data sources

+ Name
[TAM E-550 JDBC Provider WebSphere
Application Server
Description 4}
One-phase commit DB2 JCC provider that supports =

1IDBC 3.0. Data sources that use this provider support
only 1-phase commit processing, urless you use driver
type 2 with the application server for z/0S. If you use

[the application server for 2/0S, driver type 2 uses RRS [+

Class path
E:/Program
Files/1BM/WebSphere/appServer/profiles/Dmar03/canfig/
tamessolib/db2ice.jar

Wative library path
[${DB2UNIVERSAL IDBC_DRIVER_NATIVEPATHY

I Isolate this resource provider

+ Implementation class name
[com.ibm.db2jec.DB2ConnectionPooiDatasource

Apply | [ok] [Reset | [ Cancel
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Welcome to IBM HTTP Server 7.0

“This wizard instals [BM HTTP Server 7.0 on your computer.
See the [BM HTTP Server 7.0 Installation Guide to leam more about s installation.

ClickNext to contine.
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Enable aperating system security for DB2 objects

Specify i you would ke to enable operating system securiy for DB ies, Folders,regisry keys, and other
objects on your computer. I you enable this sscurty, operating system sccess to DBZ objects il be mited to

the groups specifed belon,

[¥ Enable operating system security

Information on the B2 adinstrators group and DB2 users group s avalable by cicking Help.

[-DB2 adinistrators group

Domain

Group name.

None - Use ocal gracp. =

[pezaprns

[-DB2 users group

Domain

Group name.

one - use ocal graup. =

[pe2usERs

Instalhiel]
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System Prerequisites Check

Passed: Your operating system completed the prerequisites check successfully.

Your operating system meets or exceeds the requirements for this product. See
the WebSphere Application Server detailed system requirerents Web pages for

more information about supported operating systems. Go to the product support
Web pages to obtain the latest maintenance packages to apply after intallation

ClickNext to continue the installation.
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Set up notifications

You can set up your DB server to automatically send e-mai or pager notfications to lert admiristrators when
database needs attention. The contact nformation i stored i Fhe adminstration cantact t, You need an
Unavthenticated SMTP server to send these notFications

I you do not et up your DB server to send natfications at this time, the heakh alerts are sl recarded inthe.
adiniistration natification g,

I o i D5 Serve o Sand natons

otficatior SHTP server. [—

Adiistration contact st locaton

@ Local- Create  conact st on s computer.

€ emote - Use an existing contact s o enother DBz server

Rermote DB2 seryer. [—
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Enter the installation location

Produst installation location
C:lProgram FilesUBMIHTTP Server

Browse
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Installing DB2 Workgroup Server Edition - DB2COPY1

Status:

Copying new files

Instalhield
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Port Values Assignment

1BM HTT Server communicates using the port numbers listed below. ffthese
ports are already in use by IBM HTTP Server or another application, then change.
the port numbers from their default values

HTTP Port 50

HTTP Administration Port: (8008
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Start copying files

The DB2 Setup wizard has enough nformation to start copying the program fils, If you wart: to review or
change any settings, cick Back, IF you are satisfied with the settings, cick Instal o bedin capying files.

Current settings:

Product to install: DB2 Workgroup Server Edition - DB2COPY1
Installation type: Typical

DB2 copy name: DB2COPY1

Set as default DB2 copy: Yes

Set as default IBM database

ntinterface copy: Yes

Selected features:
DB2 Update Service
Base application development tools
Base client support
Configuration Assistant
Control Center
IRM Data Server Provider for NFT

Instalhield

Cancel Help
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Global security

Global security > JAAS - J2C authentication data

Specifies a list of user identities and passwords for Java(TM) 2 connector security to
use.

I Prefix new alias names with the node name of the cal (far compatibility with
earlier releases)

Apply
Preferences
New] | Delete
&35
select| Alias & User I ¢ Description ¢
You can administer the following resources
I |imsauthdata db2admin

Total 1
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Global security

Global security > JAAS - 12C authentication data > New
Specifies a list of user identities and passwords for Java(TM) 2 connector security to
use.

General Properties

+ plias
msauthdata

+User ID
[db2admin

+ password

Deseription

Apply | [ok] [Reset | [ Cancel
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Create a data source
Enter database class path information

Set the environment variables that represent the JDBC driver dlass files,
which WebSphere(R) Application Server uses to define your JDBC
provider. This wizard page displays the file names; you supply only the
directory locations of the files. Use complete directory paths when you
type the DBC driver file lacations. For example: C:\SQLLIB\java on
Windaws(R) or /home/db2inst1/sallib/iava an Linux(Th)

If 3 value is specified for you, you may click Next to accept the value.

Class path:

Directory location for “db2jecjar, db2jce_license_cisuz jar” which is
saved as WebSphere variable ${DB2UNIVERSAL JDBC_DRIVER_PATH}

Native library path

Directory Iocation which is saved as WebSphere variable
${DB2UNIVERSAL_IDBC_DRIVER_NATIVEPATHY}

Previous | Next| cancel
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Create a data source
Greate new JDBC provider

Set the basic configuration values of 3 JDBC provider, which
encapsulates the specific vendar IDBC driver implementation
classes that are required to access the database. The wizard
fills in the name and the description fields, but you can type
different values

Scope.
[cells: democelint

+ Database type
DB2 -]

+ Provider type

DB2 Universal IDBC Driver Provider v

+ Implementation type

Connection pool data source ¥

+ Name
[TAM E-550 JDBC Provider

Deseription
One-phase commit DB2 JCC provider that supports
IDBC 3.0, Data sources that use this provider
Support anly 1-phase commit processing, unless you
use driver type 2 with the application server for
2/05. If you use the application server for 2/OS,
driver type 2 uses RRS and supports 2-phase commit
processing

Previous | Next| Cancel |
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Create a data source

Enter basic data source information

Set the basic configuration values of a datasource for
association with your JDBC provider. & datasource supplies the
physical connections between the application server and the
database.

Requirement: Use the Datasources (WebSphere(R) Application
Server V4) console pages if your applications are based on the
Enterprise JavaBeans(TM) (EJB) 1.0 specification or the Java
(TM) Servlet 2.2 specification

Scope.
[cells: democelint

+ Data source name
[TAM E-550 IMS Server Data

+ INDI name
lidbc/ims]

Next] Cancel
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Data sources

Use this page to edit the settings of a datasource that is associated with your selected
I0BC provider. The datasource abject sunplies your application with connections far
accessing the database, Learn more about this task in a uided activity. A guided
activity provides a list of task steps and more general information about the topic,

B Scope: Cell=democello1

¥ show scope sslection drop-down list with the all scopes option

Scope specifies the level at which the resource definition
is visible. For detailed information on what scape is and
how it works, see the scope settinas help

Cell=demaCellnl <]
Preferences
New || Delete || Test connection Manage state.

)

Select Name ¢ | INDIname & | Scope ¢  Provider ¢ | Description ¢ Category ¢

None
Total 0
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Use installer to deploy IMS Server to WebSphere Application Server

Licencelrzement Would you like to use this installer to deploy IMS Server to
Introguction WebSphere Application Server?

Chaose Installation Folger
Server Configuration
Prenstallation Summary
Install

Installation Complete @ ves

N

Installanywhere
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Select the installa

n, response file creation, o both

The DBZ Setup Wizard can nstall DB2 Workatoup Server Editon on this computer, create a response il
that you can use to nstall this product on a computer later, or both.

 fnstall DB Workaroup Server Edition on this computer!

€ Save my nstalation settings i a respons il

o software wil be instaled on this computer

" Install DB2 Workaroup Server Editon on this computer an save my settings in a response fe

-]
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Product Selection
Enterthe installation Iocation of the product that you wantto update.

You can select a different directory from the drop-down lst, specify a difierent
directory, or click Browse o select  directary.

Directory path
CilProgram FilesUBMIvebSpherelappServer >

Browse.
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Select the installation type

& Typical; ‘Approximately 900 - 1300 MB
 Compact; ‘Approximately 800 - 1100 MB
© custom: ‘Approximately 600 - 1700 MB

Information aboLt the nstallation type:

The typica setup includes basic database server function, databass admisration tools, and most product
Features and functionalty,

To add features for applcation development and other optional functianalty lter n the setup pracess, click
Custom.

View Features,

<t |CE] o | e |
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Data sources

Use this page to edit the settings of a datasource that is associated with your selectsd JDBC
provider. The datasaurce object supplies your application with connections for accessing the
database. Learn mare about this task in a guided activity, A guided activity provides a list of
task steps and more general information about the topic.

B Scope: Cell=democello1

¥ show scope sslection drop-down list with the all scopes option

Scope specifies the level at which the resource definition is
visible. For detailed information on what scope is and how it
works, see the scope settings help.

Cel

jemoCelinl

Preferences

New || Delete || Test connection

Manage state.

)

Select Name ¢ INDIname & | Scope & Provider ¢ | Description ¢ | Category &
You can administer the follawing resources
r |1aME-sso |jdbesims Cell=demoCello1| TAM E-S50 | DB2 Universal
IMS Server IDBC Driver
Data Source Provider | Datasource

Total 1
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Maintenance Package Directory Selection

Enter directoryto list maintenance packages available for installation. You can specifya
directory or clickBrowse to select a path to maintenance package.

Directory path
[CwsI7.0.0.5_tpack

“The latest maintenance packages are available online. Obtain mantenance packages
for WehSphere Application Server and all WebSphere Application Server Feature
Packs either by visiting the Recommended fixes for WebSphere Application Server

webpage for a complete lst or by using the WebSphere Maintenance Download
wizard to find specific maintenance packages.

Addiional information can be faund online tthe WebSphere Application Server ibrary
or WebSphere Application Server infarmation ceter webpages.
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Software License Agreement

Please read the following icense agresment carefuly.

=loix)

IMPORTANT: READ CAREFULLY
[Two license agreements are presented below.

1. 1BM Interational License Agreement for Evaluation of Programs
/2. IBM International Program License Agreement

If you are obtaining the Prograr for purposes of productive use (sther than evaluation, testing, trial "try
or buy." or demonstration): By clicking on the "Accept” button below, You accept the IBM Intemational
Program License Agreement, without modification.

If you are obtaining the Prograr for the purpose of evaluation, testing, tial “try or buy,” or demonstration
(collectively, an "Evaluation®): By clicking on the "Accept” button below, You accept both () the IEM
Internationai License Agreement for Evaluation of Prograrns (the "Evaluation License"), without

Readren s ]

& scceptthe G i e s s eement
" Tdonot accept the terms in the icense agreement
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