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Preface

In this IBM® Redbooks® publication we discuss IBM Systems Director Navigator for i, which
is a Web console interface for IBM i administration where you can work with the Web-enabled
tasks of System i® Navigator. IBM Systems Director Navigator for i includes a number of
welcome pages that allow you to quickly find the task that you want to perform.

The IBM Systems Director Navigator for i interface is not just a set of URL addressable tasks,
but is a robust Web console from which you can manage your IBM i system. However, the
System i Navigator Tasks on the Web, which are a set of URL-addressable tasks, can be
accessed by using the URL or from within the IBM Systems Director Navigator for i interface.

The IBM Systems Director Navigator for i console contains the following task categories for
IBM i management. These categories are similar to those that you see within the System i
Navigator client application.

» System: system status, system operator messages, history log, disk status, change
password, and more

» Basic operations: messages, printers, printer output, and more
» Work management: active jobs, server jobs, output queues, active subsystems, and more

» Configuration and service: system values, time management, disk units, disk pools, and
more

» Network: TCP/IP servers, lines, DNS servers, and more
» Integrated server administration: all virtual disks, remote systems, domains, and more

» Security: authorization lists, cryptographic services key management, intrusion detection,
and more

» Users and groups: users, create users, groups, and more

» Databases: performance monitors, health center, databases, and more

» Journal management: journals, create a journal, and more

» Performance: investigate data and collections, and more

» File systems: integrated file system, file shares, create file share, and more

» Internet configurations: digital certificate manager, System i Navigator Tasks on the Web,
and more

» Cluster resource services: display the list of nodes, delete the cluster, and more

The information in this book is intended to help you start using the Web-based console, IBM
Systems Director Navigator for i, by providing you with a look at the new interface as well as
tips for working with various parts of the new console.

The team who wrote this book

This book was produced by a team of specialists from around the world working at the
International Technical Support Organization, Poughkeepsie Center.

Brandon Schulz is currently working for the IBM STG Lab Services and Training group in
Rochester, Minnesota, focusing on multi-core, high-performance computing and cluster
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application development. He previously worked on IBM System Director products including
IBM System Director 6.1 and IBM System Director Virtualization Manager. Prior to working on
IBM System Director, he worked on IBM Toolbox for Java™ and IBM iSeries® Access for
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Giancarlo Omati has been working in System i software technical support for the past 13
years. His work has focused on communication protocols and applications and high
availability during that time. His skills include OS/400® system administration, System i
Navigator, database, journaling, system maintenance and tuning, and general OS/400
system knowledge. He completed the SNA and TCP roadmap training as part of the IBM
Rochester Software Support Internship program in November 2006 and co-wrote IBM
Redbooks publication IBM i 6.1 Technical Overview, SG24-7713, in November 2008.

Morten Buur Rasmussen is a Senior IT Specialist at the IBM Systems and Technology
Group Lab Services (former CTC) in La Gaude, France. He covers Europe and the Middle
East in client-facing areas of IBM System i, database, and WebSphere® performance. Before
joining the Lab Services, he worked for IBM Denmark and different European banks. He has
22 years of experience in the computing field. His areas of expertise are database technology,
application development, and work management for IBM System i.

Johnnie Talamantes is currently a subject matter expert for Systems Director Navigator at
the IBM System i Support Center in Rochester, MN. He has extensive experience with the
System i Access family of products, including System i Navigator. He has written many
technical presentations, team notes, and knowledge-base documents as a subject matter
expert for this product and others.

Claudio Villalobos is an IBM IT Specialist for System i working at IBM Argentina. He has 18
years of experience in systems management, performance and tuning, software and
hardware configuration, logical partitions (LPARs), backup and recovery, System i installation,
and Backup Recovery Media Services (BRMS) installation and configuration. Claudio has
experience on System/36, AS/400®, and System i platforms. In 2004 he joined IBM, where
he currently provides technical support and performs system management. He has
participated in the preparation of four IBM Redbooks publications, including Going Green with
IBM Systems Director Active Energy Manager 3.1, REDP-4361; IBM TS3500 Tape Library
with System z Attachment A Practical Guide to Enterprise Tape Drives and TS3500 Tape
Automation, SG24-6789-03;/BM System Storage Tape Library Guide for Open Systems,
SG24-5946; and IBM TotalStorage 3494 Tape Library: A Practical Guide to Tape Drives and
Tape Automation, SG24-4632.

Brian Younger is a Product Manager for Pinnacle Business Systems, Inc. in Edmond,
Oklahoma. He is the lead designer and a developer for the IBM Advanced Job Scheduler for
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Magazine include Batch Job Dependencies with Advanced Job Scheduler, How to use
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Parameters in Scheduled Jobs, In the Know with Manual Automation, Multiple Scheduling
Environments Create a Buzz, and Report Distribution Using AJS and iSeries Navigator.
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Become a published author

Join us for a two- to six-week residency program! Help write a book dealing with specific
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Clients.

Your efforts will help increase product acceptance and customer satisfaction. As a bonus, you
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and marketability.
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» Send your comments in an e-mail to:
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» Mail your comments to:
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Overview of IBM Systems
Director Navigator for i

Introduced in V6R1, the IBM Systems Director Navigator for i is a full-featured, Web-based
console that provides a single, easy-to-use view of the IBM i system. Systems Director

Navigator is the first Web-based system management console that is integrated into IBM i.
There is nothing to purchase or install. It is included in every V6R1 IBM i operating system.

IBM Systems Director Navigator provides a strategic tool for managing a specific IBM i
partition. It can be used in conjunction with IBM Systems Director products to provide a
multi-partition or heterogeneous (or both) cross-system management solution.

IBM Systems Director Navigator can be extended by business partners or IBM products using
plug-ins. These plug-ins have the same look and feel as the rest of IBM Systems Director
Navigator, thereby providing a seamless perspective into these areas.

© Copyright IBM Corp. 2009. All rights reserved. 1



1.1 Strategic positioning

2

IBM Systems Director Navigator is a merger of the best from existing client interfaces and the
power and flexibility of Web-based solutions. The functions, groupings, and tasks will be very
familiar to those used to the client-based System i Navigator interface. This rich set of
functions is integrated into an Integrated Solutions Console (ISC) framework. This same
framework is used by IBM Systems Director, thus giving the Director Navigator interface the
same rich user experience as is available with the Systems Director products. It provides a
single console for administering your IBM i products and applications by using single sign-on,
thereby supporting access to all functions on the system within the Web interface.

IBM Systems Director Navigator's strategic design allows IBM i administrators to take
advantage of a portlet-based infrastructure. The power of portlets allows you to work with a
wide variety of data and tasks within a single window. This allows for multi-tasking and
switching between active tasks. Portlets allow for partial refresh, which means that you have
the option to refresh only the selected portlet or even a specific area within a portlet. The
power of the ISC framework allows you to highly customize your environment to make it
yours. You can define the pages important to you so that when you enter Systems Director
Navigator, your startup pages immediately display with data relevant to you.

How do the Navigator interfaces compare

Traditionally, IBM i systems management tasks have been administered from several user
interfaces provided in the System i Access client application. With the evolution of Systems
Director Navigator, we can compare each of these solutions to see why IBM Systems Director
Navigator is well positioned to be the future interface for IBM i systems management.

System i Navigator client application

The Navigator client interface is the graphical interface that has been available for many
years. This interface is only available to users who have installed it on their PCs. It is a
traditional client/server application. Also:

» Itis a Microsoft® Windows® technology-based application.
» It must be installed on a PC or workstation.
» The System i Access for Windows client product is required to obtain this interface.
» Itincludes a Management Central feature to:
— Manage multiple systems.
— Monitor the systems in your environment.
— Send PTFs to systems in your environment.
» Some functions require the 5761XW1 product license (per workstation).
» It provides graphical charting functions within database and disk management tasks.

System i Access PC5250 emulator client application

The PC5250 emulator is the traditional green screen command-line interface. It allows you to
access the system using IBM i CL commands. Also:

The emulator is a Microsoft Windows technology-based application.

It must be installed on a PC or workstation.

The System i Access for Windows client product provides this interface.
It is a non-graphical user interface.

It requires the 5761XW1 product license (per workstation).

vyvyvyyy
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IBM Systems Director Navigator for i

This is the new, strategic Web-based graphical interface. It allows users to access and
manage jobs and resources using a standard Web browser. There is no additional software to
install or configure. Also:

» You can use the existing Web browser installed on your workstation.

» Itis a Web-based portlet application.

» Itis integrated into the IBM i base operating system (5761SS1, Option 3).
» Itincludes over 300 Web-enabled tasks similar to System i Navigator.

» Itis the only location for new IBM i management plug-ins, such as Power HA and IBM
Performance Tools.

» It can work with many different tasks at once (portlets within the console's work area).

» All Web-enabled tasks are still URL addressable and can be accessed individually as
servlets or as portlets within the new Web console.

IBM Systems Director Navigator contains a very rich set of Web-enabled functions and tasks,
and this set continues to increase rapidly. However, there are certain functions currently
available in the client navigator applications that are not yet available through the Director
Navigator Web interface. These functions are:

» Management Central functions
» Database graphics and charting functions
— Visual Explain
— Database navigator
» Disk Management graphics and charting functions
— Disk unit/ASP capacity chart
— Disk unit physical location

If you use these functions, you must continue to utilize the System i Navigator client
application for V6R1.

Chapter 1. Overview of IBM Systems Director Navigator fori 3



1.2 What is included in Systems Director Navigator

The IBM Systems Director Navigator for i console is a Web-based interface for managing your
IBM i system. All that is required on your PC or workstation is a Web browser. The Systems
Director Navigator interface is installed and available to use out-of-the-box in V6R1. Since it is
a complete Web-based system management tool, there is no need to remember specific
URLs for each task. Each task is available via an easy-to-use, menu-driven interface. Instead,
you only must remember one URL, http://<systemname>:2001, where <systemname> is the
name of your IBM i system. This directs you to the main console window, as shown in

Figure 1-1.

& CTCDBMOD - IBM Systems Director Navigator for i5/0S (=15

| 4| » || + [@ nttps://cted brmod.rchland.ibm.com:20 05/ ibmy/ console/login.do?action=secure a G.l | Q- A 4~

: < Sy S Tese._
IBM Systems Director Navigator for i5/0S Welcome jrtalama Help | Logout 1l
58 ] W

| View: |All tasks ij

Welcome
My Startup Pages
B iS/05 Management
System
Basic Operations

Waork Management

Configuration and Service

Metwark

Integrated Server Administraticn

Security The IBM Systemns Director Navigator for i5/05 provides an easy to use interface for the web-enabled System i
Users and Groups management tasks, including all previous System i Navigator tasks on the web and 2001 port i5/05 tasks.
Databases

Journal Management Expand i5/05 Management in the left-hand navigation area to get started.

Berformance

File Systems To sae the previous version of the 2001 port i5/05 tasks and where they are located now, click below.

Internet Configurations
Backup, Recovery and Media

Services

Settings

Welcome - Ckcdbmad.rchland.ibm.com = = = Y —— 7.0

Welcome to the IBM Systems Director Navigator for i5/0S BB Ganshla

(|

miS."CIS Tasks Page

Figure 1-1 IBM Systems Director Navigator for i

4

Note: In previous releases, the port 2001 URL for your system would have taken you to the
IBM i Task Page, which contained links to Web-based IBM i administration interfaces. This
task page has been replaced with the Systems Director Navigator interface. If you still wish
to access these Web interfaces, you can click the 15/0S Tasks Page link located on the
Welcome page.

IBM Systems Director Navigator for IBM i



Systems Director Navigator has over 300 tasks available through the Web interface. These
tasks are grouped into 13 categories. For those users who have been used to managing their
systems with the Navigator for i client interface, they should feel comfortable with the
Web-based interface, as the tasks have been grouped and organized in a similar manner. The
categories appear in the task navigation when you open the i5/0S® Management, as shown
in Figure 1-2.

[ i5/05 Management

System

Basic Operations

Waork Management

Configuration and Service
Metwark

Integrated Server Administration
Security

Users and Groups

Databases

Journal Management
Performance

File Systams

Internet Configurations

Figure 1-2 Task categories

The system management tasks are divided into 13 logical groupings. Click each group to view
the Welcome page for that group. The welcome page contains the most commonly used
tasks for that group, such as:

>

System: commonly used system tasks, including viewing system status, messages, disk
status, and passwords. Click Application Administration to control which users are able
to use specific functions within this interface.

— Basic Operations: basic tasks for an individual user to easily view messages, printer
output, printers, and their user jobs.

— Work Management: Control the work performed on the system including support for
interactive and batch work. Distribute resources to ensure that applications run well.

Configuration and Service: functions to help you manage both hardware and software on
your system, including system values, time management, and disk units.

Network: Control TCP/IP configuration, remote access services, networking servers, and
IP policies. Work with and manage your DNS servers.

Integrated Server Administration: Manage servers hosted by IBM i including virtual disks,
network server host adapters, remote systems, service processors, enrolling and
managing users and groups, and domains.

Security: Functions allow you to plan and implement security on your system,
authorization lists, object permissions, cryptographic functions, and intrusion detection.

Users and Groups: Display and manage a complete list of the users and groups. Create,
delete, and modify users and groups on this system.

Databases: graphical interface to perform many common administration database
operations, access and modify objects, work with performance monitors, and access the
Health Center.

Journal Management: Work with journals and journal receivers.

Chapter 1. Overview of IBM Systems Director Navigator fori 5



» Performance: Tools to help manage the collection of performance data on the system.
View the collection data using a powerful graphical charting tool to investigate potential
performance issues.

» Files Systems: links to the most commonly used file systems tasks, Integrated File
System, i5/0S Netserver, and Network File System.

» Internet Configurations: IBM i Internet configuration tasks, HTTP Server, IBM Web
Administration GUI, Digital Certificates, IBM IPP, Web-based Help Server, and Internet
Setup Wizard.

IBM licensed program products plug-ins for Systems Director Navigator
The IBM Systems Director Navigator interface is a pluggable interface that allows other
products to be added into the Director Navigator console. IBM has several licensed program
products (LPPs) that are plug-ins to the console. This makes these functions seamlessly
available via the Web-based console. When one of these LPPs is installed (and the HTTP
Admin server has been restarted), the Web console automatically detects this new function
and makes it available in the console, as shown in Figure 1-3.

[ i5/05 Management

System

Basic Operations
Waork Management
Configuration and Service
Metwark

Integratec Server Adminisbration
Security

Users and Groups

Databases
Journal Management
Performance
File Systems
Internet Configuraticns
=y Backup, Recovery and Media Services

Figure 1-3 i5/0S Management: BRMS plug-in

The following IBM LPPs have Systems Director Navigator Web interfaces. When these LPPs
are installed, they are made available in the console:

» Backup Recovery and Media Services (BRMS) 5761-BR1
http://www.ibm.com/systems/i/support/brms
» System i High Availability Solutions Manager (iHASM) 5761-HAS

— High Availability Solutions Manager (solution-based) GUI
— Cluster Resource Services (task-based) GUI
—~ http://www.ibm.com/systems/power/software/availability/i50s.html

» |IBM Performance Tools for i5/0S DiskWatcher 5761-PT1 (option 1)
http://www-03.ibm.com/systems/i/advantages/perfmgmt/ptools.html

» JobWatcher 5761-PT1 (option 3)
https://www-912.ibm.com/i_dir/idoctor.nsf
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Installation, configuration, and
support tips

This chapter provides details on what product options will be needed to run IBM Systems
Director Navigator for i, what is needed to gain access to the Web-based console, what
server jobs are required, additional LPPs that can plug in to the Web-based console, support
tips, and much more. This chapter describes the following topics:

IBM i server

Required jobs

Required products

Recommended PTFs and levels

IBM license program products plug-ins for System Director Navigator
Client-side requirements

Web browser information

How to access the console

Support tips

VVyVYyVYVYVYVYYVYY
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2.1 IBM i server

As mentioned previously, the IBM Systems Director Navigator for i Web-based console in
V6R1 is installed and available out-of-the-box. The product options mentioned in this chapter
should already be installed on your IBM i server. These products are integrated into the base
operating system. However, you should ensure that they are installed and up to date on PTF
levels described.

2.2 Required jobs

8

At a minimum, the HTTP Admin Server must be running to use the console. The required jobs
should be running under the QHTTPSVR subsystem, as seen in Figure 2-1.

Work with Active Jobs LPO2F8F
09/02/09 11:08:42
CPU %: .0 Elapsed time: 00:00:00 Active jobs: 218
Current
Opt Subsystem/Job User Type CPU % Function Status
QHTTPSVR QSYS SBS .0 DEQW
ADMIN QLWISVR BCI .0 JVM-com.ibm.lw  THDW
ADMIN QTMHHTTP BCH .0 PGM-QZHBMAIN SIGW
ADMIN QTMHHTTP BCI .0 PGM-QZSRLOG SIGW
ADMIN QTMHHTTP BCI .0 PGM-QZSRHTTP SIGW
ADMIN2 QLWISVR BCI .0 JVM-com.ibm.lw  THDW
ADMIN3 QLWISVR BCI .0 JVM-com.ibm.lw  THDW
ADMIN4 QLWISVR BCI .0 JVM-com.ibm.lw  THDW

Bottom
===>

F21=Display instructions/keys

Figure 2-1 QHTTPSVR subsystem and admin server jobs

To start the HTTP Admin server, type the following at the IBM i commaned line:
STRTCPSVR SERVER(*HTTP) HTTPSVR(*ADMIN)

IBM Systems Director Navigator for IBM i



2.2.1 IBM i required products

The following i products (which should be included in the default V6R1 system configuration)
must be installed on your system for the console to operate and provide the 13 categories
generally available. The product options:

5761SS1 option 3 - Extended Base Directory Support

5761SS1 option 12 - Host Servers

5761SS1 option 30 - QShell

5761SS1 option 33 - Portable Applications Solutions Environment
5761DG1 - IBM HTTP Server for i5/0S

5761JV1 - IBM Developer Kit for Java

5761JV1 option 8 - J2SE 5.0 32 bit

5761JC1 - IBM Toolbox for Java

YyVyVYyVYVYYVYYY

2.2.2 Recommended PTF levels

The recommended PTF levels are suggested prior to working with the Web-based console.
This should ensure that you will have a successful experience with the product and prevent
any issues when initially accessing the interface for the first time.

Note: The following individual and group PTFs were the latest at the time that this
document was written. We recommend checking what the latest PTF levels are on the Web
site referenced.

PTFs
At IBM i command line: DSPPTF LICPGM(5761SS1) SELECT(S134446)

» Systems Director Navigator PTF:
Product: 5761SS1, PTF# SI34446

At IBM i command line: WRKPTFGRP
» Group PTF: DB2® for System i

SF99601 - Level: 10 (installed status, preferred)
» Group PTF: Java

SF99562 - Level: 10 (installed status, preferred)
» Group PTF: IBM HTTP server for i

SF99115 - Level: 9 (installed status, preferred)

IBM i Support Group PTFs by Release:
http://www-912.ibm.com/s_dir/s1ine003.nsf/GroupPTFs?0penViewdview=GroupPTFs

2.2.3 Client-side requirements

There is nothing to install on your workstation. All that is needed is a Web browser.
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How to access
Simply enter the following into your browser address:

http://<systemname>:2001

Where <systemname> is the name or TCP/IP address of your server.

Note: Your browser will be redirected to a secure path, similar to the following:

https://<systemname>:2005/ibm/console/logon.jsp

2.2.4 Browser security warning

10

When the users’s browser application is used to access a server/Web site that provides a
Secure Sockets Layer (SSL) connection, the server presents a certificate to the user's client
software as proof of its identity. The client software must then validate the server's certificate
before the server can establish the session. To validate the server certificate, the client
software must have access to a locally stored copy of the certificate for the certificate
authority (CA) that issued the server certificate.

If the server presents a certificate from a public Internet CA, the user's browser or other client
software must already have a copy of the CA certificate. The server presents a certificate
from a private local CA. Each user has the option to take the appropriate steps per browser
instructions to install a copy of the local CA certificate.

When a client accesses http://<systemname>:2001 the browser will automatically redirect to
https://<systemname>:2005/ibm/console. The new console is secured with a local certificate
that was shipped with the ADMIN LWI server. It is issued for a URL of www. ibm.com and has a
Certificate Authority of www.ibm.com. This may cause the browser to display two warnings:

» The browser will not recognize the certificate authority as a trusted authority.
This can be resolved by configuring the browser to trust the certificate authority.

» The URL that is typed in the browser does not match the URL that the certificate for which
it was issued. Since we will never type www.ibm.com to access this console this presents
a problem and may require a new certificate to be created.

IBM Systems Director Navigator for IBM i



Figure 2-2 shows a problem with the security certificate.

.‘.':.ré:-(lerﬁﬁcate Error: Navigation Blocked - Windows Internet Explorer

@-; ~ | &) htipsffiposutis: 2001y [ae] (2] [ [Live search

mE

(4

w o | (& Certificate Error: Navigation Blocked l |

ﬁ} r B m;g v i:fPage v ':;f:\l}TgoIs

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ click here to close this webpage.
& continue to this website (not recommended).

@ More information

Figure 2-2 Problem with security certificate

‘Website Certified by an Unknown Authority

%

(N

Unable to verify the identity of www.ibm.com as a trusted site.

Possible reasons for this error:

- Your browser does not recognize the Certificate Authority that issued the site's certificate.
- The site's certificate is incomplete due to a server misconfiguration,

-Y¥ou are connected to & site pretending to be www.ibm.com, possibly to obtain your
confidential information.

Please notify the site's webmaster about this problem.

Before accepting this certificate, you should examine this site's certificate carefully. Are you
willing to to accept this certificate for the purpose of identifying the Web site www.ibm.com?

[ Examine Certificate. ..

) Accept this certificate permanenty
%) Accept thiz certificate temporarily for this session
i_J Do not accept this certificate and do not connect to this Web site

l_ O J [ Cancel

Figure 2-3 Unknown authority

Chapter 2. Installation, configuration, and support tips
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-

S-ecurity Error: Domain Name Mismatch .

You have attempted to establish a connection with Tp03ut1s™
However, the security certificate presented belongs to
“www.ibm.com”, Itis possible, though unlikely, that someone may
be trying to intercept your communication with this web site,

If you suspect the certificate shown does not belong to p03ut1s®,
please cancel the connection and notify the site administrator,

o) (o

Figure 2-4 Security error

Safari can't verify the identity of the website "ctcdbmod. rchland.ibm. com™,

[ The certificate for this website is invalid. You might be connecting to 2

i website that is pretending to be “ctcdbmod. rchland. ibm. com®, which could
| e put vour confidential information at risk. Would you like to connect to the
wehsite anyway?

[ Continue ] [ Cancel ] [ Show Certificate ]

Figure 2-5 Safari verification

In review, if you prefer to not be presented with these warning messages, we recommend
installing the certificate authority according to your browser specifications.

2.2.5 Access the console

As mentioned, to access the console enter the following URL in your browser address:

http://<systemname>:2001
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You will be redirected to the IBM Systems Director Navigator for i logon prompt, as seen in

Figure 2-6.
') CTCDBMOD - IBM Systems Director Navigator for i5/05. A=x|
[ - | 3 | | + |6 https://ibmk2005/ibm/consaleflogon.jsp Gl |_0." Google | O~ &~
[0 &#E Apple  Yahoo! Google Maps YouTube Wikipedia Mews (75) ¥ Popular ¥

IEM Systems Director Navigator for i5/0S”

Welcome, enter your information.
User ID:

Figure 2-6 IBM Systems Director Navigator for i logon page

Chapter 2. Installation, configuration, and support tips
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Enter your IBM i user ID and password and you will see the IBM Systems Director Navigator
for i startup page, as shown in Figure 2-7.

& CTCDBMOD - IBM Systems Director Navigator for i5/05 =JIoJ&d

|1_Z| |I__€‘\ https:// ctedbmod.rchiand.ibm.com:2005/ibm/console/login.do?action=se @ & | |Q~ | O~ &~

- ==
IBM Systems Director Navigator for i5/05” Welcome jrtalama Help | Logout 3i [ n |z_ e

View: |All tasks [v]

welcome
My Startup Pages

i5/05 Mansgement Welcome - Ctedbmod.rchland.ibm.com

Settings
Welcome to the IBM Systems Director Navigator for i5/0S RS ol

The IBM Systems Director Navigator for i5/08S provides an easy to use interface for the web-anabled System
i management tasks, including all previous System i Navigator tasks on the web and 2001 port i5/05 tasks.
Expand i5/0S5 Management in the left-hand navigation area to get started.

E To see the previous version of the 2001 port iS/0S tasks and where they are located now. click below.

-iS.’CS Tasks Page

Figure 2-7 IBM Systems Director Navigator for i startup page

2.3 Support tips

In this section we review a few technical tips provided by our IBM i Rochester Support Center
to assist in preventing any known or common issues when initially attempting to connect to
the Web console.

» HTTP 404: page not found when trying to access the URL.

In most cases, the HTTP Admin server is not running. Refer to 2.2, “Required jobs” on
page 8, and Figure 2-1 on page 8.
» HTTP 500.

In most cases, the required PTFs are not up to date or are not applied. Refer to 2.2.2,
“Recommended PTF levels” on page 9, to ensure that the recommended PTFs are
applied and installed.

» HTTP 403: forbidden.

In most cases, the required PTFs are not up to date or are not applied. Refer to 2.2.2,
“Recommended PTF levels” on page 9, and ensure that the recommended PTFs are
applied and installed.
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» Connection is successful to IBM Systems Director Navigator for i and you are able to log
on. However, the Navigation panel is empty.

a. IBM Systems Director Navigator for i makes use of the /tmp directory. In this incident,
we determined that the profile *Public did not have the proper data authority to use the
/tmp directory in the IFS.

b. Make the appropriate changes.

» Connection is successful to IBM Systems Director Navigator for i and you are able to log
on. However, when selecting a task in the Navigation panel to execute, the task has slow
performance.

a. This can be caused by invalid DNS entries on their IBM i TCP/IP configuration. IBM
Systems Director Navigator for i uses J2SE 5.0 32 bit, which impacts DNS behavior.
J2SE 5.0 32 bit runs in the PASE environment. When IPv6 is enabled, which is the
default, each DNS entry is checked to see whether it is IPv6 capable. When PASE hits
a slow or unresponsive DNS entry, it waits for a reply or a time-out.

b. There are a couple things that can be done to resolve this issue:

i. Disable IPv6; this would require a reset of the TCP/IP stack and every connection to
the system would be terminated. This would cause significant down time.

ii. Remove the bad DNS entry. This can be done without affecting connections to the
system and is dynamic, meaning that changes take effect immediately.

We encourage you to research these and additional issues not mentioned, at our online
knowledge base at the following Web site. Additionally, address any undocumented issues to
the IBM i Rochester Support Center team for further investigation.

https://www-947.ibm.com/systems/support/supportsite.wss/brandmain?brandind=5000027
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The Web console

This chapter discusses the usage of the IBM Systems Director Navigator for i interface, where
you can work with the Web-enabled tasks of System i Navigator.
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3.1 Welcome page

Once logged in, you will see the IBM Systems Director Navigator welcome page. The Web

tasks that used to be displayed on the i5/0S Tasks page on operating system releases prior
to 6.1 are now accessible by clicking the i5/0S Tasks Page link at the bottom of the welcome
page (Figure 3-1).

[ 11 S
IBM Systems Director Navigator for i5/0S " ST B -N . |3::
| View: | All tasks vl |
welcome
My Startup Pages
[2/EF [NErEg v Welcome - Ctcdbmod.rchland.ibm.com | h N ]

Settings

Welcome to the IBM Systems Director Navigator for i5/0S

About Conscle

tasks, including all previcus System i Navigator tasks on the web and 2001 port i5/05 =.

[ The IBM Systems Director Navigator for i5/05 provides an easy to use interface for the -enabled System i manzgement

Expand i3/05 Management in the left-hand navigation are= to get started.

To see the previous version of the 2001 port i5/05 tasks and where they are located now, click below.

-iS:'CS Tasks Page

~

Figure 3-1 Welcome page

On the top of the page is shown the logged-in user, a help link, and a logout link:
» Help link: You will access the IBM Systems Director Navigator for i Help (Figure 3-2).

Search: Search scope: All topics

Contents #, [ || IBM Systems Director Navigator for i5/05 Help == 2 e = 8

. : _ _ Welcome to IBM Systems Director “]
2l IBM Systems Director Na‘_\ngator fgr i5/05 ﬂe _ . . v
= :? .:Slcsorl:e;o IBM Systems Director [zvigator for i5) h ﬂVlg ato r fo r 15/0 S

SfEE] Application Administration
7 [ How do 1... Welcome to the new look for Svstem i Navigator tasks on the web. This finction is no longer
@ Ba: _:SD::‘:E::‘:"':“' just a set of URL addressable tasks (although URL addressable access is still available), but
- is now available as robust Web console called IBM System Director for i5/08S.

> -
% Integrated Solutions Console Help

inters IBM Systems Director Navigator for i5/OS includes a number of Welcome pages that allow
2@ iégs AFP Manager vou to quickly find the task that vou want to perform. Additionally, many new functions were
How do I...

added to the IBM Svstems Director Navigator for i5/0S interface this release.

= B3 work Management
= EA work Management . . ) - .
& How do L., If vou want to use the URL Wizard to create custom links to iSeries Navigator tasks, vou can
[ Tell me shout access the iSeries Navigator tasks on the Web home page that was available in previous
[ output Queues releases by clicking i5/08 Tasks and selecting iSeries Navigator tasks on the Web.

(A configuration and Service
(3 Network

[ Integrated Server Administration “7 h a t‘ S N ew
[3 security [V]
(<] 1 e " e . . .
g = Additional new function includes the following topics: [v]

Figure 3-2 Help

» Logout: Disconnect the session.
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3.2 Navigation within the interface

In the left navigation area, under i5/0S Management, is shown the main navigation view
containing the list of all the components that you can access. Each of the task categories has
a Welcome page that has links to the most common tasks. See Figure 3-3.

[ 11 S8
IBM Systems Director Navigator for i5/0S” Welcome omati Help Logout .m_lﬁ%

| View: | All tasks [w] | | work manage... % [-- select Action ---

welcome

My Startup Pages

Bl i5/0S Management

Work Management - Ctedbmod.rchland.ibm.com y == =N -0
System
Basic Operations i5/05 Work Management allows you to manage your i5/05 jobs, job queues, output queues, subsystems, and memory
Wark h P pools.
uration and Service
@ active Jobs

Allovs you to work with zll jobs that are currently active.

@ server Jobs

. . Allows you to manage server jobs that are currently active.
Administration

%J_:ti':e Job Queues
Users and Groups
= Ensereup Allows you to manage the job queues that are currently active, and the jobs that are located on these queuss.

Databases
Jeurnal Management |E %Cutgut Qusues
Parf Allows you to manage ocutput queues.
Internet Configurations i.:ti':e Subsystems
B oom Allows you to manage the subsystems that zre currently active, 2nd the jobs that zre running in these subsystems.
sttings

Credential Stare ve Memory Pools

Console Logging and Tracing Allows you to manage the memory pools that are currently active, and the jobs that are located in these pools.

Show All Work Manzgement Tasks

Cloze

Figure 3-3 Work Management task

Chapter 3. The Web console 19



As you become familiar with the IBM Systems Director Navigator for i you will find that you
can customize it to meet your needs and preferences. You can have a different welcome page
to quickly find the task that you want to perform. Use the tabs to navigate between open
pages or to close a specific page. If you open more than five pages, you can scroll to access
other tabs. Each tab can be chosen to be in the preferred startup pages list (Figure 3-4) and
then you can choose which one of them will be shown as the default page at the next login
(Figure 3-5 on page 21). The original welcome page is always available by simply clicking the
Welcome link on top of the left navigation panel. An overview of all the components and
functions is available in Chapter 4, “Out of the box” on page 27.

IBM Systems Director Navigator for i5/08 * W elorme oty Helb | touo \-l zz: -

System Basic Opera... Werk Manage... x\ \

Woaork Management - Ctedbmod.rchland.ibm.com

i5/05 Work Management allows you to manage your i5/05 jobs, job gqueues, output queues, subsystems, and memory
pools.

@ Active Jobs
Allows you to work vith all jobs that are currently active.
@ server obs
Allows you to manage server jobs that are currently active.

%J_:ti';e Job Queues

Allows you to manage the job gueues that are currently active, =nd the jobs that are locsted on these gueues.

=

Internet Configurations

Iaalcutgut Queues

Settings Allows you to manage output queuss.

Elcti"-e Subsystems

Allows you to manzge the subsystems that are currently active, znd the jobs that are running in these subsystems.

™
‘ﬁ;.:' = Memory Pools

Allows you to manage the memory pools that are currently active, and the jobs that sre located in these pools.

Show All Work Management Tasks

Close

Figure 3-4 Choosing the current tab (Work Management) as the preferred startup page
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IBM Systems Director Navigator for i5/08"

| View: | All tasks VI |

‘Wodk Manage... X

Welcome omati

TCP/IP Servers X Performance X

Help

Logout

welcome
My Startup Pages

Ei5/05 Management

System

Basic Operations

Work Management
Configuration and Service
Metwork

Integrated Server Administration
Security

Users and Groups
Databases

Journal Management
Performance

Filz Syzrarms
FaGmE MFEREgement

Performance
File Systems

Internet Configurations

)
Settings [

My Startup Pages

My Startup Pages

My Startup Pages

=g

My Startup Pages displays all pages that will be automatically launched when legging into the console.

To =dd = page to My Startup Pages, navigate to the desired page and choose "Add to My Startup Pages” from the page
actions drop down menu when viewing the page. To remove 2 page, select the page in the list and dlick "Remaove”. To specify

the page that vill be displayed =zt login time, select "Default”.

Any new changes vill take effect at the next login.

Conscle navigation default view: | All tasks

Page 1 of 1 |

Remove

Totzl: 3 Displayed: 3 Selected: 1

Select| Default| Page Name

® Work Management

O O TCR/IP Servers
D O Performance
Page 1 of 1 | Total: 3 Displayed: 3 Selected: ©

Figure 3-5 Default startup page

selection

If multiple tabs are open and you must close one or all of them, you can manage the open
pages as shown in Figure 3-6 and select those to be closed. See Figure 3-7 on page 22.

IBM Systems Director Navigator for i5/0S "

| View: | My tasks vl

Welcome omati

Databases X

File Systems *

Edit "My tasks'

Help

Logout

--- Select Action ---

[x]

File Systems - Ctedbmod.rchland.ibm.com

i5/0S File Systems zllows you te mznzge the file systam.

['\te rated File Svstem

--- Select Action ---
Close Page
Startup Pages

Allows you to manage the file system contents, i5/05 NetServer file shares, and permissions.

%File Shares

Allows you to manage i5/05 MetServer file shares.

%Creata File Shars

Allows you to create an i5/05 NetServer file share.

Show All File Systems Tasks

Figure 3-6 Manage open pages
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IBM Systems Director Navigator for i5/08" Welcome omati Help Logout |

| View: | My tasks VI | Internet Co.. % . Datsbases X . File Systems X --- Selact Action ---

Edit 'My tasks'
zrk Maragems

Manzge Open Pages

Manage Open Pages e

Manage Open Pages

Manzge Open Pages displays =ll open pages.

To close & page, select the page and click "Close Page”. To close zll open pages, dick "Close All Pages”. To go to a page,
click the link for the page.

Page 1 of 1 | Total: 2  Displayed: 3 Selected: 3

E Close P=g= | Clos= All Pages

Select| Page Name

Internet Configurations

Databzzes

File Svstems

Page Lt of 1 Totzl: 2 Display=d: 32 Selected: 2

Figure 3-7 Select pages to close

On the top of the left navigation panel you can see a view bar with a drop-down list showing
two options:

» All tasks: the entire list of the available tasks.

» My tasks: a customization of the default view. You can choose to create a view of some of

the tasks, typically those that are highly used. The selected tasks will be listed in the left
panel (Figure 3-8).

IBM Systems Director Navigator for i5/08" Welcome omati

| View: | My tasks VI | Basic Opera... Server Jobs

Edit "My tasks'
\ork Manag

Help Logout |

My Tasks

=m=

My Tasks 7C0

Select the tasks you wish to add to the "My tasks’' list.

Select All | | Deselectall | [ Expandall | [ collapse All |

s

O welcome

[ my Startup Pages

= I:liS_fOS Management
[ system
D Easic Operations

E Wark Management

| Configuration and Service
[ network

D Integrated Server Administration
O security

[0 users and Groups

Databases

O 1ournal Mzanzgement

[ performance

File Systems M
Apply Resst

Figure 3-8 My Tasks setup
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While navigating the IBM Systems Director Navigator for i, many of the IBM i resources are
displayed in a Web table (for example, see the Server Jobs task shown below). By default, 15
items are displayed per page. The total number of items and pages are shown at the bottom
of the table. To change the default table size, click the edit mode icon, which is a pen icon
displayed in the upper right corner of the portlet, as shown in Figure 3-9, and choose how
many rows per page you want (Figure 3-10).

=
IBM Systems Director Navigator for i5/08~ Welcome omati Help | Logout e
| View: | All tasks VI Work Manage Server Jobs X |"' Select Action --- [i]
Welcome
My Startup Pages
Bi5/05 Management Servar Jobs - Ctcdbmod.rchland.ibm.com
System
Basic Operations Refresh | Status: Active jobs
Work Management -
onfiguration and Service we| w2l | g 2l Go .
etwork
I e T Select | Job Name ~ | Current User » | Detailed Stztus  ~ | Server ~ | Run Priority ~ | Thread Count ||
Security = @ Crtpfrdta[e] Qsys Waiting for Collection 50 1
Users and Groups degqueus Services
Database Server |
P —— [T @ Qtesdbghub®] Qpgmr Waiting for select  Graphical 10 2
- =T Debug
E Server
[T @ Qaldpubal® Qdirsry Waiting for signal  LDAP s0 1
Publishing
Agent
Settings [T @& Qoldoubel Qdirsry Waiting for LDAP 50 1
degueue Publishing
Engine
= & Qusrdirl] Qdirsry Waiting for signal  IBM Tivali 50 11
Directory
Server for
i5/0S -
Qusrdir
[T @ Qxdaedrsgllk] Quser Waiting for select  Extended 50 1
Dynamic
Remote
sQL
[ @ Qtftpooosal] Qtcp Waiting for FTP 25 1 [_
denuena w
Figure 3-9 The pen icon
IBM Systems Director Navigator for i5/0S " Welcome omati Help | Logout :z:
| View: |All tasks [v] otk Manage . % sarvar Jons X [ select Action - [l
welcome
My S Pages
¥ Startup Pag System i Navigator User Preferences h N {7=0 b

E i5/08 Managemeant

m

Operations
ement

n and Servi

Cenfigurati

Performance

Internet Configurations

Settings

General

Number of rows per page (for list tasks): 15

[] show new lists in a separate portlet
ce

\ Reset to Defaults

=]

% Cancel

Figure 3-10 Select the number of rows
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You can also add, remove, and sort columns by using the icons on top of the table or with the
drop-down list (Figure 3-11).

IBM Systems Director Navigator fori5/08° Welcome omati Help | Logout |
‘ View: [ Al tasks [v] | ntemet Co... X Work Manage.. X Active Jobs X garver Jobs % - Selact Action
Welcome
My Startup Pages ~
Bi5/05 Manzgamant Server Jobs - Ctedbmod.rchland.ibm.com
System
Basic Operations - Status: Active jobs
Work Management
Configuration and Service NERR e E | - Select Action ——- M|
Metwork --- Select Adtion ---
Integrated Server Administration Select [lobName | Cument User ~ | DSEglimns. ~ | Run Priority ~ | Thraad Count ~
Security [ @ crpfrdtale]l  Qsys W 50 1
Users and Groups dg = =
Databases Show find toolbar
Journal Management 1 [ | @ Quoldpubak®] Qdirsrv W|--- Table Actions --- 50 1
N Select All hing L4
Performance Dezelect Al
File Systems 0 P Qoldpube]  Qdirsrv W (S::'\anv; Fhl‘lltaFT‘tReoriﬂ = g
Internet Canfigurations dqEdit Sort s hing
Backup, Recovery and Media Clear &Il Sorts
Services |— & Qtftpooo31] Qtep W|Callzpse Table 25 1
in{Restore Defaults
)
) £zaimzs [ @ Qftpoooezkl Qe Wiziting far TP 25 1
e ‘
n 0 et .
IBM Wstems Director Nawgalur fori5/0S Welcome omati Help | Logout |
| View: |A” tasks M | Internet Co... %\ Work Manage.. ¥ ., Adive Jobs X [ server Jobs X --- Select Action --- I
Welcome
My Startup Pages
Hi5/0S Manzgzment er Jabs - Colurn TS ZBED
System
Basic Operations Available columns Current columns
Wark Managemant r
Configuratien and Service Entered System Add Esfore Job Name m
Netrork Function Current User
L Interactive Transactions Add After Detziled Status
Integrated Server Administration Job User Identity Server
Security Memary Pool Run Priority
a & 1 Number Thread Count
sers and Groups Status
Databases Subsystem
Journal Managzmant Subsystem Library
Total CPU DE Time M
Performance U
Systems
Canfigurations
Recovery and
Services
Settings

Figure 3-11 Sort columns

24 IBM Systems Director Navigator for IBM i



It is also possible to hide the left navigation frame by clicking Hide Navigation, as shown in
Figure 3-12.

IBM Systems Director Navigator for i5/0S " Welcome omati Help | Logout

View: | 2ll tazks [v] | | viork Manage... x [--- select Action --- v|

welcome

My Startup Pages i5/05 Work Manzgement allovs you to manage your i5/05 jobs. job queues, ocutput queues, subsystems. and memory A
- pools. i |
B i5/05 Management

@ pctive Jobs
Allows you to work with all jobs that are currently active.

@ server Jobs
Allows you to manage server jobs that are currently active.

%:_cti':e Job Queues

Allows you to manage the job gueues that are currently active, and the jobs that are locsted on these gueuss.

I%Cut:ut Queues

Allovs you to manage output queues.

Internet Configurations Hide Navigation| ,poyetems

Allows you ko manage the subsystems that are currently active, 2nd the jobs that 22 running in these subsystems.
Bl Settings

—~
@/‘:.cti':e Memory Pocls

Allows you to manage the memory pools that are currently active, and the jobs that are located in these pools.

Show All Work Management Tasks

Close

Figure 3-12 Hide Navigation

3.3 Settings

In the bottom part of the left navigation frame you can find the settings task, which contains
the following options:

» Credential Store
Save sensitive information in encrypted form.

» Console Logging and Tracing
Used to control the settings for recording and maintaining runtime information for the
console.

For more detailed information about the settings refer to Chapter 2, “Installation,
configuration, and support tips” on page 7.
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Out of the box

In this chapter we introduce the new user interface and controls that are provided in IBM
System Director Navigator for i.

© Copyright IBM Corp. 2009. All rights reserved.
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4.1 New controls in IBM Systems Director Navigator for i

When you open IBM Systems Director Navigator for i you will see the same task categories
that you see in the System i Navigator client application, as Figure 4-1 shows. The link to the
Web applications that used to be displayed on the i5/0S tasks page, which previously
appeared at the 2001 port, is at the bottom of the Welcome page (Figure 4-1).

. 900 .|
IBM Systems Director Navigator for i5/08 Welcome gregh Help Logout :n

Welcome
Tartup Pages
E i5/0% Manzgement

System

Basic Oparations Welcome - Lp13utd | R d=i=]
Wark Mansgement
Configuration and Service
Netwark
Welcome to the IBM Systems Director Navigator for i5/05 About Console

The IBM Systems Director Navigator for i5/0S provides an easy te use interface for the web-enabled System | management tasks,
including all previsus Systam i Navigater tazks on the web snd 2001 port i5/0S tasks.

Expand i5/05 Management in the left-hand navigation area to get started.
] Sattings To see the previous version of the 2001 port .5,!»::&;;1‘3 and where they are located now, dick below.

‘E-C‘E Tasks Page

Figure 4-1 Welcome menu for the IBM System Director Navigator for i

4.2 Overview of the new user interface

In the left navigation area (Figure 4-1) you will find a list of the new tasks. When you select
one of them with a click, a summary of sub-categories is displayed.
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4.2.1 System task

Commonly used system tasks include viewing system status, operator messages, disk status,
and passwords (Figure 4-2).

dbmed.rchland. ibr, com

iS/ 0% Systermn managerment allows you to perform general syster level tasks,

I Systern Status

Allaws you to display the systern's current status,

%Sgstem DOperator Messages

fllows vou to display messages sent to the systermn operatar,

@Histor Lo

Allows yvou ta display the systern's current histary log.

@Disk Status

Allows vou to view the system's current disk status.

I Bun a Cornmand

Allows you to run an i5/05 cormmand,

Chan e Password

Allows vou to change your systern passward, or, if authorized, another user's password.

. plication Adrniniztration

Allows you to manage user's authorizations to iS/05 Navigatar functions,

Show All Systern Tasks

Close

Figure 4-2 Task system functions
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4.2.2 Basic Operations page

The Basic Operations page contains basic tasks to easily manage lists of messages, printer
output, and printers (Figure 4-3).

Operations - Ctedbrmod. rchland.ibm.com

iS/ 0% Basic Operations allows vou to ranage riessages, printer output, printers, and your own jobs,

BSend a Message

Allows you to send a message to other users or message queues,

@Messages

Allaws you to manage your meszages,

Printer Cutput

Allows you to manage printer output,

@Add a Printer

Allaws you to add and configure a new printer for iS5/ 05,

%Printers

Allows you to manage printers.,

@ e dobs

Allows you to manage vour jobs,

Show All Basic Operations Tasks

Close

Figure 4-3 Basic Operations functions

4.2.3 Work Management page

30

The Work Management page includes tasks that allow you to control the work performed on
the system, including support for interactive and batch work. These tasks also allow you to
distribute resources to ensure that applications run well (Figure 4-4).

Work Managerment = etedbrnod rechland. ibricorn

iSf05 Work Managerment allows you to rnanage your i5/05 jobs, job queues, output queues, subsysterns, and rmerory pools.

B pctive Jobs
Allaws you to work with all jobs that are currently active,
B sorver Jobs

Allows you to mmanage server jobs that are currently active,

i
Wactive Job Jusues

Allows you to manage the job queues that are currently active, and the jobs that are located on these queues.
j@Othut Qusues
Allaws you to manage output queues,

EACH'.'E Subsystems

Allaws you to manage the subsysterns that are currently active, and the jobs that are running in these subsysterms.
i
= Active Mernory Pools

Allows you to rmanage the rernory pools that are currently active, and the jobs that are located in these poals.

Shaow All Work Managernent Tasks

Close

Figure 4-4 Work management functions
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4.2.4 Configuration and service functions

Configuration and Service functions help you to manage both hardware and software on your
system, including system values, time management, and disk units (Figure 4-5).

Configuration and Service - Ctedbrnad, rehland.ibm, cam

iS/ 0% Configuration and Service allows you to perforrn systern configuration,

S stern Walues

Allows you ta change the system values that determing how vour systermn operates.

ime Managerment

Allows yvou to manage time on your system.

@Disk Units

Allows you to manage disk units on your system.

@Disk Pools

Allows yvou to manage disk pools on your systerm,
@Add Dizk Unit
Allows yvou ta add a dizk unit to your system.

tlé?rtlew Crizk Paool

Allows yvou to create a disk pool on your systemn,

Show All Configuration and Service Taszks

Claze

Figure 4-5 Configuration and service functions

4.2.5 Network

The Network page tasks allow you to control TCP/IP configuration, remote access services,
networking servers, and IP policies.

TCP/IP configuration

Use TCP/IP configuration to manage and monitor your TCP/IP network. TCP/IP configuration
provides wizards for configuring both IPv4 and IPv6 lines, interfaces, and routes. TCP/IP
configuration allows you to view and configure TCP/IP properties, such as domain and host
name settings, and to start or stop TCP/IP interfaces. In addition, TCP/IP configuration
provides you with utilities for troubleshooting your network, such as traceroute and ping.
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Domain Name System

The Domain Name System (DNS) is a distributed database of all of the IP addresses and
their associated domain names. Each DNS server is responsible for knowing only a small
fraction of all the addresses that exist. The servers work together, referring queries that they
cannot answer to other servers that are authoritative. See Figure 4-6.

iS5/ 05 Metwork Management allows you to manage TCRYIP and internet support,

?Greate IPvd Chiect

Allows you to create IP version 4 objeds.

?Create IPue Objact

Allaws you to create IP version & objects,

?Lines

fAllows you to manage and configure physical lines.,

?ETCP,-_'IP Servers

Allows you to manage and configure TCRSIP servars,

:ﬁEDNS Servers

Allows you to manage and configure Domain Name Systerm (DHS) servers,

-IBM Tivali Directary Server Web Administration Tool

Allaws you to adrminister the Tivoli Directary Server for iS/O0S5,

Show All Metwork Tasks

Close

Figure 4-6 Network functions

4.2.6 Integrated server administration

32

Integrated server administration allows you to perform management tasks on servers that are
hosted by i5/0S, including the following:

>

Manage integrated BladeCenter® blade and System x® servers that use virtual disks
provided by i5/0S.

Manage Power server logical partitions that use virtual disks provided by i5/0S.
Manage i5/0S virtual disks.

Manage i5/0S configuration objects for iISCSI adapters.

Manage i5/0S configuration objects for iISCSI attached servers.

Manage enrollment of i5/0OS users and groups to integrated Windows servers.
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See Figure 4-7.

Integrated Server Adrmninistration - Ctedbrnod, rchls Jibrn, cormn

iS5/ 05 Integrated Server Administration allows vou to manage servers that are hosted by i5/05,

Seruers
Allows you o manage integrated and virkual servers,
@ﬁll Virtual Disks
Allows vou to manage virtual storage that i5/08 provides to integrated and virtual servers.
¥
@New Wirtual Disk

Allows you to create new virtual starage and aszsign it to a server.

ﬁﬂetwork Serwver Host Adapters

Allows yvou to manage i5/08 network server host adapter (NWSH) configuration objects for i5/05 iSCSI host bus adapters [iSCSI HRBAS)

’? Mew Metwark Server Host Adapter

Allows you to create a new network server host adapter (NWSH) configuration,

mRemote Systerns

Allows vou to manage the remote systemn network server configuration objects for iSCSI-based servers,

.
%New Fernote Sustern Confiqurstion

Allows you to create a new remote systern configuration for iSCSI attached sarvers.

%Seruice Processors

Allows vou to manage i5/08 service processaor configuration objects for iISCSI attached servers.

.
%New Service Processor Confiquration

Allows you to create a new service processor configuration for iISCSI atkached servers,
@Domains

Allows yvou to manage i5/08 user and group enrollment to Windows domains.

Shaow All Integrated Server Administration Tasks

Claze

Figure 4-7 Integrated server administration functions

4.2.7 Security

The security interface functions allow you to plan and implement security on your system,
including authorization lists, object permissions, and cryptographic functions.

Authorization lists

An authorization list group objects with similar security requirements together. An
authorization list contains a list of users and groups and the authority that each has to the
objects secured by the list.

Object permissions
Permissions includes all of a user's authority (or the type of access) allowed to an object.

Cryptographic Services Key Management

From IBM System Director Navigator for i, Cryptographic Services Key Management allows
you to store and manage master keys and keystores. Since you will be exchanging sensitive
data to manage master keys and keystores, we recommend that you use a secure session.
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Intrusion detection system

The intrusion detection system (IDS) notifies you of attempts to hack into, disrupt, or deny
service to the system. These potential intrusions are logged as journal entries in the security
audit journal and displayed in the new Intrusion Detection System graphical user interface
(GUI). IDS also monitors for potential extrusions, where your system might be used as the
source of the attack. See Figure 4-8.

tcdbrmod. rehland. ibm, carm

i5/05 Security allows vou to configure and manage security settings for your system,

Authorization Lists

Allows you to rmanage authorization lists,

@ Creste an Authorization List

Allows you to group objects with similar security requirements and aszsociate the group with a list of users and uzer authorities,

1]
Chancle Object Permissions

Allows you to change permissions for an i5/05 objedt.

L

Cryptographic Services Key Managernent

Allaws you to store and rmanage master keys and keystares,

i

Cryptographic Coprocessor

Allows you to configure the cryptographic coproceszsor

O Intrusion Detedion

Allows you to set up and manage policies that notify vou of any intrusions detected against your server,

Show All Security Tasks

Claze

Figure 4-8 Security functions

4.2.8 Users and groups

The Users and Groups page allows you to display and a manage a complete list of the users
and groups, as well as create, delete, and modify users and groups. See Figure 4-9.

m d Groups - o .rchland.ibra.cam h 4

i5/05 User Management allows you to manage your iS/05 users and groups,

"
Wysers

Allows you to manage the users on your server, You can also view the list of user objects for the user,

fini
% Users not in a Group

Allows you to rmanage any existing users that are not currently in 2 group,

ol
W Creste User

Allows you to create & new user,

-

M change User

Allaws you to change the properties of an existing user,

”Grougs

Allows you to rmanage any existing groups of create new ones,

s ste Group

Allows you to create a new group.

Show All Uzser Managerment Tasks

Clase

Figure 4-9 User and groups functions

34 IBM Systems Director Navigator for IBM i



4.2.9 Databases

Graphical interface to perform many common admin database operations, access and modify
objects, work with performance monitors, and access the health center. The following
functions are supported:

>

On demand performance service

Customization of columns for analysis reports.

Save analysis reports to spreadsheet.

SQL plan cache event monitors.

Show active jobs that have run a specific SQL statement.

Show list of users that have run a specific SQL statement.

Visually explain an SQL statement while it is running.
Reset last used date and statistics for indexes.

Show indexes and MQTs for all tables in a schema.

Health center

Display environmental limits for jobs.
Display file activity categories.
Journals and journal receivers added to overview.

Package and procedure added to size limits.

Run SQL statements

Check statements for SQL portability.
Save script to source member on i5/0S.
Copy result window to spreadsheet.

Print the result window to a printer.
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— Launch directly from .sql IFS objects.

— Provide GUI front-end to the WRKOBJLCK CL command to database objects, work
with performance monitors, and access the health center (Figure 4-10).

land,ibm.

iS5/ 08 Databases allows vou to manage your databases,

Current database: S10db41e Current schema: Qusrsys

hDatabases

Dizplays a list of the databases an the system from which you can perform all database tazks,
|| COhijects

Allows vou to work with all database objeds for a specific database and schema.

IIDTables

Allows pou to work with the database tables for a specific database and schema.

@Views

Allows vou to work with database views for a specific database and schema.

ﬂ"ilndexes

Allows pou to work with database indexes for a specific database and schema.

ﬁF‘er‘l’n:\rmann:e Monitors

Allows vou to monitor the performance of a specific database,

@Health Center

Allows vou to monitor the current health of 2 specific database.

Set Database / Schema to Use with Database Tazks |

Show All Database Tazks |

Claze

Figure 4-10 Databases functions

4.2.10 Journal management

36

Work with journals and journals receivers (Figure 4-11).

Journal Management - ctedbrmed. rchland. iBr.com

iS/ 0% Journal Managerent allows you to rianage your journals and journal receivers,

Current database: S10dbdie Current library: Qusrsys

ﬁjournals

Allows you to rmanage all journals,

@Create a journal

Allows you to create a new journal,

Set Databaze / Library to Use with Journal Tasks |

Show All Jaurnal Tasks |

Claze

Figure 4-11 Journal management functions
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4.2.11

Performance

The performance section provides tasks to collect performance data and view the collections
to investigate potential performance issues (Figure 4-12).

Performance - Ctedbrnod. rchland.ibr, com

iS/ 0% Performance tools allows vou to collect and investigate performance data on pour system,

I Investigate Data

Allows yvou to investigate previously collected performance data on your system,

I Collactions

Allows you ta manage the performance data of your systam,

Show All Performance Tasks

Close

Figure 4-12 Performance functions

4.2.12 File Systems page

The File Systems page includes links to the most commonly used file system tasks,
Integrated File System, i5/0S NetServer, and Network File System (NFS).

Dynamic mount information has been added to Integrated File System. It shows the list of
currently mounted file systems. You can view the name, the mount type, and the mounted
directory of the file system. You can also unmount file systems at the same time or view the
properties of a file system. Mounting a Network File System is now available from the System
Director Navigator for i. It is no longer necessary to go to the green screen to mount the NFS.
You can now select a folder and then collect, display, and analyze attribute information from
the folder and its contents, create filters, sort the information, or obtain a report of the objects
that are consuming the most system storage space, for instance. You will be able to check out
or check in all the contents of a folder and its subfolders with only a few clicks (Figure 4-13).

FilesSystems - Cto od.rchland.ibm.cdffh. WA

iS/ 0% File Spstems allows you to manage the file systerm.

Inteqrated File Svstern

Allows vou to manage the file systerm contents, i5/08 MetServer file shares, and permissions,

EZFile Shares

Allows yau to rmanage iS/05 MetServer file zhares,

E2Create File Share

Allows vou to create an i5/05 MetServer file share,

Shaow All File Systerns Tasks

Claze

Figure 4-13 File system functions
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4.2.13 Internet Configurations page
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The Internet Configurations page contains i5/0S Internet configuration tasks, the HTTP
server, digital certificates, IBM IPP, the Web-based help server, and the Internet setup wizard
(Figure 4-14).

Internet Configurations - Ctedbrnod. rehland. ibrn, com

iS5/ 05 Internet Configurations allows you to perform internet configuration tasks.

IBEM web Administration for (5705

fAllows vou to manage and configure HTTP servers and application servers,

Systern | Mavigator URL Advisor

Allows yvou to add iS5/ 0S5 administration tasks into your web applications,

Digital Cerificate Manager

Allows yvou to create, distribute, and manage Digital Certificates,

IEM IPP Server for i5/05

Allows vou to configure the IBM IPP Server,

Wweb-based Help Seruer

Allows vou to administer the Web-based help server.

-Internet Setup Wizsrd

Allows you to use the internet setup wizard to configure your internet environment.

Close

Figure 4-14 Internet configurations functions

From Internet Configurations page you can work with IBM i Internet configuration tasks.
Configure your HTTP servers, access System Director Navigator for i Tasks on the Web, work
with digital certificates, and more.

For further information about this task and other tasks referenced in this chapter, see:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp?topic=/rzahg/icmain.
htm
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Network

This chapter provides an overview of links to the most commonly used tasks available in the
network section of the IBM Systems Director Navigator for i, as shown in Figure 5-1.

[T T
IBM Systems Director Mavigator for i5/0S* Wwelcome omati Help | Logout .I I I I:z:
| View: | &Il tasks | J Hetwerk N |'“ Select Action --- [i]
Welcome

My Startup Pages

E is/0s Management Metwork - Ctcdbmod.rchland.ibm.com h N

System

Basic Operaticns i5/05 Network Management allows you to manage TCP/IP and internet support.
Waork Management

Configuration and Service ?Create IPv4 Obiject

Network

Allows you to create IP version 4 objects.
Integrated Server

Administratien ?'mate IPv6 Object
Security

- Allows you to create IP version 6 objects.
Users and Groups :

Databases ?Linez

Jaurnal M geme
el T R [ Allovs you to manage and configure physical lines.
= "

%TCP-"IP Servers
Intsrnet Configurations Allows you to manage and configure TCP/IP servers.
Backup

%Dh:’ Servers

Mediz Serv

Settings Allovs you to manage and configure Domain Name System (DNS) servers.

“[E‘ﬂ Tivoli Directory Server Web Administration Tool

Allovs you to administer the Tivoli Directery Server for i5/05.

Show All Network Tasks

Figure 5-1 Network welcome page
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Click Show All Network Tasks to view the complete list of all the network functions available

(Figure 5-2).

IBM Systems Director Navigator for i5/0S°

Welcome omatiHzlp Logout |

‘ View: | All tasks

Welcome

My Startup Pages
E i5/05 Managsment

System

‘ _[ Hetwork *

[ --- select Action ---

[l

Taszks J

i5/05 Navigator Tasks ?-0 b

Taszks

Basic Operations
Wark Management

Caonfiguration and
Service

Metwork

Integrated Server
Administraticn
Security

Users and Groups
Ciatabases

Journzl Management
Perfarmance

File Systems

Internet Configurations |E
Backup, Recovery and
Media Services

Settings

¥ Metwork

* TCB/IP Configuration[s]
IPvale]
1Pvs[E]
Lines
* Remote Access Servil:es
Originator Connections profile[e]
* Receiver Connections Drofile[®]
Group Access Polil:ies
Modems= 2]
Servers
* 1P Policies[®]
Packet Rules®]
* Virtuzl Private Networl-cing
* IP Security policies#]
tddress Translation[®]
Secure Conne:tions
Quality of Service[®]
Internetﬂ
i5/05 NetServer[®]

Page 1 of 1 Total: 20 Displayed: 20

Figure 5-2 All the network tasks
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5.1 TCP/IP configuration

Use TCP/IP configuration to manage and monitor your TCP/IP network. TCP/IP configuration
provides wizards for configuring both IPv4 and IPv6 lines, interfaces, and routes. Figure 5-3

shows all the options of this task.

Tasks 1

¥ Network
- TCP/IP

Configuration
IPv4
1Pvs 8]

Remote Access
Services

Servers[®]

» IF Policies®]
Internet(®]
i5/05 NetServerls]

Page 1 of 1 Total: 10 Displayed: 10

\ IPv4 Properties

Manage Host Table

TCR/IP Configuration Properties
Work with Look Up Host

Waork with Ping

Waork: with Trace Route

Interfaces
Routes
Create IP Version 4 Objects

Interfaces

Reoutes

Creste IF Version 6 Objecks
IPve Properties

Configure IPv& Stateless Address Autoconfig

Creatz Line

Figure 5-3 All of the TCP/IP tasks options
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TCP/IP properties

TCP/IP configuration allows you to view and configure TCP/IP properties (Figure 5-4), such
as domain and host name settings, as shown in Figure 5-5 on page 43, and to start or stop
TCP/IP interfaces.

i5/05 Navigator Tasks FEE

Tasks
Tasks J

¥ Metwork

¥ TCP/IP Cenfigurstion®] pManage Host Table
1Pv4[e] TCR/IP Configuration Properties
IPvs[E] Work with Look Up Host
Lines[®] Woark with Ping

+* Remote Access Serviced Work with Trace Route

Originator Connections Profilz(#]
+ Receiver Connections Profile[e]
Group Access Policies[®]
Modems[e]
Servers[k]
- IP Policies[B]
Packet Rules[®]
* virtuzl Private Networking 2]
* IE Security Policies[®]
Address Tranzlztion[?]
Secure Connections[®]
Quality of Service[®]
Internet[k]
i5/05 NetServer[®]

Page 1 of 1 Total: 20 Displaysd: 20

Cancel

Figure 5-4 TCP/IP configuration properties
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iguration Properties - loc

Host Domain Information

El of Service

Port Restrictions

Servers to Start

Host name:
Domain name: |pCHLAND.IBM.COM

TCP/IP status: Started

Up to three doemain name servers:

Select |

(@] 9.10.244.100
(@] 9.10.244.200

(] m B3]

Search order:
(%) Search host table first
() Search name server first

Domain sufix search order:

Select |

None

Figure 5-5 Host domain information

Troubleshoot
In addition, TCP/IP configuration provides you with utilities to troubleshoot your network, such
as traceroute (Figure 5-6) and ping (Figure 5-7 on page 44).

Trace route to

I Trace I

e Eroea—)

Protocol for host names: | IEva @

Routes to host:

Select | Hop Count Time | IP Address | Full Name

0 1 o 9.5.168.1 wlan738.rchland.ibm.com

Trace route parameters

Number of probes (1-64): l:l
Maximum hops to display {1-255):

Probe packet length {40-65535): bytes
Timeout: seconds

Figure 5-6 Trace route
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Ping - Localh

IF =ddress or host name: loopback

Protocel for host names: | {=1"7 1 [1]
Loczl address: | 127.0.0.1 [1]
Results

~7=0

TCP3203: Verifying connection to host system LOOPBACK at address 127.0.0.1.
TCP2215: PING raply 1 from 127.0.0.1 took 0 ms. 256 bytes. TTL 64.
TCP3215: PING reply 2 from 127.0.0.1 took 0 ms. 256 bytes. TTL 64.
TCP3215: PING reply 3 from 127.0.0.1 took 0 ms. 256 bytes. TTL 64,
TCP2215: PING raply 4 from 127.0.0.1 took 0 ms. 256 bytes. TTL 64.
TCP3215: PING reply 5 from 127.0.0.1 took 0 ms. 256 bytes. TTL 64.
TCP3211: Round-trip {(in milliseconds) min/avg/max = 0/0/0.

TCP32210: Connection verification statistics: 5 of 5 successful (100 %&).

Figure 5-7 Ping
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Servers and connections

On the TCP/IP Configuration properties panel, you can choose which servers you want to be
automatically started when TCP/IP starts (Figure 5-8). In Figure 5-9 on page 46 the panel is
shown where you can view all the listening ports and active connections of the system.

i5/05 Navigator Tasks -0

Taszks
Tzzks J

¥ MNetwork

* TCE/IP ConFiguratiDn Manage Host Tzble

IPva[B] TCR/IP Configuration Properties
1evse] Work with Look Up Host
Lines[g] Work with Ping

¥ Remote Access Serviced Work with Trace Route

Originator Connections erofile[s]

Group A
Modems®] - - )
Servers Host Domain Information Start when TCP/IP starts:
- 1P Bolicies] Quality of Service
Port Restricti Select i
(o] estrictions
Packet Rulg —=C nestfson=s r E —_—
* irtual Briv Servers to Start
) Centrzl
* IP Secu SOCKS
Addr [ DOM
Secure O D DHCP
Quality of §
DLFM
Internet & D
i5/05 NetServd O D DNS
Page 1 of1 [ Data Queue
O Database
O F EDRSQL
(N File
Page 1 of 3 D Total: 27 Displayed: 10 Selecte:
<] I | m
Cancel

Figure 5-8 Servers to start
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Connections - Ctedbmod.rchland.ibm.com

w [ 2| 8 e (2] |

Select J Remote Address I\J Remote Port I\] Local Address AJ Local Port AJ State AJ 1dle Time AJ Bytes Received AJ Bytes Sent AI Opening Type I\J Associated User Profile
& == = * 53078 Listen 1d 00:24:54 0 0 Passive Qibmhelp
[0 g e4sis7.181k] 3033 5.3.168.161 23 Established 00:02:03 3861 483234 Passive Qtcp
[0 fgesrizsazek] 1ies 9.5.168.161 22 Established 00:00:14 aze 8718 Passive Qtcp
| E =[] * 9.5.168.161 az7 Listen 1d 00:25:58 O 0 Passive Qsys
[0 &g estizs.aosk ies2 9.5.168.161 445 Established 00:039:15 6540236 12392631 Passive Qsys
[ g 9.57.139.124p] 2219 9.5.168.161 445 Established 01:29:12 513 387 Passive Qsys
[0 fgses7i3s.aisk] 2514 5.5.168.161 2005 Time-wait | 00:00:45 1352 205478 Passive Qlvisvr
0 fgesrizsaisk z2o:17 5.3.168.161 2003 Time-wait  00:00:40 3088 EEL] Passive Qluizvr
[0 g esrazs.aisk] 2s:ie 9.5.168.161 2005 Time-wait 00:100:33 1085 171259 Passive Qlvisvr
[0 g esrazs.aisk] 2ses 9.5.168.161 2005 Time-wait 00:100:18 3453 EEL] Passive Qlvizvr
[0 fgesri3s.aiskl zazs 9.5.168.161 2005 Time-vait | 00:00:15 1079 205480 Passive Qlvisvr
| |pagesofz [ | [5 ||&e] | Total: 82 Filtered: 82 Displayed: 11 Selected: 0

Figure 5-9 Connections list

Figure 5-10 shows how to manage the TCP/IP servers.

TCR/IP Servars - Ctcdbmod.rchland.ibm.com

el el 7| | |E | --- Select Action --- vj@”
SE'E{tJNEmE I\J Status AJ Diescription A.I

:ﬁﬁ ASFTomcatE] Started ASFTomcat Basic Servlet and ISP Engine for the A:a:he Web Server
ﬁﬁ Ecotp[e] Stopped BootP Server
:ﬁﬁ EootP DHCP Relay Stopped EootP DHCP Relay Agent
Agent
:‘ﬁﬁ pomE Started DRDA DDM Server TCR/IP
:ﬁﬁ DHCPR] Stopped Dynamic Host Configuration Protocol
:ﬁﬁ DLFM[E] Stopped Dztalink File Manager
ﬁﬁ EDRSQLR Stopped Extended Dynamic Remote SQL
:ﬁﬁ Frex] Started File Transfer Protocol

5 HTTP Administration[#]

0 o o o o o o

:ﬁﬁ i5/085 NetServer®] Start Instance P E Network Neighborhood
“Z= 1M Tiveli Dirsctary SEEOSE TS AISP for i5/0S (LDAR)
Server for i5/05 Server Jobs APACHEDFT
:'ﬁﬁ INETD®] Stopped Internet| 1waDFT Super Server
g LrokE Stzrted  Line Prig QIFPSVR
:ﬁﬁ Management central®] Started Manage LELEES
3 WLM1
MFS Stoppe NFS Serv
ia = e WLMZ

Page 1 of 3 [> 1 | Total: 21 Filtered: 31  Displayed: 15 Selected: O

Figure 5-10 TCP/IP servers

For more information about the TCP/IP configuration refer to the IBM i Information Center at
the following link and choose Networking — TCP/IP setup:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp
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Create a line description

This task allows you to create a new line description using the provided wizard. Figure 5-11 to
Figure 5-15 on page 49 are the panels that you will see while using the configuration wizard.

i5/05 Mavigator Tasks = E

Tasks
Tasks J

¥ Network

. TCR/IP
Configuration

IPv4[p]
Pvs[®]
Lines|e] Linas

Remote Configure IPvE Stateless Address Autoconfig
b Access

Services

Servers[e]
b 1P Policies(]

Internctl]

is/0Os

NetServer

Page 1 of 1 Total: 10 Displayed: 10
Cancel

Figure 5-11 Create a line description

New Line Description - Resource

Which hardware rescurce would you like to use for line description?

| Select J Resource JTg,'pe Description _l
O CMN17 5706  Ethernet Port
O CMNiE 5706 Ethernet Port

@ List by hardware rescurce names

) List by rescurce locations

I < Back I Mext = |—= s | Cancel

Figure 5-12 Choose resource
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New Line Dascription - Settings

What is the information for the new Ethernet line?

Hardware resource: CMN1E

Line name: *ErHERNErz
Description: *Test

Duples: |Negotiated by hardwar-[ll

Message gueus name!

<Ba|:|-c| Ne><:t>| ='.='| Caru:e||

Figure 5-13 New line description settings

System i Navigator =R

New Line Dascription - Ethernat Line Characteristics

What is the speed of your ethernet network?

@ Negotiated by hardware
(4] 10 Mby/second
(4] 100 Mb/second

Ot Gb/s=cond

What protocol standard is used for your ethernet line?
(8) Ethermet version 2

() IEEE 202.2
) Eoth
Maximum frame size (1496 - 8998): @ 1496

This field reguires a value.

< Back I Mext = | | Cancel |

Figure 5-14 New line characteristics
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System i Navigator

<=0

New Line Description - Summary

Hardware resource: CMN18
Line name: ETHERMNETZ
Connection type: Ethernet
Description: Test
Authority: Crezte
Duplex: MNegotiated by hardware
Line speed: Megotiated by hardware
Protocol standard:  Ethernet version 2
-' Start: Mo
< Back | Next = | Finish | Cancel |

Figure 5-15 New line description summary

5.2 Remote Access Servic

es

Point-to-point connection profiles define a set of parameters and resources for Remote
Access Services (RAS) connections. You can activate profiles to use the predefined settings
to either dial out (originate) or listen for (receive) RAS connections. See all the available

options in Figure 5-16.

I

Tasks

==

-

* MNetwork
» TCR/IP Configuration[®]

¥ Remate Access Services

Criginator
Connections Profile

- Receiver Connections

Prafile

Group Access
Policies

Modems |2
Serverz[®]
b 1P Policies(e]
Internetl?]
i5/05 NetServer[®]

\
T

Page 1 of 1 Total: 11 Displayed: 11

/

N

Originator Connection Profiles
Receiver Connections Profiles

Services

Create ATET Global Network Dial Connection

Create Intranet or ISP Dial Connection
Create Originator Profile

Universal Connection Wizard

Group Access Policies

Create Receiver Connection Profile
Create Group Access Policy

Create Maodem

Figure 5-16 All of the Remote Access options

Protocol type

You must specify the protocol that you want this profile to use when a remote system
establishes a point-to-point connection:

» PPP
» SLIP
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Mode selections
Specifies the operating mode to be used by this connection profile when this system
establishes a point-to-point connection:

» Connection type

— Switched line
— Leased line
- L2TP

— PPPoE

» Operating mode
The operating mode choices depend on the type of profile that you are creating:

— Originator profile
— Receiver profile

Figure 5-17 shows the window that appears when you choose to create a PPP answer
profile on a switched line.

New Point-to-Point Profile Properties - localhost

Mew point-to-point connection profile properties setup information:
Protocol type:

@& FPP
O sup

Mode selections

Connection type:

(&) Switched line

O Leased line

) L2TP (virtual line)

Operating mode:

Link configuration

Type of line service: | gingle line [w

Cancel
Figure 5-17 New point-to-point profile

Universal Connection Wizard

Remote Access Services let you configure a connection between your system and IBM
through the Universal Connection wizard. It enables electronic support-related functions such
as reporting problems, receiving PTFs, sending service information, or receiving
documentation updates. IBM uses this configuration when you allow the following applications
to provide support, service, and system documentation:

» Electronic Customer Support
» Electronic Service Agent™
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Figure 5-18 shows how to start it. Then you will be asked to fill in your company information

(Figure 5-19).

i5/0S Navigator Tasks

Tasks
Tasks J

* Network
TCR/IP
Configuration

Remote Access
-
Services
Qriginator

Cor'l‘rlIEI:tiDI'IE Create ATAET Global Metwork Dial Connection
Profile

Create Intranet or ISP Dial Connection
Receiver

Connections[e]| Create Originator Profile
Profile

Modems[#l
Servers
b 1P Policiez[®]
Internet(®]
i5/0S NetSarver[®]

-

Universal Connection Wizard

Page 1 of 1 Total: 10 Displayed: 10

? =0

Figure 5-18 Universal Connection Wizard

System i Navigator

ZReEn

Configure Universal Connection - Service Information: localhost

Enter your service contact information:

Company: &
Contact name: *
Phone number: *l’

Help desk or Pager number:
Fax number:
Altzrnate fax number:

= Back | MNext = Finish ’_Can:el |

Figure 5-19 Service information
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System i Navigator rd s =]

Configure Universal Connection - Company Address: localhost

Enter your service contact mailing address:

Street address: *

City or locality: *

State or province:

Country or region: Use entry from bg Go
Postal code: *

MNational language version: | Englizsh (2924 lll
Electronic mail address: ’7

Alternzte electronic mail addreszs: ’7

Mediz for BTF=: |Aut0mati: selection b’ E

I:‘ Call central site support

<Ba|:|-c| Nex.t>| =-_='| Can:ell

Figure 5-20 Company address

After inserting company details, such as company name, contact name, country, and region,
you will choose the connection type, as shown in Figure 5-21. When finished, the wizard will
show you a summary of all the information provided and ask you to check the connection.

Add Contract Number ~s=0

Configure Universal Connection - Connection Type: localhost

How do you wish to connect using the Universal Connection?

The Universal Connection Wizard has detected that your environment is able to use the direct connection to access IBM. Itis
strongly suggested that you use this configuration 2s your primary connection type.

® A direct connection to the Internst
O A connection using =n Internet Service Provider
O A dial-up connection using ATAT Global Network Services

O A multi-hop VPN connection to the Internet

() A dial-up connection using AT&T Global Network Services

I:lAdditicnall'?' configure a proxy connection.

< Back I Mext =

Finish | Cancel |

Figure 5-21 Connection type

For detailed information about the Remote Access Services refer to the IBM i Information
Center at the following link and choose Networking — TCP/IP applications, protocols, and
services — Remote Access Services: PPP connections:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp
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5.3 Servers

The Servers section in the Network task lets you check the status and manage the following
servers jobs:

YyVYyVYYVYYVYVYYVYYY

DNS

Domino® Servers.

System i Access.

TCP/IP Servers.

User-defined.

Create DNS server.

Create user-defined server.
Manage DNS dynamic update keys.
Servers properties.

DNS

Shows you the status of the Domain Name System (DNS) if configured. Choose the Create
DNS Server task if you need to create one.

Domino Servers page
This page lets you see the status of the Domino Servers. Using the pop-up menu or the select

action drop-down list, you can access all the actions that can be taken for the selected server.
See Figure 5-22.

Domino Servers rdrd =]
Refresh
) [22] 5] [2] [3) | [ sslect Adion — [¥] [ee
Selectj Server Name -~ | Status &J Version &
[0 Gk MAIL p | Start=d 8.5.0
Page 1 of 1 Server
Server Administration Server and Controller
Close Add Application Server Immediztely
Properties Server and Controller Immediataly

Figure 5-22 Manage Domino Servers
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System i Access
This option displays a list of all the System i Access servers, as shown in Figure 5-23, and
allows you to list the server jobs running on the system for the selected server (Figure 5-24).

Systemn i Access - Ctcdbmod.rehland.ibm.com

=2 (=2l A 2 | --- Select Action --- |v||Ga

--- Select Action ---

Select | | Name AJ | Status|stop A‘
E Centrall®] Starts

0
[ E Datz Queus(e] Starteq”
Databaze[k] Starts
[ E Show find toclbar
[v |E File[s] Started --- Table Actions ---
Select All
| & niet printlel Started Deselect All
Show Filter Row
[ E Remets Command[] Started clear All Filters i Server
Edit Sort
l_ E Server Mapper Starte Clear All Sarts wer
. Collapse Table
[ E Sign Onl2] SiEmez Restore Defzults
Page 1 of 1 Total: & Filtered: 8 Displayed: 8 Selected: 1 _I

Close

Figure 5-23 System i servers

File - Sarver jobs - Ctcdbmod.rchland.ibm.cam
Status: Active jobs
B (B = [ [ (2] [2] | [ select action — [w][c0]
Select J Job Name AJ Current User »~ | Detailed Status £ Server ~  Run Priority ~ J Thread Count -
| o) Qpwfservsal®] Quser Waiting for request File Server 20 1
| o) Qpwfservsal®] Quser Waiting for request File Server 20 1
| o) Qpwfservss® Quser Waiting for request File Server 20 1
| o) Qpwfservsd®] Quser Waiting for select File Server 20 1
] o) Qpwfservsol®] Nandoo Waiting for time interval File Server 20 1
[ o) Qpwfservsol®] Omati Waiting for time interval File Server 20 1
[ & Qpwfservsd[®] Completed - Job log pending File Server o o
[ & Qpwfservsd[E] Completed - Job log pending File Server u] u]
| & Qpwfservsale] Completed - Job log pending File Server o o
| o) Qpwfservsale] Completed - Job log pending File Server o o
| & Qpwfservsale] Completed - Job log pending File Server o o
| & Qpwfservsals] Completed - Job log pending File Server u] u]
| o) Qpwfservsals] Completed - Job log pending File Server o o
| o) Qpwfservsale] Completed - Job log pending File Server o o
| o) Qpwfservsale] Completed - Job log pending File Server o o
Page 1 of 2| [ ll_ﬂ Total: 27 Filtered: 27 Displayed: 15 Selected: 0

Figure 5-24  File: server jobs
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TCP/IP Servers page

This page lists all the TCP/IP servers available on the system (Figure 5-25). In our example
we show how to configure an NFS Mount. See Figure 5-26 on page 56 and Figure 5-27 on

page 56.
TCPR/IP Servers - Ctcdbmod.rchland.ibm.com
Refresh
o 2l =2 EF 2] | [ Selact Action - [+ |Go]

Select J Mame AJ Status Al Description e
[ "ﬁ; ASFTomcat[®] Started ASFTomcat Basic Servlet and JSP Engine for the Apache Web Seru—eﬂ
| ﬁ; BootP[e] Stopped BootP Server
1 :ﬁg BootP DHCP Relay Agentl®] Stopped EootP DHCP Relay Agent
[ %5 oomlel Started ~ DRDA DDM Server TCR/IR
] :ﬁg oHeRE] Stopped Dynamic Host Configuration Protocol
] :'I-'_TE DLFM[%] Stopped Datzalink File Manager
[E] :'I-'_TE EDRSGLE Stopped Extended Dynamic Remote SQL
[E] :'I-'_TE FTefkE Started File Transfer Protocol
] ’ﬁ'; HTTP Administration®] Started HTTP Server
l_ "ﬁ; i5/05 NetServer®] Started i5/0S Support for Windows Network Neighborhood
| ﬁ; 1BM Tiveli Directory Server for i5/05®]  Stepped IBM Tivoli Directory Server for i5/05 (LDAF)

1 :ﬁg INETD[E] Stopped Internet Daemon (INETD) Super Server

|— :ﬁg Lro[e] Started Line Printer Daemon

] :ﬁg Management centrzlk] Started Management central

] :'I-'_TE NS5[ Start &l Stopped NFS Server

Page 1 of 3 e 4 otal: 31 Filtered: 21 Displayed: 15 Selected: O
Server Jobs
The infermaticn in Exports B old. Press the Refresh button to update.
Clos= w

Metgroups Unmount
Properties

Figure 5-25 TCP/IP Servers
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NFS Mount - Localhost

#* General NFS Server:

Advanced e Extlinux

NFS path to mount:

*/publfilas

Folder to mount over:

*la"impurt || Erovse... |

Access: [Rasdlurite [V

ﬁlluw user and group ID settings

Figure 5-26 NFS Mount

NFS Mount - Localhost

General Read buffer size: Ez7ea| 512.513,514...32,768 bytes
Advanced Write buffer size: 3z768| 512,513,514...32, 788 Dytes
wewnttrps  [so [W
Time out (0-1000) 0.0 - 1,000.0 seconds

D Data cache enabled

Data cache time (1-1000) 1.0 - 1,000.0 Seconds

NFS version

Available: Selected:

Iél = I = Remove I D e Mme
Security flavor

Availzble: Selected:

seect | Jm —
) Kerberos 5 authentication only
= Remi:we Mave Dovm

) Kerberos 5 with integrity

O Kerberos 5 with privacy

Iél*]@

Figure 5-27 NFS Mount: advanced options

User defined
The System i platform supports user-defined servers. With this support, you can add custom
servers and perform administrative tasks for these custom servers. For example, you can
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stop, start, or monitor a custom server in the same way in which you administer servers that
are included with the operating system.

When you start or end a user-defined server, the data structure that is passed to the server
exit program includes the following fields:

Action

Instance name

Instance startup values

Length of instance startup values

v

vyy

For further information about user-defined servers refer to the IBM i Information Center at the
following link and choose Networking — TCP/IP applications, protocols, and services —
User-defined servers:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp

Create DNS Server task

This task provide a wizard to create your own DNS Server. Domain Name System (DNS)
offers a variety of solutions. Before you configure DNS, it is important to plan how it works
within your network. For details about the requirements, planning, configuring, and managing
of this server refer to the IBM i Information Center at the following link and choose
Networking — TCP/IP applications, protocols, and services —> Domain Name System:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp

Create User-Defined Server wizard

Use the Create User-Defined Server wizard (Figure 5-28) to add servers to the user-defined
servers list.

System i Mavigator A N h N h N ey =]

New Server - Welcome

Welcome to the New Server wizard. The objective of this vizard is to define servers to be integrated with the System i applications.

In order to complete this wizard, you will need information about the server to be added, such as the name, server type, program
name, =nd server 1D,

To cancel &t any time, click Cancel.

| Next > | | Cancel |

Figure 5-28 New Server - Welcome
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Once the wizard complete, the Summary page appears displaying the information specified
on the previous panels. To make changes, click Back to return to the page that you want to
change. Click Finish to create the server. See Figure 5-29.

System i Mavigator 270

New Sarver - Summary

Click Finish to create the following server.

Summary:
Select Step Result
O Name OMATI
O Description  TEST
O Job type 1133
O Server ID FOMATI
O Server LIB/PGM
pregram
O Start with No
TCR/IP
< Back | | Finish | Cancel |

Figure 5-29 New Server - Summary

Also see “User defined” on page 56.

Manage DNS Dynamic Update Keys dialog

Use the Manage Dynamic Update Keys dialog to manage the dynamic update key files. The
key files contain the private keys used by the DNS dynamic update program that is running on
this System i product to perform secure dynamic updates. The table displays each key by
name, along with the domain names of the zones for which the key can be used. One
dynamic update key file is created for each zone domain name specified in the table. Use the
appropriate buttons to manage the dynamic update keys table:

»

>

>

Add: Add a new key to the table.
Edit: Open the selected key in the table so that you can change its properties.

Remove: Delete the selected key from the table.

Note: Do not remove a key that is named in the allow-update statement of the DNS
configuration file (named.conf).

View Key: Display the value of the selected key.
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Servers properties

From the Subsystems page you can specify which subsystem you want this server's job to
run in. Specific servers use this subsystem function. These include the Distributed Data
Management (DDM) server, the central server, the data queue server, the net print server, the
remote command server, and the sign on server. See Figure 5-30.

Server Subsystem Configuration y N

=0
# Subsystems Specify the default subsystems for server jobs which allow subsystem configuration.
® All clients
Subsystern: Use entry from below | v|
QSERVER
Alternate action: |[f
() Seecific dlient
Client Description Subsystemn Alternate Action add
None

Cancel

Figure 5-30 Server Subsystem Configuration
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Two configuration options are shown in the subsystem configuration:
» All Clients

— Subsystem: Specifies the subsystem that you want this server's job to run in. If None is
selected, the server jobs will perform the alternate action.

— Alternate action: Specifies what to do if the server jobs cannot run in the specified
subsystem. Possible values are Reject and Start in current subsystem. When Reject is
selected, the job will be rejected if it cannot run in the specified subsystem. When Start
in current subsystem is selected, the job will attempt to run in the same subsystem that
the server daemon is running if it cannot run in the specified subsystem.

» Specific Client

This specifies that you want to set up a unique subsystem configuration for specific clients.
When you add a specific client configuration, a <Public> entry will be added to the end of
the list. The <Public> entry applies to all clients not included by the specific client entries
that you have added. See Figure 5-31 and Figure 5-32 on page 61.

Add Client Wl . RO

Client information

@ IPv4 Client

O IPvE Client

Description: |

Client:

@ IF address:

Subnet mask: *

O * *
Subsystem: Use entry from -
Qusrark
Alternate action: Start in current |
Cancel

Figure 5-31 Add Client
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Server Subsystem Configuration

# Gu ams Specify the default subsystems for server jobs which allow subsystem configuration.
® Al clients
Subsystem: Use entry from below %
QSERVER

Altarnate action: [start in currant subsystem %]

@ Sesdific disnt

Select | Client Description Su m_| Alternate Action

10.10.10.100 - FromRemoteLAN Remotes Start in current subsystem
10.10.10.200
<Public= All other clients  Qusrark Start in current subsystem

[ 1

Figure 5-32 <Public> entry automatically added

5.4 IP policies

In this section we discuss IP policies.
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Packet rules

Use the Packet Rules Editor to get started creating packet rules on your system. You can
create a new file, edit an existing one, or work with the sample files provided on the system.
IP packet filtering lets you control what IP traffic you allow in your network. It protects your
network by filtering packets according to rules that you specify. See the entire list of available
options in Figure 5-33 and a sample of a configuration file in Figure 5-34 on page 63.

Packet Rules

Tasks J

¥ MNetwork

} TCP/IP Configuration[®]

Deactivate Rules

Open Rules Editor

} Remote Access Servil:es
Servers
¥ IF Policies|®]

Change Defaults

Connection Crder
Packet Rules o]
Create Connection
& Virtual Private i

Networking Dizplay Server Jobs
« 1P Security Display Server Trace

Folicies Migrate Policy Filters

Start VPN Server
Stop VFN Server
\ Virtuzl Private Networking Properties

Address
Translation

Secure
Connections

Quality of Service B
Internet
i5/0% NetServer[®]

Page 1 of 1 Total: Nisplayed: ]N Creste Key Exchange

\ Data Endpoint Pools
Change Configuration Local Service Pools
Display Menitor Crezte Data Endpoint Pool
Qos Server Log Creste Local Service Pool
Start QoS Data Collection
Start Qos Server

Stop QoS Data Collection Create Dynamic-Key Group

Data Policies

Internet Key Exchangs Folicies

)

Crezste Dzata Policy

Stop QoS Server Create Manual Connection

Figure 5-33 All the IP policies tasks

62 IBM Systems Director Navigator for IBM i



Packet Rules Editor - Localhost

File Edit Insert Wizards window B Help
File Title

A=-0

SQIEM/ProdData/ 05400/ TCPIP/ PacketRules/samples/Sampled4PacketRules.iZp

Packet Rules Statements

[ --- Select Action --- [se] (o]

SelectJ
(0 =When you activate the rules file, the order of the filters are determined by the order of the FILTER
INTERFACE statements and the SET names they specify.
(& =#The order of FILTER staterments with the same SET name is the physical order in the rules file.
[ #The physical interfaces include LAN, or WAN interfaces, such as PPP profiles.
(& #It iz simpler to have multiple FILTER statements with the same SET name and 2 single FILTER
INTERFACE statement per physical interface.
(B =
& #You can define address statements which are used == zlizses within the packest filter rules file.
[ #This system has two IF addresses, an internzal or private one, and and externzal, or public one.
(& ADDRESS MylInternzallPAddress IP = 10.24.33.81 TYPE = TRUSTED
[ ADDRESS MyPublicIPAddress IP = 24.45.234.42 TYPE = EORDER
@ =
[ #This address zlizs is now used on = filter statement.
[ #There are two filker statements that are used together.
(0 =0ne statement controls the outbound traffic, the other controls the inbound traffic.
[ #Here we have allowed all cutbound traffic, but enly permitted HTTP (pert 20) traffic inbound.
(B =An "*" in the statement means "any".
<] |Page 2 of 4| [» '2_ E Total: 58 Displayed: 15 Selected: 0

(& - 1

=

Figure 5-34 Packet rules sample file

For details about the packet rules refer to the IBM i Information Center at the following link

and choose Security — IP filtering and network address translation:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp
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Virtual private networking

It is important that you have at least a basic knowledge of standard VPN technologies before
you implement a VPN connection. A virtual private network (VPN) allows your company to
securely extend its private intranet over the existing framework of a public network, such as
the Internet. With VPN, your company can control network traffic while providing important
security features such as authentication and data privacy. It allows you to create a secure
end-to-end path between any combination of host and gateway. VPN uses authentication
methods, encryption algorithms, and other precautions to ensure that data sent between the
two endpoints of its connection remains secure. Figure 5-35 shows the VPN general defaults.

Virtual Private Networking Defaults - Localhost P N N “REE

General UEE the RC4 encryption algorithm to protect data

Kev Manzgement IP security level

ey Expiration . . c
@ Highest security, lowest perfarmance

Connection Lifetime
O Balance security and performance

Ciffie-Hellman group: | Group 1 (defzult 768 bit MODE) -

UEE Diffie-Hellman perfect forward secrecy when protecting data

ﬂ Cancel

Figure 5-35 VPN defaults

To better understand how any VPN connection works, familiarize yourself with these protocols
and concepts and how VPN uses them. See the IBM i Information Center at the following link
and choose Security — Virtual Private Networking:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp
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Quality of service
The quality of service (QoS) solution enables the policies to request network priority and

bandwidth for TCP/IP applications throughout the network. QoS policies can manage packet
priority and can also limit data leaving your system, manage connection requests, and control
system load. The QoS server must be running to activate the intrusion detection policy. Use

the New Quality of Service Configuration wizard (Figure 5-37) to begin policy configuration.
This wizard asks you to define start-up instructions for the different QoS parameters, as
shown in Figure 5-36. You must use this wizard in the following circumstances:

» You are upgrading your server to a new release. You will have the option to configure a
directory server in which to export information. No data is lost during this conversion.

» This is the first time that you are using the QoS graphical user interface (GUI) on this
system.

» You want to manually remove any previous configuration information and start over.

Systam i Navigator . W RER

Mew Quality of Service Configuration - Summary - localhost

You have completed the quality of service initizl configuration wizard. Click Finish to configure
the gquality of service server.

Autostart QoS server with TCR/IF: Mo

Start QoS server now: Yes

Start data collection now: Yes

Run QoS server journaling: Yes

Export to a directory server: Mo
< Back | | Finish | Cancel |

Figure 5-36 QoS configuration summary
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QoS Server Configuration - Localhast

File [B] view [B] Server ] Help [

U Fagoskl -
Qog --- Select Adtion - [w] [50]
1 mﬂutbcund Banduidth Policies®l
Diffservl F=lza LEnIZ
IntSer';ﬂ (@ E“ COutbound Bandwidth Policies
Inbound Admission Policies ® [i@ tnbound Admission Policies
Clignt=?] & g Clients
Eleoolications ®
=la licstions[®l ' E’l Applications
=.Classes of Servicel o T E—
asses o arvice
8, Cer-Hop Behaviors®l ﬁ
S:hedulegﬂ C a: Par-Hop Behavicrs
LRkl C Schedules
@ &P uri=

Figure 5-37 QoS Configuration wizard

For details about the quality of service refer to the IBM i Information Center at the following
link and choose Networking — TCP/IP applications, protocols, and services — Quality
of service:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp

5.5 Internet

The Internet Setup Wizard will help you connect your system to a network and select the type
of network that your system is connected to (Figure 5-38 on page 68). Options include the
following:

» To a protected network

Your system is connected to a public network that anyone may access. You protect your
system by setting up filtering rules and starting only services that you want people to be
able to access. This is also known as a DMZ configuration.

The wizard helps you to do the following:

— Configure a connection to the network.

— Configure routes to your firewall and private network.
— Protect your system using IP packet filtering.

— Allow your system to provide Web serving.

— Allow your system to act as an HTTP proxy server.

Features of this option include the following:

— TCP/IP network connection
— A default route to your router
— A route to your intranet back through your firewall
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»

— IP packet filtering
To a private network

Your system is connected to a private network behind a firewall. Though the network is
private, you may allow systems on the network to access external systems, such as for
Web browsing.

The wizard helps you to do the following:

YyVyVYyVvYVvYyYy

Configure a connection to the network.

Configure routes to your firewall and optionally to other networks.
Protect your system with IP packet filtering.

Configure a public IP address for the system (virtual IP).

Allow your system to provide Web serving.

Allow your system to act as an HTTP proxy server.

Features of this option include the following:

»

TCP/IP network connection on your private network

— A default route to your firewall
— A network route to your subnet router
— IP packet filtering for traffic from firewall

Company/office to ISP

Your system connects to the Internet through a dial-up (modem) connection to an Internet
service provider (ISP). You may also choose this option if you are working in a branch
office of a company that has a private network that uses dial-up connections.

The wizard helps you to configure a dial-up (modem) connection to your ISP or private
network. Features of this option include the following:

»

>

>

>

A PPP profile that uses a dynamic IP address from your ISP

A route for traffic to go to your ISP and the Internet when not resolved internally (It will be
the default route for the PPP interface.)

Network Address Translation (also known as full masquerading)
IP packet filtering (Deny all incoming connections that are not a response from NAT.)
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Refer to Figure 5-38.

System i Navigator

AR=08

Internet Setup Wizard

How are you connecting your system to the
netwaork?

@ To a protected network

It iz connected to 2 DMZ outside the firewall.
O To & private network

I < Back I Mext = Finish | Cancel

Figure 5-38 Internet Setup Wizard

5.6 i5/0S NetServer

In this section you can manage the following i5/0S NetServer functions:
» NetServer Sessions

This page lists all the active sessions on the system (Figure 5-39).

i5/05 NetServer Sessions - Ctcdbmod.rchland.ibm.com

Bl ke (P P |---Se|e:t£.ctic|

Selact ' Waorkstation Name AJ Session AJ User Name «  Time Active ~ | Time Idle A] Guest User A] Connections AJ Files Opened A] Password Encryption »
_l_ W) ::ffi5.76.93.201[k] 1358 Nzndoo 1735 1013 No 1 1 Yes

- m ::FFFF:9.57.139.103E| Ibmpetri 6772 863 No 1 2 Yes

O gl Atclark[e] End... Qsecofr 2118 2430 Mo 1 1 Yes

Page 1 of 1 | Total: 3 Filtered: 3 Displayed: 3 Selected: 0

Figure 5-39 NetServer Sessions

» NetServer Disabled User IDs

If you are using Windows, an i5/0S server user ID may become disabled if the password
for the Windows user ID and the i5/0S server user ID do not match or after a number of

unsuccessful attempts to connect to i5/OS NetServer. Select the user ID that you want to
enable and click Enable user ID.
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» NetServer Properties

The General page displays the current i5/0OS NetServer general properties. Changes can
be made to current properties (Figure 5-40).

i5/05 NetServer Properties - Ctcdbmod.rchland.ibm.com

General i5/05 Support for Windows Metwork Neighborhood

Advznced Start when TCR/IP is started: Yas

e — Server nzme: QCTCDEMOD

WINS Configuration Allow iS/05 MetServer access using the system name: Ne

Subsystems Domain name: MNETSERWER
Cescription: 25/400
Logon server role: None

ﬂ Cancel

Figure 5-40 Netserver Properties

» NetServer Status

The Status dialog displays the current statistics for i5/0S, as shown in Figure 5-41 on

page 70:

Started

Specifies the date and time that the server was started.

Status since

Specifies the time and date that the current set of statistics began recording.
File opens

Specifies the number of server files that have been opened.

Print jobs queued

Specifies the number of print jobs that have been spooled to the server.
Sessions started

Specifies the number of server sessions started.

Sessions disconnected automatically

Specifies the number of sessions that disconnected automatically.
Sessions ended

Specifies the number of sessions that disconnected normally.
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70

Unknown user attempts

Specifies the number of unknown users who have tried to establish a connection to the
server or the number of guest users that have established a connection to the server.
This field is enabled if a guest user profile is unavailable.

Password violations

Specifies the number of server password violations.

Average response time

Specifies the average server response time in milliseconds.
Bytes sent

Specifies the number of server bytes sent to the network.

Bytes received

Specifies the number of server bytes received from the network.
Refresh Now

Retrieves the current statistics for the server and displays them in the dialog fields.
Timed Refresh

Opens a dialog box that allows you to set the time between refresh requests. Once set,
timed refresh values are saved, so you do not have to refresh each time that the i5/0S
NetServer Status dialog is opened.

Note: Timed refresh values are saved for each system, not for each user.
Reset Status

Resets all status values to zero and prompts the server to begin recounting the
statistics from zero.

i5/05 NetServer Status - Localhost h 3 FWEDR
i5/05 Support for Windows Network Meighborhood
Server status: Started: 8/18/09 6:53:51 AM UTC
Status since: 8/18/0% 6:53:51 AM UTC
File opens: 56518
Print jobs queued: o
Sessions started: 126
Sessions disconnected automatically: &
Sessicns ended: 117
Unknown user attempts: 125
Password viclations: i
response time: u] milliseconds
Eytes z=nt: 24247  Lilobytes
Eytes received: 59706  kilobytes
Refresh Now | Resst Status
ﬂ Cancel

Figure 5-41 NetServer Status
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Integrated Server Administration

This chapter presents the tasks provided in the Integrated Server Administration GUI portlet.
Over 60 tasks/panels are available to manage the integrated and virtual servers that the
system hosts. Figure 6-1 shows the main functions view.

Intagrated Sarvar Administration - Ctedbmod.rchland.ibm.com -

i3/05 Integrated Server Administration zllows you to manage servers that are hosted by i5/05.

Ser'.-erz
Allovs you to manage integrated and virtual servers.
@.ﬁ.ll Virtual Diskes
Allows you to manage virtual storege that i53/0S provides to integrated and virtuzl servers.
4
@Hew Virtual Disk
Allows you to create new virtuzl storage and assign it to 2 server.

ﬂl‘letvﬂcrk Server Host Adapters

Allowes you to manage i5/05 network server host adapter (NWSH) configuration objects for i5/05 iSCSI host bus adapters (iSCSI HBAs).

é New Netwark Server Host Adapter

Allows you to create a new network server host adapter (NWSH) configuration.

aRe-ncte Systems

Allows you o manage the remote system nebwork server configuration objects for iISCSI-based servers.

.
%I‘Jew Remote Systemn Configuration

Allows you to creste 2 new remote system configuration for iISCSI attached servers.

ﬁSeru—ice Processors

Allowves you to manzge i5/05 service processor configuration objects for iISCSI attached zervers.

b
§§New Service Processor Configuration

Allows you to create 2 new service processor configuration for iISCSI attached servers.

@Dcmainz

Allows you to manage i5/05 user and group enrcllment te Windows domazins.

Show All Integrated Server Administration Tasks

Close

Figure 6-1 Integrated Server Administration main view
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You can expand all the main functions by clicking Show All Integrated Server
Administration Tasks and having the view of the sub-tasks available. Click the arrow next to
the task that you are going to manage to get the list of the actions that you can take as shown
in Figure 6-2.

5105 Nayiazior Toci —

Run Command on Server

Tasks

Tasks J Server Properties

» [Ntegrated Server SEET S
Administration Shut Down Server
Servers[®] " N Shut Down and Restart Server

All Virtual Disks
i i L4 . . N
Virtual Disks e Linked Virtual Disks Start Server with Options
M I:‘:S;:.-.S:ectio.-.s £dd virtual Disk Link SSs
Deleta Virtual Disk Synchronize Integrated Server Support Software
Network:
Server &} Mew Virtual Disk
Host . . .
Adapters Remove Virtual Disk Link

Wirtuzl Disk Properties

Remote
Systems
Service
Processors Network Server Host Adapters
C"-‘"""Eft“'-"" Delete Metwork Server Host Adapter
Security 4
Network Server Host Adapter Properties
User
Bl New Network Server Host Adapter

Start Network Server Host Adapter
Page 1 of 1 | Totzl: & Iayed

Stop Network Server Host Adapter
\

Connection Security Properties

Dezlete Remote System Configuration

New Remote System Configuration

Remote System Properties

Remote System Status

Delate Connection Security Configuration

Service Processors

New Connection Security Configuration

Delete Service Processor Configuration
Initizlize Service Processor
New Service Processor Configuration

Service Processor Properties

Figure 6-2 All of the available tasks
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6.1 Server

Management functions

This function lets you manage the integrated servers. These could be an Integrated xSeries®
Server (1XS), an Integrated xSeries Adapter (IXA), or an iSCSI Integrated Server. The
available options are:

>

>

Show list of all integrated and virtual servers (All types: Windows, Linux®, VMware, AIX®
and i5/0S).

Start server.

Start all Servers.

Shut down server.

Shut down all Servers.

Restart server.

Display server status.

Submit remote Windows commands & view command output.
Synchronize i5/0S integration code from i5/0S to Windows.

Display/change server properties Hardware to run on, NWSHSs to use (for iSCSI), S/W
version installed, message logging, and so on.

Hot spare server hardware (via server properties).

Also see Figure 6-3 and Figure 6-4 on page 74.

Servers - Lp02ut12.rchland.ibm.com ‘ A ‘ h. N 00:00:04 e ¥ 00
Refresh
‘:‘ *? j = E '-_-- Select Action --- [V] Go
Selact Server 4 | Status  ~ | Domain  ~ | Description -
1 E Guestlin[e] Shut down Tanveer's Guest ALY sarver.
1 E Jamzix[e] Shut down Jeff's AIX NWSD
1 E Jamlinux®]  Shut down Jeff's Linux NWSD
] E Jamwin[e] Jeff's Windows 2008 NWSD
[ B Tennwsdll Start
[0 B winzoo3] Startvith options... Jeff's Windows 2003 NWSD
0 | winzo08 Status Jeff's Windows 2008 NWSD
Nin200 eff's Windows N
New Disk...
Page 1 of 1 Add Link... red: 7 Displayed: 7 Selected: 0
Properties
Close

Figure 6-3 Servers pop-up menu
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land.ibm.com

Servers - LpO2utl2

Page 1 of 1 | | Total: 7 Filten

) (2 [ 8] (2] [m) | [ select Acion —
--- Select Action ---
Select J Server AJ Status AJ Demain  {Start 2l
: Shut Down All...
O E Guestlinle]  shut down Run Command on All Windows Servers...
=] E Jamaix/B] Shut down g',rlrl:hronize i5/05 Integration Software on All Windows Servers...
clumns...
Jamlinux® Shutdown | TTTTTTTTToo
L] E Show find toolbar
] E Jamwin®] Shut down --- Table Actions ---
Select All
] E Tannwsd®  Shut down Dezelect Al
Show Filter Row
r E win2003E  shut down Clear &ll Filters
. Edit Sort
[ B winzoosele] shut down Clesr Al Sorts

Collapzse Table
Restore Defzults

Figure 6-4 Servers drop-down list
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6.2 Disk management functions

Use disk management functions to manage all the virtual disks that you created, which can
be linked or not. The available options are:

YyVyVYyYVYVYYVYYY

Create disk drive.
Copy (New Based On).
Grow disk drive (via properties, see Figure 6-6 on page 76).
Link disk drive to server.
Unlink disk drive from server.
Can link/unlink dynamically to/from an active server.
Delete disk drive.
Display disk drive properties (Figure 6-7 on page 76).

See also Figure 6-5.

All Wirtual Disks - Lp02uti2.rchland.ibm.com

Refresh
o F 2T --- Select Action - |w||Go]
Select | Wirtual Disk  ~ | Capacity ~ | % Used ~  Server ~ | Description ~
[ € Ee=clE] 1 MB 0% Jamaix
r @ Jamwinl.ﬂ 33 MBE 0% Jamwin Windows server JAMWIN - System Drive
r @ Jamwinz ] 0% Jamwin Windows server JAMWIN - Install Drive
[T &2 Quorum[®][ NewBased On... 0%
] @ Tannwsdi|_Properties 0% Tannwsd  Windows server TAMNWSD - System Drive
r @ Tannwsd2[#] 33 MB 0% Tannwsd Windows server TANNWSD - Instzall Drive
r @ \.".'in2l303lﬂ 33 MBE 0% Win2003 Windows server WINZ002 - Systemn Drive
r @ \".'in20032ﬂ 33 ME 0% Win2003 Windows server WINZ003 - Install Drive
r @ \.-‘.'inEDDElel.ﬂ 33 MBE 0% Win2008e Windows server WINZ00S8E - System Drive
r @ \-‘.'inEDDEleEﬂ 332 MB 0% Win2008e Windows server WINZO0SE - Install Drive
[ € ook 1 MB 0% Jamaix
Page 1 of 1 Total: 11 Filtered: 11 Displayed: 11  Selected: O
Cloze

Figure 6-5 All Virtual Disks
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Used space: 0o MBE
Free space: 33 MB
Total capacity: 33 MB

Percent used: 0%

New capacity: ljl O GE @ ME

Figure 6-6 Disk properties: Capacity

76

? Properties - Localhost

General Wirtuzl disk name:

Ciescription:

File system:

Datz offset:
Formatting status:
Disk pool:

Access to disk:

QI.IDI'I.II'I'I resgurce;

JamwinZ

lWindows server JAM

File &llocation Table [(FAT) file system
& sectors

Complete

Disk pool 1

Exclusive - Update

MNo

Figure 6-7 Disk properties: General
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6.3 User enrollment functions

Use these tasks to manage enroliment of i5/0S users and groups to your Windows domains

and servers. User enrollment tasks are available from the domains listed in the Domains

folder and from the servers listed in the Servers folder. The available options are:

Show list, including status.

Enroll users and groups to Windows domains and servers.
Typically, create new Windows users via a template user.

One-way attribute and password synchronization.

Can manage Windows password in Windows (no i5/0S password).
Display enrollment error details.

Retry failed enroliments.

Display enrollment properties.

Unenroll users and groups from Windows domains and servers.
Take advantage of EIM to enable single sign-on.

YVVYyVYYVYVYVYVYVYYVYY

6.4 iSCSI: Network Server Host Adapter functions

The Network Server Host Adapters (NWSH) are used to configure the System i target iSCSI

Host Bus Adapter (HBA). The available options are:
» Show list, including status (Figure 6-8).

» Start and stop (vary on/off).

» Create.

» Copy (New Based On).

» Delete.

» Display/change properties: network interfaces, message queue, online at IPL, and so on

(Figure 6-9 on page 78).
» Hot spare iSCSI adapter hardware.

MNebwork Server Host Adapters - Lp02uti2.rchland.ibm.com 00:00:03 w®&s7-0
Refresh
lt‘ *? ‘5? ? E --- Select Action --- v Go
Select | Mame ~ | Status  ~ | Description -
[ § Jamnwsh®]l  Varied off  Jeff's NWSH

f's NWSH

| § Magazll NewBased On... [f's NWSH

1 § Tutnwzy Delete /SH for TVWT testing
Properties
Page 1 of 1 Total: & Filtered: 4 Displaysd: 4 Selected: O
Close

Figure 6-8 Network Server Host Adapter list
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Subnet mask: 255.0.0.0

Generzal
Communications Current port speed: Automatic
Local (Target) Interface CHrrent duplex: Automatic

Ny —— Cable connection: @ Metwarle O Direct

Local {target) SCSI interface:

Internet address: 1.1.1.1
TCP port: 22650 3260, 260, 1024-65535
Loczl edzpter address: Unknown

Local (target) LAN interface:

Internet address: 1.1.1.2
Base virtual Ethernet port: 8801 8801, 1024-65471

Upper virtual Ethernet port: 8801

Loczl edzpter address: Unknown

ﬂ Cancel

Figure 6-9 Network Server Host Adapter: Properties - local Interface

6.5 iSCSI: remote system functions

This is used to manage an iSCSl-attached System x or Blade within an IBM BladeCenter
chassis. The available options are:

» Show list.

» Create.

» Copy (New Based On).

» Delete.

» Display/change properties: system identity, network interfaces, boot options, and so on.

» Show status of remote System x or blade server hardware: powered off/on, booting, OS
running, and so on.
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Also see Figure 6-10.

52 F | 2) | B |- select Action -—-

Salact J Hame AJ Description

| g Jamrsle] Status

Page 1 of 1 New Based On... tered: 1 Displayed: 1 Selected: O
Delete
Close Properties

Figure 6-10 Remote Systems list

6.6 iSCSI: service processor functions

This is used to manage the service processor (SP) of a System x or of the Management

Module (MM) of a IBM BladeCenter server. The available options are:

» Show list (Figure 6-11).
Create.
Copy (New Based On).
Delete.

vVvyyvyy

Display/change properties: enclosure identity, authentication/security, and so on.
Initialize System x or BladeCenter service processor (user name/password and so on).

Service Processors - Lp02utl2.rchland.ibm.com

Refresh

‘t‘ *? J? = E --- Select Action ---

Select J Name AJ Description
[T ﬁ J=msplel

New Based On...

I_ Page 1 of 1 Delete ltered: 1 Displayed: 1 Selected: O
Froperties
Clo=e

Figure 6-11 Service Processors list

6.7 ISCSI: connection security functions

The available options are:

» Show list.

Create.

Copy (New Based On).
Delete.

>
>
>
» Display/Change properties.
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For more information about the Integrated Server Administration refer to IBM i Information
Center at the following link and choose System i Integration:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp
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Security, users, and groups

This chapter provides an overview of working with security, users, and groups in IBM Systems
Director Navigator for i. An overview of IBM i authority terminology corresponding to IBM
Systems Director Navigator for i is also included.
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7.1 Security

IBM Systems Director Navigator for i has new security functions and interfaces that do not
exist within the System i Navigator client application. Figure 7-1 shows the Security Menu
tasks.

Security - Lp0 .rchland.ibrm.com

i5/05 Security allows you to configure and manage security settings for your system,

Authorization Lists

Allows you to rmanage authorization lists,

@ Create an Autharization List

Allows you to group objedts with similar security requirements and associate the group with a list of users and user authorities,

il
Chanae Ohiject Perrnissions

Allows you ta change parmissions for an i/ 05 abject

D=

Cryptographic Services Key Managerment

Allows you to store and manage master keys and keystores,

(i

Cryptographic Coprocessor

Allows you to configure the cryptographic coprocessor,

lOIntrusin:m Detection

Allows you to set up and manage policies that notify vou of any intrusions detected against your server,

Show All Security Tasks

Close

Figure 7-1 Security menu

The functions are described below.

7.1.1 Authorization list

An authorization list groups together objects with similar security requirements. An
authorization list contains a list of users and groups and the authority that each has to the
objects secured by the list. When you select this option, a new page appears (Figure 7-2).

Authori
Fefresh
w2 F 2] | E --- Gelect Action --- [v]|as]

¥

select | Mame Cescription

Criwsadm &l Systemn i Access Administrators
@ Qlwisurﬂ

@ Goptseclk] Default Optical Authorization List
) Gprcedatale]

Qprccfen®]

@ CpwfsarvarE]

@ Ceylrrtjavalk]

@ Grsrubttp e

1 o o

Page 1 of 1 Total: 8 Filtered: 8 Displayed: 8 Selected: 0

The infarrmation in thiz list is 189 minutes old. Press the Refresh button to update,

Claze

Figure 7-2 Authorization list functions
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You can select any authorization list to perform different functions. Figure 7-3 shows the
available options.

Authorization Lists - Lp0: rchland.ibrn.com

Refresh
T (2 (22 | F] | 2] |E - Select Action --- IES

Salect Marme s Cescription A
|7 | @ insadmﬂ Delete i Access Adrministrators |
| @ Qlwizure] Perrnizsions
| @ Qoptzec] PrEparas It Cptical Authorization List
| Qprnccdatal®]
[ Gprccfen &
| @ Gpwfzerver®
| @ Geylmtjavale]
I | Qzsruhttp e
Page 1 of 1 Taotal: & Filtered: 8 Displayed: 8 Selected: 1

The infarmation in this list is 189 rminutes old, Press the Refresh button to update,

Cloze

Figure 7-3 Selection of the options

As shown In Figure 7-3, you can select:

» Delete the authorization list.
» Permissions of the authorization list.
» Properties of the authorization list.

You can also select Select Action from the drop-down list, as shown in Figure 7-4.

Authorization Lists

L= N A = k- ETEREE RSN ST v 6o
o --- Select Action ---
Select | Mame -~ | Description Mew = Autharization List
- j Qiwsadm Systern | Access Adehow find toolbar
) --- Fable Actions -—
]
[ [ Qviserkl Select Al
optseck] Default Optical AuthdDeselact aAll
r e @ep P Show Filter Raw
| @ Gprmccdatalk] Clear All Filters
Edit Sort
] @ Gprmedonle] Clear All Sorts
Collapse Table
[ [ pwiservers] Restore Defsults
[ [ Gzylmjavalel
] @ Grerubttple]
Page 1 of 1 Total: & Filtered: & Displayed: & Selected: 0
The infarmation in this list is 189 minutes old, Press the Refresh button to update,
Close

Figure 7-4 Selecting options

Below Select Action is the option New Authorization List. Select it if you want to create a new
list. See 7.1.2, “Create an authorization list” on page 84.
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7.1.2 Create an authorization list

As shown in Figure 7-5, you have options to the public authority:

» USE: The user can perform basic operations on the object, such as running a program or
reading a file. The user cannot change the object. Use authority provides object
operational authority, read authority, and execute authority.

» CHANGE: Change authority allows the user to change and perform basic functions on the
object. The user can perform all operations on the object except those limited to the owner
or controlled by object existence authority and object management authority.

» ALL: The user can perform all operations except those limited to the owner or controlled
by authorization list management authority. The user can control the object's existence,
specify the security for the object, change the object, and perform basic functions on the
object. The user also can change ownership of the object.

» EXCLUDE: No user other than the owner can access the object.

Mew Autharization List

Authorization list:

Description: |
public authority
@ Use
() Change
[
(O Exclude

Cancel

Figure 7-5 Create a new authorization list

7.1.3 Change object permissions

When you select this option, the page shown in Figure 7-6 appears. You need to write the
correct path to modify the permissions on the object selected.

Path to the abject:

|,." Browse...
For example: fQSYS LIB/MYLIB, LIBf SOMEDATA. DTAARA
OK| | Cancel

Figure 7-6 Enter path to the object

7.1.4 Cryptographic Services Key Management

From IBM Systems Director Navigator for i, Cryptographic Services Key Management allows
you to store and manage master keys and keystores. Since you will be exchanging sensitive
data to manage master keys and keystores, we recommend that you use a secure session.

Cryptographic Services supports a hierarchical key system. At the top of the hierarchy is a set
of master keys. These keys are the only key values stored in the clear (unencrypted).
Cryptographic Services securely stores the master keys within the i5/0S Licensed Internal
Code (LIC).

84 IBM Systems Director Navigator for IBM i



Eight general-purpose master keys are used to encrypt other keys that can be stored in
keystore files. Keystore files are database files. Any type of key supported by cryptographic
services can be stored in a keystore file, for example, AES, RC2, RSA, and SHA1-HMAC.

In addition to the eight general-purpose master keys, Cryptographic Services supports two
special-purpose master keys. The ASP master key is used for protecting data in the
Independent Auxiliary Storage Pool (in the Disk Management GUI, this is known as an
independent disk pool). The save/restore master key is used to encrypt the other master keys
when they are saved to media using a save system (SAVSYS) operation.

Figure 7-7 shows the functions.

Note: The Cryptographic Services Key Management function is available in IBM i 6.1

Cryptographic ¢ Managerment h. N s ? |

‘Welcorne to Cryptographic Services Key Managerment

Cryptographic Services Key Management allows you to store and manage master keys and key stores,

Manage Master Keys

The i5/0S operating system is capable of storing eight master keys that cannot be directly modified or acceszed by any user (including the security officer), In addition, the
operating systemn stores and manages two special purpose master keys: one for auxiliary starage pool (ASP) encryption and the other for encrypting the master keys while on
SAVEYS media,

Manage Cryptographic Kevstore Files

A cryptographic services keystore is a set of database files that are used for storing creptographic keys, Any type of key that is supported by cryptographic services (for example
DES, RC2, RSA, MDS-HMAC) can be stored in a keystare file,

Close

Cryptagraphic Sery tey Managerment - Attention ‘ - ‘ ‘

Cue to the nature of exchanging sensitive data when using Cryptographic Services Key Management, it is recornmended that this is done over a secure connedion, Click OK, you
acknowledge those risks and continue with the management functions, Click Cancel to return another time using a secure connection.

[ok] [ cancel
Figure 7-7 Cryptogrphic Services Key Management

As shown the Figure 7-7, Cryptographic Services Key Management allows you to store and
manage master key and key stores.

Managing master keys
Master keys are used to encrypt other keys. You can load, set, and test master keys. You can
clear a master key only after you have set it.

Cryptographic Services allows you to set up eight general-purpose master keys and
two-special purpose master keys that cannot be directly modified or accessed by the user
(including the security officer). The two special-purpose master keys are the save/restore
master key used for encrypting the master keys while on SAVSYS media and the auxiliary
storage pool (ASP) master key used for ASP encryption. Cryptographic Services master keys
are 256-bit AES keys that are securely stored within the i5/0S LIC.

Master keys are used to encrypt other keys. If a master key is lost, all keys encrypted under
that master key, and consequently all data encrypted under those keys, are lost. It is
important that you back up the master keys both by saving the passphrases and by using a
SAVSYS operation. To protect the master keys while on the save media, they are encrypted
with the save/restore master key.

Note: You should use Secure Sockets Layer (SSL) to reduce the risk of exposing key
values while performing key management functions.
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Each master key is composed of four 32-byte values, called versions. The versions are new,
current, old, and pending:

» The new master key version contains the value of the master key while it is being loaded.

» The current master key version contains the active master key value. This is the value that
will be used when a master key is specified on a cryptographic operation (unless
specifically stated otherwise).

» The old master key version contains the previous current master key version. It is used to
prevent the loss of data and keys when the master key is changed.

» The pending master key version holds a master key value that has been restored to the
system but cannot be correctly decrypted.

Each version of a master key has a key verification value (KVV). The KVV is a 20-byte hash of
the key value. It is used to determine whether a master key has changed or what version of a
master key was used in an encryption operation.

The following section describes master key operations. All master key operations will create a
Cryptographic Configuration (CY) audit record.

Managing cryptographic keystore files
You can create keystore files and add, generate, delete, import, export, and retrieve attributes
for key records.

A keystore is a set of database files that are used for storing cryptographic keys. Any type of
key that is supported by cryptographic services can be stored in a keystore file. Some
examples of the types of keys supported by cryptographic services are AES, RC2, RSA, and
MD5-HMAC. You can create as many keystore files as you want and add as many key records
as you want into a keystore file. Since each keystore file is a separate system object, you can
authorize different users to each file. You can save and restore each keystore file at different
times. This depends on how often key records are added to the keystore file and how often
the master key for the keystore file is changed.

You can manage keystore files from the System i Navigator or the IBM System Director
Navigator for i interfaces, or use the Cryptographic Services APIs or control language (CL)
commands.

Note: You should use Secure Sockets Layer to reduce the risk of exposing key values
while performing key management functions.
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7.1.5 Cryptographic Coprocessor configuration

When you select this function you see the page shown in Figure 7-8.

Cryptographic Coprocessor Configuration

Tou must run the Cryptographic Coprocessor configuration function using secure sockets layer (33L) encryphion.

Currently 351 encryption is: OFF
Do you wish to switch to a secure session, of return to the 15/03 tasks page?

Start secure session ] [ Feturn to tasks page ]

Notes:

1. Ifyou are configunng a coprocessor for an 351 session, yvou must select etther a 4758-023 or a 4764 coprocessor.
2. You must navigate within this finction using the navigation keys provided. The browser Back key will not be operational for security reasons.

Figure 7-8 Cryptographics Coprocessor Configuration menu

The Cryptographic Coprocessor can be used to augment system

IBM offers a Cryptographic Coprocessor, which is available on a variety of system models.
Cryptographic Coprocessors contain hardware engines, which perform cryptographic
operations used by i5/0S application programs and i5/0S SSL transactions.

You can use a Cryptographic Coprocessor to implement a broad range of i5/0S-based
applications. Examples are applications for performing financial PIN transactions,
bank-to-clearing-house transactions, EMV transactions for integrated circuit (chip)-based
credit cards, and basic SET block processing. To do this, you or an applications provider must
write an application program using a security programming interface (SAPI) to access the
security services of your Cryptographic Coprocessor. The SAPI for the Cryptographic
Coprocessor conforms to the IBM Common Cryptographic Architecture (CCA). The SAPI is
contained in the CCA Cryptographic Service Provider (CCA CSP), which is delivered as
i5/0S Option 35.

To meet capacity and availability requirements, an application can control up to eight
coprocessors. The application must control access to individual coprocessors by using the
Cryptographic_Resource_Allocate (CSUACRA) and Cryptographic_Resource_Deallocate
(CSUACRD) CCA APIs.

» You can use a Cryptographic Coprocessor along with DCM to generate and store private
keys associated with SSL digital certificates. A Cryptographic Coprocessor provides a
performance assist enhancement by handling SSL private key processing during SSL
session establishment.

» When using multiple coprocessors, DCM configuration gives you the following options for
using hardware to generate and store the private key associated with a digital certificate.

» The private key is generated in hardware and stored (retained) in hardware. With this
option the private key never leaves the coprocessor, and thus the private key cannot be
used or shared with another coprocessor. This means that you and your application must
manage multiple private keys and certificates.
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Although the private key is generated in hardware, it can be stored in a keystore file. This
option allows a single private key to be shared among multiple coprocessors. A requirement
is that each coprocessor must share the same master key. You can use the clone master keys
page to set up your coprocessors to have the same master key. The private key is generated
in one of the coprocessors and is then saved in the keystore file, encrypted under the master
key of that coprocessor. Any coprocessor with an identical master key can use that private
key.

Note: For further information go to:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp?topic=/rzamv/
rzamvwhatnew.htm

7.1.6 Intrusion detection
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The term intrusion detection is used two ways in i5/0S documentation. In the first sense,
intrusion detection refers to the prevention and detection of security exposures. For example,
a hacker might be trying to break into the system using a user ID that is not valid, or an
inexperienced user with too much authority might be altering important objects in system
libraries. In the second sense, intrusion detection refers to the intrusion detection function that
uses policies to monitor suspicious traffic on the system.

The intrusion detection and prevention system (IDS) notifies you of attempts to hack into,
disrupt, or deny service to the system. IDS also monitors for potential extrusions, where your
system might be used as the source of the attack. These potential intrusions and extrusions
are logged as intrusion monitor audit records in the security audit journal and displayed as
intrusion events in the Intrusion Detection System graphical user interface (GUI). You can
configure IDS to prevent intrusions and extrusions from occurring.

Intrusion detection involves gathering information about attacks arriving over the TCP/IP
network. Intrusions encompass many undesirable activities, such as information theft and
denial of service attacks. The objective of an intrusion might be to acquire information that a
person is not authorized to have (information theft). The objective might be to cause a
business harm by rendering a network, system, or application unusable (denial of service), or
it might be to gain unauthorized use of a system as a means for further intrusions elsewhere.
Most intrusions follow a pattern of information gathering, attempted access, and then
destructive attacks. Some attacks can be detected and neutralized by the target system.
Other attacks cannot be effectively neutralized by the target system. Most of the attacks also
make use of spoofed packets, which are not easily traceable to their true origin. Many attacks
make use of unwitting accomplices, which are machines or networks that are used without
authorization to hide the identity of the attacker. For these reasons, a vital part of intrusion
detection is gathering information and detecting and preventing system attacks.
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As shown in Figure 7-9, the Intrusion Detection Management window has four functions,
which we discuss in the following sections.

Managernent - localhost

Intrusion detection allows vou to set up policies to notify vou of any netwark intrusions that are detected against your systern, The different types of polices can also notify
vou of possible intrusions or areas of concern that may need further review, As an example, if you're scanning for the nurmber of connections through a certain port and the
threshold is reached, you may need ta verify that the threshald was set correctly for the application ar environment,

~ = Intrusion detection notification status: Stopped | stas

\..@ Mote: Applies to all ensbled policies

~ "~ Intruszion detection systermn setup,

"
'\_ Manage intrusion detection systern properties such as yvour e-rnail addresses and meszage queue for notification,

~ = Manage intrusion detection policies

'\ Create and manage intruzsion detection polices for vour system,

~ 7=, Display intrusion detection events

"2/ Display the list of intrusion detection euvents that havs been sent based on your intrusion detection policies.

Close
Figure 7-9 Intrusion Detection Management

Intrusion Detection System Setup

IDS is a notification system. You can optionally configure IDS to send real-time intrusion
notifications to a message queue and to specific e-mail addresses. That way, you can alert
systems administrators about specific types of intrusions and extrusions so that they can take
actions to stop further intrusions from occurring. You can enable or disable IDS e-mail and
message notification per policy. See Figure 7-10.

IDS Properties - TocalF . .

#* Notification

1CMP [Jsend message notifications
& (5]
3

Where to send e-mail notifications

I:‘E-mail addrass 1t | |

DE-mail addrezs 2: | |

[JE-rnail address 3: | |

Figure 7-10 Intrusion detection setup properties
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In the IDS Properties page, select the Notification tab. To send intrusion messages to a
message queue, select the Send message notifications check box and specify the name of
the message queue and library. (If the check box remains cleared, IDS does not send
notifications to a message queue.) To send intrusion messages to an e-mail address, select
the E-mail address check box and enter the e-mail address. You can send intrusion
messages to up to three e-mail addresses. (If the check box remains cleared, IDS does not
send notifications to an e-mail address.) To allow Internet Control Message Protocol (ICMP)
redirect messages, click the ICMP tab and select the check box. (If the check box remains
cleared, IDS does not notify you of ICMP redirect messages.) See Figure 7-11.

Hotification

ICMP Allow Internet Control Message Protocal (ICMP) and ICMPué redirect messages

Figure 7-11 Internet control message protocol allowed

ICMP redirect messages are used to inform a host of a more optimal route to a destination.
However, a hacker could send an ICMP redirect message to a host to have future traffic
directed to the hacker's system.

Note: You must have *ALLOBJ and *IOSYSCFG authority to be able to display or change
the IDS properties. To use IDS e-mail notification, System i SMTP must be configured and
running.

Manage intrusion detection policies

You can create a set of default intrusion detection policies that will monitor for all types of
intrusions or extrusions for the entire system. You can also create specific attack, scan, and
traffic regulation policies. See Figure 7-12.

ntruzion Detection Policies - localhos

Once all the policy changes have been made in the table, dick the OK button to apply the changes.

Intrusion Detection Motification: Stopped

Miew: All policies v Ga
Intrusion Detection Policies
Hel w2l | gl | | g --- Select Action --- | ¥ ﬂ «| Filter

Select | Mame o | Policy Type »~ | Status ~ | Local IP Addresses «~ | Local Ports ~ | Remote IP Addresses ~ | Rerote Ports » | Description

Mone
Total: 0 Filtered: 0 Displayed: 0 Selected: O
%] I
ﬂ Cancal

Figure 7-12 Intrusion Detection Policies

On the Intrusion Detection Policies page, select New from the Actions menu. The New
intrusion detection policy wizard is displayed.
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On the Select Policy to Create page, select Create a set of default intrusion detection
policies. (This function is disabled if the default policies already exist.) See Figure 7-13.

New Intrusion Detection Palicy

Welcome

welcorne to the Intrusion Detection palicy wizard!

Intrusion detection allaws you to set up policies to notify you of any intrusions that are detected
against your systern, The different types of policies can also notify vou of possible intruzions or areas
of concern that might need further review, Az an example, if you are scanning for the number of
connections through a certain port and the threzhold is reached, vyou rmay need to verify that the
threshold was set correctly for the application ar environrment, The policies can also be uszed to notify
wou if wour systemn is being used as the source of an attack,

To cancel at any time, click Cancel,

| Mext = | | Cancel |

Figure 7-13 New Intrusion Detection Policy

Follow the instructions in the wizard to create the policies. Click OK on the Intrusion detection
policies page to apply the changes. Now your system is ready to catch suspicious events
coming in through the TCP/IP network.

Instruction detection events

Note: You must have *ALLOBJ and *IOSYSCFG authority to work with intrusion detection
policy.

Use the Intrusion Detection System GUI to display a list of potential intrusion events as well
as detailed information about each event. If you are using System i Navigator, you also can
refresh the intrusion events at specified intervals. See Figure 7-14.

ntrusion Detection Events

Include all events since: | Edit...

Intrusion detection events:

ol gl @] T B --- select Actian --- [vlﬂ | Filter

Salect | Date and Tirme ~ | Type »~  Direction ~ | Local IP Address »~ | Local Port ~ | Remote IP Address ~ | Remote Port

Mone

Total: 0 Filtered: 0 Displayed: 0 Selected: 0

[(] I
Close

Figure 7-14 Intrusion Detection Events

By default, the Intrusion Detection Events page lists events that have occurred in the previous
24 hours. Perform any of the following tasks.

To refresh the intrusion detection events immediately, select Refresh Now from the Actions

menu. To refresh the intrusion detection events at intervals, select Timed Refresh from the

Actions menu. On the Timed Refresh page, check to turn on the timed refresh and enter the
time in minutes between refreshes.
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To display event details, select the event and select Details from the context or Actions menu.
You also can find these event details in the intrusion monitor audit record.

If the QAUDJRN is no configurated into the QSYS library before you active this function, the
panel shown in Figure 7-15 appears.

Intrusion Detection Error

errar continues, the following CL command can be used to display the intrusion detection audit records: DEPIRM JRN
[QSvS/ QAUDIRM] ENTTYRIIM

(K]

Figure 7-15 Intrusion Detection Error

0 Error occurred retrieving the intrusion detection events: CPF9201 - Object QAULIRN in library QSYE not found. . If the

To continue, click OK and you will see the window shown in Figure 7-14 on page 91.

7.2 Users and Groups page

The Users and Groups page displays a complete list of the users and groups configured on
the system. You can use this functional area to manage users and groups. Figure 7-16
illustrates the Welcome page for the Users and Groups function.

sers and Groups - Lp kchland.ibricormm © h N A N

i5/05 User Management allows you to manage your i5/08% users and groups,

"
Wysers

Allows you to ranage the users on your server, Wou can also view the list of user objects for the user,

find
% Users not in a Group

Allows you to rmanage any existing users that are not currently in 3 group,

"
M reste User

Allows you to create & new user,
o]
M change User
Allows you to change the properties of an exizting uzer

mGrouQs

Allows vou to manage any existing groups or create new anes,

e ste Sroup

Allows you to create & new group.

Show All Uzer Managernent Tasks

Close

Figure 7-16 Users and Groups
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7.2.1 Users

As shown in Figure 7-16 on page 92, the first option, Users, allows you to manage the users

on your system as well as view the list of user objects for each user. You can also create a
new user based on a specific user profile, delete a user profile, send a message to a user,

view printer output, and so on. Figure 7-17 shows you the specific tasks mentioned.

Refresh | Group member: Mo
=] (2] [ 7] (2] 2

Dezcription  ~

f Qtmhhtpl®]l HTTP Server

CGI User Profile

f QtmbhttpE] HTTP Server

User Profile

ALLOW REMOTE
LPR
REQUESTERS

Test Request
User Profile

Work Station
User

_& GQyermncimorm| IBM-supplied

& Vi< Y

<] Page 5 of 5

User Profile

IBM-supplied
User Profile

Deleta. .,

Send Meszage...

Select | Marne ~
O
O
@ “tmpelpdil
I f CQrtstrgs[e]
0§ ouserkl
[ f§ 9wsericel]
a
[ @ “vpsiswrl
v
0§ walchil

--- Select Ackion ---

[v] o]

Privilege Class & | | Previous Sign-On  ~ Storage Used (KB) ~

User

User

User

User

User

User

Application Adrninistration

Mew

Froperties

»

Aug 14, 2009
11:09:49 AM

Aug 14, 2009
11:09:49 AM

Aug 14, 2009
11:09:49 AM

Aug 14, 2009
11:09:49 AM

Aug 14, 2009
11:09:49 AM

Aug 14, 2009
11:09:49 AM

Aug 14, 2009
11:09:49 AM

Aug 14, 2009
11:09:49 AM

e outout |

Jobs
Server Jabs
Messages

Owned Chjeds »

The infarmation in this It 15 & minutes old, Press the R

fresh button to update.

27940

1z

1z

3252

1z

iiz08

1482

9:134:04 14501096

elected: 1

Figure 7-17 Users tasks

As shown in Figure 7-17, when you select a user, a drop-down list appears showing you

several available tasks.
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If you select New from this list, as shown in Figure 7-18, you can create a new user ID based
on the ID previously selected. You are copying the same characteristics from the selected
user ID to the new ID.

land.ibrm. cormn
Refrezh | Group member: o
oL F 2 T --- Select Action --- S
Selact J Mame A] Description AJ Privilege Class AJ Previous Sign-on AJ Storage Used (KB1 ~
| _ﬁ_ Rtbuild =] User Profile for SBEP Builder Security officer Aug 13, 2009 12
RTEUILD 11:30:29 AM
I_ _& Ruatkins[®] Ryan Watkins Security officar Jun 22, 2009 24
1:08:07 PM
I_ _& Tirnrnr®] Security Officer Security officer Jul 29, 2009 1:56:47 128560
P
| _ﬁ_ Tlk 2] Tirn Kramer 253-2938 Security officer Aug S, 2009 1:40:26 1z
[=1]
Mo villaloce]  ser objacts » Security officer Aug 13, 2009 176
11:49:16 AM
- Delate...
I_ i1 Wangnan Security officer Jun 1, 2009 1z
Send Message... 12:41:49 AM
Application Administration )
<] Page & af & 21 Disrlauad slected: 2
User(Bazed onl...
Properties
Close

Figure 7-18 New user

After that, you see the window shown in Figure 7-19.

Hew User Bazed On ¥illaloc - Ctedbrmad. rehland. ibrn. corm

User

Marne:

Description: |

- __ N
Class: Security officer b
Enable for processing

Passvrord

Password! | sze user name w

riust change word at next s an

Additional user settings

AnA [o} q
®croun: Mpersonal Cagabilities %Jobs ﬁEﬁNetworks

Add Cancel

Figure 7-19 New user based on existing user

7.2.2 Users not in a Group task

The Users not in a Group task has the same basic function as the Users task previously
described. This option shows only the user IDs that are not in a group.
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7.2.3 Create user

The Create User task allows you create a new user ID. You have the option to create a new

user ID based on an existing ID. See Figure 7-20.

Mew User - Ctedbrnod.rehland.ibrncom

User
Marne: I—
Description: |
Class: |Llser [il
[#]Enable for processing
Password
Password: | Use user narme [i]

User must change password at next sign-on

Additional user settings

o ~ 3
croups MPpersonal Canabilities l%qul:\s ﬁanetworks

Add Cancel

Figure 7-20 Creating a new user

You must complete the fields to create the user ID.

7.2.4 Change user

The Change User task allows you to change characteristics of the selected user ID, as shown

in Figure 7-21.

User Information

Please provide the user information for your taszk:

Browse.., I

Uzer name: |ui||a|od

ﬂ Cancel

Figure 7-21 Change selected user
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After you enter the name of the user ID to change, click the OK button. A page like that shown
in Figure 7-22 will appear.

Willaloc Properties - Ctcdbmod. rchland.brn, com

General User

Description: |user description

Class: | Security officer [il

Enable for processing

Password

Password:

User must change password 2t next sign-on

Sign-on

Pravious sign-on: Aug 14, 2009 12:11 PM
Sign-on attempts not valid: O

Additional user settings

A o] q
WWcoups Mpersonal Ca ahbilities l%:’qul:\s ElilE'l‘{et\.\lc\rks

Cancel

Figure 7-22 User properties

You can change more specific characteristics by selecting the options in the Additional user
settings section.

7.2.5 Groups
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The Groups task allows you see the groups configurated on the system, as shown in
Figure 7-23.

rchland. ibrm.carm

Refrezh

Ty |12 (22 | £l 2] T --- Salect Action --- [+ G
I Select | Mame AJ Description A] Privilege Class I\J Murnber of Mermbers
v #86 Mdsnzws/e] QOpen Security officar

Page 1 of 1

Cloze

Directory Objects
Al Ohjects

Delete..,

Application Adrninistration
Mew ]
Properties

Figure 7-23 Groups
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When you select a group (as in Figure 7-23 on page 96) and expand is menu, you can select
several options for the group. Figure 7-24 shows that you can create a new user as a member
of the selected group, as well as create a new group based on the selected group. For further
information about user ID creation, see 7.2.3, “Create user” on page 95.

el w2 F 2| [T --- Select Action --- VI Go
Select | Mame AJ Description ~ | Privilege Class ~ | Mumber of Mermbers
,7 0 Mdznews ®| Open Security officar
@IBMUS
Group Objects »
Page 1 of 1 Dalete 11 Displayed: 1 Selected: 1
Application Adrministration

Close
Praperties Group [Based anl...

Figure 7-24 New User and Group

You can also select the drop-down list to see additional options, as shown in Figure 7-25.

rchland. ibrn, corn

eI E Il =1 B --- Salact Action --- wv||aa
--- Seled Adion ---
Select | Mame AJ Description Open bers
e Group Objecs > Qwned Objects = Library Ohjects
4 @ Mdsneus 2] |g1a':k Dd /R Group Objecs > Qwned Objects > Directory Objects
chrogdarnog Group Ohjects = Owned Objects = all Objects
Delete..,
P 1afi Total:
22 = . o= Application Adrninistration
Mew = Usear...
Clase Meaw = Group [Based anl.,
Properties
Columns..
Include...

Mew = Group...
Shaw find toalbar
--- Table Actions -—-
Select All
Deselect All

Show Filter Row
Clear All Filkers
Edit Saort

Clear All Sorts
Collapse Table
Restare Defaults

Figure 7-25 Additional options

7.2.6 Create Group task

The Create Group task allows you create a new group, as shown in Figure 7-26.

Base the new group on an existing group?
@ Ma
O es
Baze group: Browse..,

Cancel

Figure 7-26 Create a new group
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You will be asked whether the new group should be based on an existing group, as shown in
Figure 7-26 on page 97. The default option is No. Click OK and the next window appears

(Figure 7-27).

Group information
Marne: *TEST
Description: [Graup of Testing
Users
All uzers: Selected users:
el el | gl 2l | - Select Action --- | %] | Go g el lwpl | gl 2| T - Select Action - [v] |Ge
} . }
Select | Mame -~ | Privilege Class ~ | Description ~ Select | Marme =~ | Privilege Class ~ | Description
D Quser Uszer ‘Wark station user Mone
D Quwservice User Rernove << Total: 0 Filtered: 0 Displayed: 0
D GQyecrmcimaon User Ibm-supplied uszer profile
D Qypsjsvr User Ibm-supplied uszer profile
|Vi||a|0c Security officer User description |
D walch Security officer Brian walker 3-4350
<] Page 9 af 3 el Go Total: 70 Filtered: 70 Displayed: &
Additional group settings
Cagabilities '!IEE'Networks

Figure 7-27 Creating a new group

As shown in Figure 7-27, when you create a new group, a list of user IDs appears. You can
select user IDs and add them to your new group by clicking Add. The added user IDs will be
moved to the Selected users list, as shown in Figure 7-28.

Group information

Marne: *TEST

Description: [Graup of Testing

Users

All uzers: Selected users:

Sl F @ [T | [ selact action --- |w|[g] e w0 | § @ 7| | [ selact Action |

Select | Mame -~ | Privilege Class ~  Description Select | Mame -~ | Privilege Class ~ | Description

D Quser User Work station user Villaloc Security officer User description

F Quservice User Remove << Page 1 of 1 Total: 1 Filtered: 1 Displayed: 1
D Cycrnciman User Ibm-supplied uzer profile

D Qypsjsvr User Ibrm-supplied uzer profile

Yillaloc Security officer User description |

D walch Security officer Brian walker 3-43580
Q Page 9 of 9 E] Go Total: 70 Filtered: 70 Displayed: &

Additional group settings

Cagabilities '!IEE'Networks

ﬂ Cancel
Figure 7-28 Adding user to group
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When you finish adding users, click Add at the bottom of the window. A confirmation window
will be displayed, as shown in Figure 7-29.

Systern i Mavigator Tazks on the Web

Graup Test created,
oK
Figure 7-29 New group created
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Database and journal
management

This chapter describes the database and journal tasks that you can access using the IBM
Systems Director Navigator for i. This chapter discusses the following topics:

v

Working with and creation of objects in a database schema
Working with and changing database settings

Creation of and working with database monitors

Working with journals

vYvyy
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8.1 Working with database tasks

IBM Systems Director Navigator for i has a new Web interface compared to System i
Navigator. This chapter provides an overview of links to the most commonly used tasks
available in the database section of the Systems Director Navigator, as shown in Figure 8-1.

IBM Systems Director Navigator for i5/08”

View: | All tasks [+ ] | J Datzbases x\

Welcome morten

Welcame

My Startup Pages

System

Basic Cperations

Woaork Management

Configuration and Service
Metwork

Integrated Server Adminiztration
Security

Users and Groups
Database
Journal gement

Perfarman Databases

File Syste
Internet Configurations

Backup, Recovery and Media Services

Settings

Ctedbrmiod, rehland. ibrm,comn

iS¢ 0% Databases allows you to manage your databases,

Current database: S10db41e Current scherma: Martenlib

hDatabases

Displays a list of the databases on the systermn from which you can perform all database tasks,

II Cbjects
Allows you to work with all databasze objects for a specific database and zcherma.

mjTables

Allows you to work with the database tables for 2 specific databasze and zchera,
@\Iiews

Allows you to work with database views for a specific database and schema,
ﬂ’\llndexes

Allows you to work with database indexes for a specific database and schema,

%Pen‘ormance Monitors

Allows you ta monitor the peforrmmance of 2 specific databasze.

EHealth Center

Allows you to monitor the current health of a specific database,

Set Database / Schema to Use with Databaze Taszks

Show All Database Tasks

Close

Figure 8-1 Database tasks in System Director Navigator
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Figure 8-1 shows you some of the database tasks. You will find additional tasks when you

click Show All Database Tasks, as shown in Figure 8-2.

J Datzbases X

Welcome morten

S Mavigator Ta

Taszks
Taszks
¥ Database
ohjects
Actionsﬂ

Health and
Performance

Page 1 of 1

Cancel

=]

Total: 4 Displayed: 4

Figure 8-2 Show all database tasks
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You can expand the menu items by clicking the arrow to the right of the task name, as shown
in Figure 8-3.

Tasks
Tashks
¥ Database
Objecks
Actions B

Health and
Performance

Page 1 of 1

Cancel

Craate SQL Performance Monitor

Health Center

Index Advizor

Export Data
Import Data
Prefarances
gelect Schema
Table Indexes

Table Partitions

jecks
Constraints
Databases

Distinct Typesz
Functions

Indexes

Journal Receivers
Journals

Procedures

SGL Packages
Schemas
Sequences

Tables

Triggers

Yiews

Craate Alias

Create Distinct Type
Craate Inde:x
Create Schema
Create Sequence

Craate Table

Figure 8-3 Overview of database tasks

In the following sections we will go through some of the different tasks that you can perform

with IBM Systems Director Navigator for i.
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8.2 Select which schemas to work with

104

When you work with the Systems Director Navigator, you should set the library that you work
with. The default library is QUSRSYS, and unless you are using this library, you can select to

set the library here in Figure 8-4.

IBM Systems Director Navigator for i5/0S*

J . Databaszes X\

Welcome morten

Databases - Ctedbmod. rehland.ibrn,com

i5/05 Databazes allows you to manage your databaszes,

Current databasze: 510db4ie Current schema: GQusrsys

hDatabases

Dizplays a list of the databases on the system from which you can paerform all databaze tasks,
II Chjeds

Allows you to work with all database cbjects for 2 specific database and schema,

lIDTabIes

Allows you to work with the database tables for a specific database and schema.
@\Jiews
Allows you to work with databasze views for a specific database and schera,

ﬂ’ilndexes

Allows you to work with databaze indexes for a spacific databasze and scherma,

EF‘Er‘Fn:nrl'nance Monitors

Allows you to monitar the performance of a specific databasze,

@Health Center

Allows you to monitor the current health of 3 specific databasze,

‘mmm|

E Show All Database Tasks

Close

Figure 8-4 Select database/schema to use with database tasks
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You can set the current library as shown in Figure 8-5. You can select your database from the
system. By default, the local database will be selected, and this will in many cases be the only
one on your system. You can take a look at other databases by clicking Browse to the right of
the Database field. For the schema you can type in the schema that you want to work with or
you can simply browse all available schemas for the database by clicking Browse to the right
of the schema name. After selecting your database and schema click OK.

IBM Systems Director Navigator for i5/0S " Welcome morten

J . Databases x\

Set Parameters for Database Tasks

Database parameters

Specfy the databaze and scherna to be used for the database tasks,

Database: 510dbdie Browse..
Scherma: rrortenlib Browse...

QK Cancel B

Figure 8-5 Set database/schema to use with database tasks

After setting the library you are ready to work with the different tasks shown in Figure 8-4 on
page 104.

A number of functions are under the Databases task, as you can see in Figure 8-6.

Databases - Ctedbmod. rehland.ibrm,com 4 - - -
ol =] B2 (2] (2 --- Select Adtion --- |+ || @o
i5/0% Databases allows you to manage your databases,
Select Marne A Type A | Status A Text
Current databasze: 510db41le 2rna: Mortenlib | mh s10db4le | Lacal Available Entry added by sysherm
|_ % Ceionl ale Rernote Unknown

hm |_ % Ctcte st Fermote Unknown
Dizplays a list of the databases an the system frorm which wou can perfr == = ===z -=n oo -

. L i i 2 il ;ﬁ CrowebSd e Remote  Unknown
& jects

II Objec
Allows you to work with all database objects for a specific database and schema,

m --- Select Action ---
Tables S¢L Details for Jobs,.,
Allows you to work with the databasze tables for a specific database and =chema. Statiztic Requests

Preferances...

@Views Sart,

Columnz...

Allows you to work with database views for a specific database and schema,

Change Query Attributes Show find toolbar

;\'I”dei Health Center — Table Actions —
Allows you to work with database indexes for a specific database and schera, Index Advizor Select All
Deselec All

Show Filter Row
Clear All Filters
Edit Saort

Clear All Sorts
Collapse Table
Restore Defaults

4
%Peﬁ’ormance Monitors SQL Plan Cache b
Properties

Allows you to monitor the performance of a specific database,

@Health Center

Allows you to rmonitor the current health of 2 specific database,

Set Database / Schema to Use with Database Tasks |

Show All Databaze Tasks |

Close

Propertias

Clear All Advized Indexes...

Condenze Advized Indexes

Prune Advized Indexes

Figure 8-6 Expansion of the Databases menu item
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Here you can work with a list of databases on the system. You can have a local database and
a number of remote databases. For the local database, you can click Open and see further
options and functions, as shown in Figure 8-7.

Ctedbmiod. rehland. ibrn.com

Refrezh
el g 2l | --- Gelect Actian --- v || @0
Salack Marne A | Type A | Status A~ | Text
[ h 510db41e/e] ded by system
[ »ﬁ Cteioolal®] Change Query Attributes
[ % Ctotest®] Health Center
r % Ctowebs4[] Index Advizor
SQL Plan Cache ]
Page 1 of 1 i Filtered\ 4 Displayed: 4 Selected: 0
Froperties
Claze

Refresh | Database: S10dbdie

Wi | g2l | --- Select Action - [v]] aa
Salack Marne A | Text
r @ Schermas[®] wiark with DB2 for i5/0S objeds,

Database ] wark with Database Mavigator maps.
Mavigator Maps

SqQL wiark with 5L performance manitors.
Performance ]

Monitors
[ E]! 55L Plan Cachel® wark with SQL plan cache snapshots and event monitars,

Q‘_ﬁ'\ Transactions[®] wark with transactions.

Page 1 of 1 Total: 5 Filtered: 5 Displayed: 5 Selected: 0

Figure 8-7 Database open gives you some good functionality

Here you can:

» Work with and drill down to the libraries in your library list. The list is initially your library
list, but then can be whatever the user wants to have for his list by managing it with select
schemas to display.

» Show an overview over existing database navigator maps.

» Show SQL statements from the plan cache.

» View global and database transactions.

For the rest of the options on the main database page (shown in Figure 8-6 on page 105), a
number of options are available on the database system level, such as:

Change Query Attributes
Health Center

Index Advisor

SQL Plan Cache
Properties

vyvyyvyyy

For the menu items All Objects, Tables, Views, and Indexes, you will work with the library that
you have chosen by setting the database and schema to work with. Here you have a number
of options. If you choose the All Objects menu you will see all the objects in the library and all
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the drop-down menus will be different, depending on the object type. When you choose the
Tables menu item, you will have a number of different options in your menus, as shown in
Figure 8-8.

Databases - Ctedbrmed, rehland.ibm. com ™ Tables - ctedbmad.rehland.ibm.com
iS/0% Databaszes allows you to manage your databases, Refresh | Database: S10dbdle Schema: mortenlib
Current database: S10db4le Current schema: Mortenlib EaNER NN E N - Select Adion -—- ][ ge
h Select | SQL Mame ~ | Pattitionad ~ | Owner ~ | Last Changed A | ShortHame
Cstsbases
B
Displays a list of the databases an the system fram which you can perform all database tasks [ D AcTh i R [iTs08/05 8T
B objeet [ [3 cL_scHEDR Mo MORTEM  13/08/09 CL_SCHED
16:06:38
Allows you to work with all dstabase objects for a specific datsbase and schema.
[T [0 cePARTMENTEE] Mo MORTEN  13/08/0% DEPARTMENT
Erapie: A 16106138
Allows you to work with the database tables for a specific database and schema, [ [ emp_pHoTOR No MORTEN Efggfsi EMP_PHOTOC
Boico: [ [0 EMP_RESUMERE] Mo MORTEM  13/08/09 EMP_RESUME
Allows you to work with database views for a specific d 16:06: 95
[ OO empLoveels] Mo MORTEM  13/08/09 EMPLOYEE
“"'Ir\dei Definition PP
Allaws you ta work with databsse indexes for & specific| Generate SQL...
Index Advisar »
BB erformance Monitors N e
Lack Halders Reorganize...
#llows you to monitar the performance of a specific dat]
Locked Rows
@7%&% Center Permissions --- Select Adiion ---
#llows you to monitor the current health of a specdfic d Reset Usage Counts... Generate SOL...
Show Indexes
Show Indexes Claar All Advizad Indexas... Show Materialized Query Tables
Set Database / Schema to Use with|  Show Materizlized Query Tables G eEmEa fhisad) Tt o
Show All Database Ta| Show Related — Haw > Table
Statistic Data Alias Haw > Materizlized Query Table
[ glose | tndex A
Comments... Shew find toalbar

Delate... Extarnal — Tabfe Actions —
Select All
Renarne... Desalact all

Shaw Filtar Raw
Claar All Filters
Mew 4 Edit Sart
Description Clear All Sorts
Collapse Table
Restore Defaults

Journaling

Figure 8-8 Expansion of the Tables menu item

There are a number of options for the objects in the schema, including:

Work with all objects in a schema.

Work with aliases in a schema.

Work with constraints in a schema.
Work with distinct types in a schema.
Work with functions in a schema.

Work with indexes in a schema.

Work with journals in a schema.

Work with journal receivers in a schema.
Work with SQL procedures in a schema.
Work with sequences in a schema.
Work with SQL packages in a schema.
Work with tables in a schema.

Work with triggers in a schema.

Work with views in a schema.

YVYVYYYVYYVYYVYVYVYVYYVYY

You can also create different objects in the schema, including:

Create table.
Create alias.
Create distinct type.
Create index.
Create schema.
Create sequence.

vVvyvyvYyYYvyy
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You can also maintain data and transfer data. This is done under the following tasks:

» Reorganize table.
» Import data into a table from a text file.
» Export data from a table or view to a text file.

Table creation
Here we will provide an example of creating a table. You can start from the main database
menu and select tables, as shown in Figure 8-9.

Ctcdbrnod. rechland.ibm. com

i5/08 Databases allovs you ta manage your databases,

Currert dstabase: 510db4le  Current scherna: Martenlib Databases ¥ | Tables "\

Bipstabases

Displays 2 list of the databases on the system frarn which you can perform all database tasks.

Elat objects Refresh | Databaze: 510dbals Schemna: mortenlib
Allows you to work with all database objects fedStabase and schema,
wi| [ - v
1IN i =2 | F 2 E--- Selact Action i ][ @0

rnod.rchland.ibm. com

Clear Al Filters
| Edit Sort YEE
Clzar all Sarts

IEHealth Center
allows you to monitor the currant health of a specific database, [ EMPLOYEER]

| Collaps= Table
Restore Defaults
e

W --- Select Action ---
Allows'_pu to work with the database tsbles for a specific database and schema. Selact | SQL Name ~ | Partitioned  ~ | Generate SQL... Hame
show Indexes
B [ [ acTkl No | Show Materialized Guery Tables
Sort.,
Allows you to work with database views for a specdfic database and schema s Mo ‘ A D
A Mew = Table
Indexes 5 Mew > Materisleld Quary Table%
Allaws you to work with datsbase indexes for & specfic database and schema, 1 |EH DERARTHENTIEI T Ho ‘ i THMENT
olbar
B formance Monitars [ B3 emp_pHOTORl Mo e Acrions — HOTO
Allows you to monitar the performance of a specific database. Deseledt All
[T [0 emp_resumeR]  mo | ahow Filter Riow ESUME
O
O

[ EMPoWAE]

Set Database / Schera to Use with Database Tasks |

Show All Database Tasks |

Table - Teble name: [Mynevtablehd
Columns Schemat MORTENLIE ][ ao

System table name: | Systern-genarated  [w || Go

Record format name: | gysterm-generated [ v || Go

check Constraints
Partitioning

[Mwalatile data

Text: [

k- [---"Saiact Action --- Lw| [ &o m

select | Column Mame | Short Mame | Data Type | Length | Mullable | Imnplicitly Hidder

r KEY Systern- INTEGER Mo
generated

r DESCRIPTION Systern- WARCHAR 1000 Yes
generated

|— TIME Systemn- TIMESTAMP Mo Browse..
generated

<] I [’]

Figure 8-9 Creation of table
Then select New & Table in the pull-down menu and click Go. Still in the page shown in

Figure 8-9, then select a table name and description on the Table tab. On the Columns tab,
enter the columns for the table.
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Mew Table - Loc:

Next go to the Key Constraints tab and enter primary key information if you want that for your
table, as shown in Figure 8-10.

Odbdie)

Table

Colurmns

Key Constraints

Forgign Key Constraints

Check Constraints

Partitioning

Constraint name:

Constraint type

z10db41e)

System-generated

(] [(ao ]

(&) Unigue key

(O Primary key

Awailable columns:

Selected columns:

k: --- Select Action --- [ %] | & k: -~ Select Action -~ ] [ &o —
gelect | Columnn Mame | Short Mame | Data Type | Length | Nullable | Irnplicitly Hidder Select | Column Marme | Short Mame | Data Type | Length | Mullable | Irnplicitly Hidder
[T DESCRIPTION  Systern- WARCHAR 1000 Yes WV |kev System- INTEGER | Mo
generated R - generated |
emoue <= R
- TmMEe System- TIMESTAMP Mo
o <] M =] 2
< I 1l >
Text: [

=

Teble | k: --- Select Action --- (| [ [@ot
Columns
select | Mame Type | Key Columns | Text
Key Constraints
[ BF system-  Unique KEY
Eoreian Key Constraints generated key

iheck Constraints

Partitioning

Figure 8-10

8.3 Ge

Table creation: more options

You can continue adding the needed parameters for your table. When finished, finalize by
clicking OK on the lower right side of the page and your new table is created.

nerate SQL for objects

One useful feature for working with database objects is being able to construct the SQL that
was used to create existing database objects.

Chapter 8. Database and journal management 109



110

You can generate SQL for most database objects regardless of whether they have been
created by SQL or by native objects via DDS. Additionally, if you generate SQL for a table that
has constraints or triggers associated with it, the SQL is generated for those constraints or
triggers as well. You can generate SQL for one object or many objects at a time. To generate
SQL for an object, click the small double arrow icon to the right of the object so that you see
the pop-up menu. Here you can select Generate SQL, as shown in Figure 8-11.

BM Systems Director Navigator for i5/08 "

Databazez Al Objects x\

Welcome morten

dbrmod. rchland. ibm, com

Refrezh | Database: S10db4le Schema: mortenlib

b= N A =Tk --- Select Action ---
Select SQL Mame A~ | Type Es
A #Prouz[E Index
& wProuacifE Index
@ QE0IRME] Jaurnal
e @sqrNoo01[] Journal
Receivar
EEl @sqrnonozle] Journal
Feceiver
= G_MORTENLIE_ACT_ACTHGC_00001 %] Primary
Key

Constraint

= C_MORTEMLIB_DEPARTMENT_DEPTHC_00001[®] Prirmary
Key
Constraint

[ @ Q_MORTEMLIB_EMP_PHOTO_EMPMO_00001(E]  Prirnary
ey
Conztraint
[ @ Q_MORTEMLIB_EMP_RESUME_EMPNC_00001[®]  Prirnary
key
Conzstraint
1 e Q_MO Data » Frimaty
Definition ey
_ﬁ“mi”t
MO rirnar
|— B Index Aduisor [ ey v
Lock Holders (Constraint
[ @= QMO Locked Rows Primary
e ey
FPerrnizsions lconstraint
r m ATl Fezet Usage Counts... Table
Shaow Indexes
[F] [ <L _s5g Table
Show Materialized Query Tables
] EH CEPAR Show Related Jreble
<] |[Page 4 of & Statistic Data
Comments...,
Close Delete..,
Rename...
Journaling
Mew 3

12 Filtered: 112 Displayed: 15 Selected: O

lv || @o |
Owner  ~ | Text
MORTEN
MORTEN
MORTEM COLLECTION - created by SOL

MORTEN COLLECTION - created by SQL

MORTEM COLLECTION - created by SQL

MORTEN
MORTEN

MORTEMN

Figure 8-11 Generate SQL for an object
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Then a new window will appear with additional instructions about how you want the SQL to be

generated. On the first tab called Output you

can choose between having the source

generated in a file or just showing the SQL source in your browser (Figure 8-12). If you
choose Write to file, the SQL source will be written to the specified file. You can also select to

add the source to an existing file by checking the Append box.

IBM Systems Director Navigator for i5/0S”

Welcome morten

Databases All Objects x\

1 P R TITH T N

[+ | ao |

¢ Page 4 of 8 [

Close

10db41e)

S3L will be generated for the following abjects:

Total: 112 Filtered: 112 Displayed: 15

tams e e

Selected: 1

E --- Select Action - [ % || @Go
Select | Name Schema Tepe | Text
[T OO ACT MORTEMLIE Table
Dutput {Cishow sqL
Options (3) Write o filz
Format | Filz type: Database source file | % Go
Scherna: Use entry from below | % || Go

File narme:
Partition:

¥ append

Figure 8-12 Generate SQL: output options

When you choose to just Show SQL in the browser, the output file options cannot be logically

edited, as shown in Figure 8-13.

L - Lacalk 0db41e)

S3L will be generated far the following objects:

I --- gelect action --- [ || Go
Select Marme Schema Type | Text

[ [0 ACT MORTEMLIE Table

Output {3l show sqL
Zptions O Write to file
Farmat File type:
Scherma: |
File name: l—
Fartition: l—
Append

Figure 8-13 Generate SQL: output to browser
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Under the Options tab, you can select to have additional details for the SQL that you want to
generate, like if you want to include triggers and constraints for a table for instance. You can

also specify whether you want to include the SQL statement for dropping the object before it
is generated. In Figure 8-14 you an see that we choose to include as much as possible in the
generation.

S3L will be generated far the follawing objecks:

T --- Select Action --- (%] [ Go
Select Marne Scherma Type | Text

[ [ ACT MORTEMLIE Table

| Standards option

Cutput
Dptions () ANSIf IS0
Forrnat | () DB2Z family

Extensions
[¥] enerate labels
Format statements for readability
[l 1ndude infarmational messages

Include drop statements

iInclude object short names

I:l Do not generate constraints ar triggers for selected tables

Figure 8-14 Generate SQL options

Under the Format tab, you can select SQL or system naming format, as well as time and date
format, as shown in Figure 8-15.

;0L -\LoealhostiSi0dbddle]

S3L will b2 generated far the follawing objecks:

T --- Select Action --- (][ Go
Select Mare Scherma Type | Text

[ [ ACT MORTEMLIE Table

Walues used to format the SQL statermnents:
Cutp
L utput ) )
|_o I Marning convention: SoL(FEQL) [v]
E— Decimal separator: . (periad) [v]
Time
Forrmat: hh.rirn, g2 (FISO) [V] Go
Separator:
Drate
Forrmatt | yyyu-rmm-dd (*150) (v || Go
Separator:

Figure 8-15 Generate SQL: format options
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When you want to want to generate the SQL with the options that you have chosen, click
Generate on the right side of the window. You will then have a text box in your browser with
the generated SQL, as shown in Figure 8-16.

5L staternents:

-- Generate S0L
- Wersion: WERLIMO 020215

-- Generated on: 08/19/09 15:50:03
- Relational Databasze: S10CE41E
Standards Option: DBZ iS/05

DROP TABLE MORTEMLIBACT

CREATE TABLE MORTEMLIB.ACT [
ACTHO SMALLINT MoT NULL ,
ACTKWD CHAR(E) COSID 27 MOT MULL ,
ACTDESC WARCHAR(ZO) COSID 27 MOT MULL ,
COMSTRAINT
MORTEMLIB.G_MORTEMLIB_ACT _ACTMO_00001 PRIMARY
KEYT ACTHG 1]
;

Close
Figure 8-16 Example of generated SQL

This example only covers a simple table, but you can choose more tables and objects where
you want to generate your SQL. When you generate it to the browser, you can copy and paste
it from there to any editor or SQL interface depending of your purpose.

8.4 Change query attributes

The change query attributes (CHGQRYA) command specifies attributes for database queries
and database file keyed access path builds, rebuilds, and maintenance that is run in a job.
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You can change the query attributes for the jobs running on your system by selecting Change
Query Attributes from the arrow button to the right of the local database name, as shown in
Figure 8-17.

Ctedbrod. rehland.ibm, cam

Refresh

Hyom o Flo@ T --- Select Action - v || Ga

Select Marne | Tupe A Btatus A Text s
] h s10db41elel Entry added by
system
O Ctein01ale]
’% 5] Health Center
=
[ 'ﬁ Gmas Index Advisor
] “ﬁ ChewebS4[E] SQL Plan Cache [ ]
Page 1 of 1 Properties d: 4 Selected: 0

Close
Figure 8-17 Change Query Attributes

This opens the window (Figure 8-18) where you can select which jobs to modify by clicking
Add in the upper right corner.

You also have different options for the other query attributes, such as:

» Query processing time limit
» Query temporary storage limit
» Parallel processing degree Processing option

Attributes - Loca

Selected jobs

Add...
Fl 2 | --- Select Action - [ % | @o
Select | Mame ~ | User ~ | Mumber ~ | Subsysterm «~ | Current User E
Mane
< I 1l | b
Attributes
Query processing time limit: 0 ¢ oothi - —
83 St ludenalld] o] Use current setting
| Mo rnaxirmurm
Query termnporary storage limit: i Use systern value
k3 P k3 a i |L|se currant setting Use entry from below
Parallel processing degree
Processing option: fUse current setting iv| Go
Murm ftasks: 2
D Use the gquery options file located in the following scherna
Schema:
_ Edit Cptions...
oK Cancel

Use current zetting
Mo raximumm
Use entry from belaw

{Use current setting

Use current setting

Mo parallel processing
1/ parallel processing
'Managed by the optimizer
Maximized by optirizer
Use systemn value

Specify number of tasks

Figure 8-18 Change of query options
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In Figure 8-18 on page 114 you can see the different query attributes that you can modify. You
can also choose to make use of the query options file.

The query options file (QAQQINI) support provides the ability to dynamically modify or
override the environment in which queries are executed. This can be modified through the
System Director Navigator interface. The query options file QAQQINI is used to set some
attributes used by the database manager.

For each query that is run the query option values are retrieved from the QAQQINI file in the
schema specified on the QRYOPTLIB parameter of the CHGQRYA CL command and used to
optimize or implement the query. This can also be modified through the System Director
Navigator interface.

In the window shown in Figure 8-18 on page 114 you can check the box to activate Use the
query options file located in the following schema. In this case you can either specify an
existing query options file by typing in the library where it exists or you can specify a library
where you want it created.

In the following example you can see how we create a new query options file in the schema
specified. You will be asked whether you want to create the new query option file, and then
you have a number of query options to choose from.

Note: Be aware of the required authority for the use of the query options file (Figure 8-19
on page 116). QAQQINI is shipped with a *PUBLIC *USE authority. This allows users to
view the query options file, but not change it. Because changing the values of the
QAQAQINI file can affect all queries that are run on the system if the change is done to the
file in the QUSRSYS, only the system or database administrator should have *CHANGE
authority to the QAQQINI query options file.
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Use the query aptians file lacated in the follawing scherma

Schema: MOR TENLIE ] Edit Opti
I 1ONS.,

Contents of MORTEN 2IMI - Localho odbd41e)

File [#] Rows [#] Help [#]

Query options!

@ O =

select | QQPARM QovAaL QOTEXT
[ |AF‘DLY_RE MOTE |*DE FALLT |Speciﬁes for database queries involving distributed filas, whethe
[ |DARALLE L_DEGREE |*DE FALLT |Speciﬁes the parallel proceszing option that can be used when v
[ |ASYN C_JOB_USAGE |*DE FALLT |Speciﬁes the circurrstances in which asynchronous (ternp writer
[ [quERY_TIME_LIMIT [*DEFAULT [Specifies a tirme lirrit for database queries allowed to be started
[ [ucF_TimE_ouT [*CEFALLT [Specifies the amount of tirme, in seconds, that the database will
[ |ME SSAGES_DEBUG |*DE FALLT |Speciﬁes whether query optirmizer debug rmessages that would n
[ |F‘ARAI’\'1ETE F_MARKER_COMWERSICON |*DE FALLT |For dymarric SQL queries, specifies whether or not to allow liter:
[ [oPEW_GCURSGR_THRESHOLD [*oEFALLT [specifies the threshald to start full close of pseuds closed curs:
[ [oPEW_CURSOGR_CLOSE_COUNT [*pEFALLT [Specifies the nurrber of cursars to full close when threshold is e
[ |OPTIMIZE_STATISTIC_LIMITATION |*DE FALLT |Speciﬁes lirritations on query optirnizer's statistics gathering O
[T [oPTIMIZATION_GoAL [*oEFALLT [Specifies the goal that the query optimizer should use when mak
[T |[FORCE_IOIN_CRDER [*cEFALLT [Specifies that the join of tables is to occur in the order specifies
] |COMMITME MT_COMTROL_LOCK_LIMIT |*DE FALLT |Speciﬁes the rnaxirum nurber of recards which can be locked t
[ [RECPTIMIZE_ACCESS_PLAN [*DEFAULT [For queries with 5 saved access plan, this option specifies to th
[ |SQLSTAN DARDE_MIKED_COMSTAMT |*DE FALULT |F0r SQL queries, this pararmeter specifies whether or not to allo
[ |SYSTE M_SCQL STATEMEMT_CACHE |*DE FALLT |Speciﬁes for dynarmic SQL queries that are not stored in an SQL
[ |IGN ORE_LIKE_REDUNDANT_SHIFTS |*DE FALLT |Speciﬁes whether redundart shift characters are ignored for DBEC
[ [sTar_dom [*DEFAULT [Specifies whether or not to enable EVI Star Join optimization, 2
[ |SQL_SUPPRE S5_WARMINGE |*DE FALLT |F0r SOL staterments, this parameter provides the ability to supp
[ |SQL_TRAN SLATE_ASCII_TO_JOB |*DE FAULT |'When using DRDA to connect to an i9/08 systern as the applic.

Figure 8-19 Creation of new query options file

The different query options are not covered in this book, but you can fine much more
information about the query options in the IBM i Information Center at:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp
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8.5 SQL Performance Monitor

The SQL Performance Monitor is one of the best ways to work with and analyze the queries

running on a System i. We look at how you can access the SQL performance monitor using
the System Director Navigator.

8.5.1 Create a new SQL Performance Monitor

Figure 8-20 shows a quick overview of how to start a database monitor collection. The steps
are:

1. In the navigation menu choose the Databases task, then choose Show All Database
Tasks on the main databases page.

'@ CTCDBMOD - IBM Systems Director Navigator for i5/0S - Mozilla Firefox
File Edit WView History Bookmarks Tools Help

@ ¥ C G £ htps: //etedbmod.rehland.ibm.com: 2005/Ibm fconsole/login.do?action =secure

IBM Systems Director Navigator fori5/08* Welcome morten Help | Logeut

View: |All tazks (v ] ‘ || Databases x\

elcome

My Startup Pages
B i5/0€ Managament

System

i5/05 Databases allows you to manage your databases,
Basic Qperations

wlork Managsment

Tasks
- Current dstabass: S10dbdie  Cuent schamat Mortenlib
Canfiguration and Gervics Tasks
Metwark
e By - Database
Integrated Server i
3 . . Objects|
ecurity Displays a list of the datsbases on the system fram which you can perform all database tasks,
Users and Grgfhs Actions[®]
Databases all Objects Health and )
Journal Management Allows you to work with all database objects for a specific database and schema. Performance
Perfarmance Page 1 of 1 = i
S Drables
ile Systems
R Allows you to work with the database tables for a specific database and schema, | Cancel | S
Backup, Recovery and Medis Services N
Sertings Bllows you to work with database views for 3 spedfic database and schema,
foindexes

Allows you to work with database indexes for 2 spacific database and schffna.
@Deﬁmmance Maonitors
[ Allows you to ronitor the perfarmance of 3 specfic database,
EHEa\th Center

Allows you to menitar the current health of 2 specific datgifase,

Set Database / Schema to UseMith Database Tasks

Show All Database Tasks

Close

Welcome to the System | Navigator SQU Parfermance Menitor wizard, This wizard will t

Please specify the falloving:

Harne: My rmonitor
Type: Detailed

Schema for data:

MORTENLIE v @

[ee]

mk# Cancal

https: ffctedbmod rchland.ibm com 2005/ibmfconsale/pa.do? pa=20390850108 rid=6f7d283d: 12351 36b9d6:-49208& pa=true
Figure 8-20 Start a database monitor collection

ctedbrmod.rehland. ibm .com: 2005 ()|

2. This brings you to the database tasks. Here you click the arrow button to the right of the
Health and Performance menu item.

3. Select name, library, and description for your collection, then click Next.
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4. On the page shown, you can do your filtering to reduce your collection. You have many
choices for the filtering, as shown in Figure 8-21.

To limit the amount of data collected, specify which filters to use, When filters are provided, only statements that match the spedified filker values will be captured,

If you would like to limit the amount of data collected specify which filters to use:

[ Minimum estimated query runtime: ]

[Otinirmumn estimated ternporary storage: |0 |

[l1ob narme:

[ick user:

[ current user:

Oclient location: 1

[Diocal part: Usa entry fram below

[Jquery Gavernor limits: #lways collect information when exceeded

[ staternents that access these objects: | schama I Mame P S |

Fiermove

| || E—

Activity to monitor

(&) Only collect monitor output for user activity

(O Collect monitar output for user and system activity

| <pack |%\ Finish J| Cancal |

Figure 8-21 Filter the database monitor collection

5. After filtering click Next and you will see a confirmation that the SQL performance monitor
has started successfully (Figure 8-22).

L Performance Mo

The wizard now has all of the information needed to start the SQL performance monitar. Review the
details below and click Finish to proceed, If you would like to change any settings, click Back,

Dretails:

Marme: My rmonitor
Type: Detailed
Scherna for data: MORTEMLIE

Filtaring:
Job narmet MYIOR

Activity to monitor: User activity only

Jobs: all jobs matching specified filters

Figure 8-22 Confirm the database monitor collection
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6. Now you can let the monitor run and collect for the duration that you want. When you want
to end the monitor, click the arrow to the right of your monitor from the SQL Performance
Monitors menu, as shown in Figure 8-23.

SGQL Performance Monitars - Ctedbrod. rchland.ibm, com
Refrech | Database: Si0db41e
Oy = == g:: --- Selact Action --- w |l @o
¥ - |
Select | Mame # | Twpe ~ | Status  ~ | Scherna  ~ | Table ~ | Created By A
[ Bg collect peek ) Detailed  Ended MORTENLIE  QZG0000038 MORTEN
periad
I_ % FCHEMPFMMER] Detailed Ended DRZESANDEBOY QZ2GO0000036 DOCRAME
] % fchermpnamel®] Detailed Ended DBE2ZSANDBOX QZGE0000013 DCRANK
] % geternpnarmel®] Detailed Ended DE2ZSANDBOX QZG0000014 DCRANK
O B Mymonitorﬂm MORTEMLIE  QZGE0000051 MORTEN
Analyze.., 3
O Svernight makes MORTEMLIE  OZ&000003S MORTEN
batch trace Show Statements...
I_ % SLTEMPFMME] Campare.. DRZEANDEBOY QZ2G0000022 DOCRAMKE
Cormrments...
Page 1 of 1 Delata, .. red: 7 Dizplayed: 7 Selected: O
Fenare...
M Properties

Figure 8-23 End database monitor collection

Now your database monitor collection is ready for analysis.

8.5.2 Work with SQL performance monitors

You can work with and analyze SQL performance monitors. The monitors are traces collected
from a specific job or a number of jobs all depending on options that you selected when
starting the SQL performance monitor.

8.5.3 Detailed database monitor

The database monitor collects information about a query in real time and stores this
information in an output table. This information can help you determine whether your system
and your queries are performing as they should or whether they need fine tuning. Database
monitors can generate significant CPU and disk storage overhead when in use. The overhead
can be up to 20-30% on additional query runtime, depending on available resources in the
partition that you are running.

You can gather performance information for a specific query, for every query on the system, or
for a group of queries on the system. When a job is monitored by multiple monitors, each
monitor is logging rows to a different output table. You can identify rows in the output
database table by each row's unique identification number.

When you start a database monitor, the monitor is automatically registered with the Systems
Director Navigator and appears in the Systems Director Navigator SQL Performance Monitors
list.
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8.5.4 Example of database monitor analysis

In this section we look at a sample database monitor via the Systems Director Navigator

interface. Let us assume that you have collected a database monitor for a night job, as shown
in Figure 8-24. We click the arrow button to show the pop-up menu for the collection. Then we
select Analyze.

IBM Systems Director Navigator for i5/0S"

Welcome morten

--- Selack Actian -

o]

Databases Performance... x\
Refresh | Database: s10dbdie
$O|2 Fo2 T -+ Select Action --- [ [ Go
Select | Mame A | Type ~ |Status - |Schema « |Table  a |Crested By ~ | Date Created A |Jobs
[ BB cellectpesk ) Detailed  Endad MORTENLIE Q260000038 MORTEN 14/08/09 All jobs
period 14:13:02
[ B3} FCHEMPFNMER] Detailed  Ended DEZSANDBOX QZGO000036 DCRANK 20/06/09 005395/ QUESER/QZDASOINIT
12:44:01
[ ERfchernpname®] Detailed Ended DBZSANDBON QZE0000013 DCRANK 18/06/09 005271/ QUSER/QZDASOINIT
18146:15
[ ER eetempnamel] Detailed  Ended DEZSANDEOH QZE0000014 DCRANK 18/06/09 005251/ QUEER/QZDASOINIT
18150:07
[~ B} ovemight B MORTENLIE  QZE0000033 MORTEM 18/08/0% #ll jobs
batch trace 11:30:13
[ R SLTEMPFNMER] | Show Statements.. S h25ANDEON QZGO000022 DCRANK 20/06/09 005355/ QUSER/QZDASOINIT
Compare... 10:24:24
Pagelofi Comments... kal: & Filtered: & Displayed: & S=lected: 0
Delete...
[close | Remermen
Properties

Figure 8-24 Start analyzing a database monitor
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This provide us with a great overview for the database monitor collection, as shown in

Figure 8-25.
IBM Systems Director Nﬂ\'ig&lﬂl’ for i5/05° Welcome morten
Databazes Performance. .. X\_
erfarrmance Data Ana Quernight batch trace - Laoc: 10db41=)
File (2] Action= 2] Help [
Overview = —
--- Select Adtion --- | % || Go
Select Value Sumrnary Available | Statements Available
C 1&8/08/09
11:20:13 o
20/08/09
12:21:11
C * Duerview 1
c saL pe— I/A"/;’
Staterments
N =y
O Jabs 87 /
O Threads g7
) Average 4195.296
Table Raows
) Average Rows 30.812
Returned / 3
) Average 0,008737
Runtime 4
O Average 1
Parallel
Degree Used
O Maxirnurm i
Parallel
Degres 5
SQE 26395 M:ﬁ
CQE 606 W 9
@ System 5789
Marning
@ SQL Maming 29324 |/ f 6
O Unique Open an0s |/
Statements
8 Full &pens 728 L‘/ [/ 7
i@ Pzeudo 2256 |/ /
Qpens
O Table Scans 7a3 L‘/ [/
@ fuerage Iu} < 8
MQTs Used

Figure 8-25 Database monitor: analyze overview 1

We can now start analyzing the database monitor collection by raising questions about what
we want to investigate further. From Figure 8-25 we can find the following information:

1. The number of SQL statements gives you a good overview of the collection.

2. The number of jobs and users having used SQL on the system during the collection is
always good to know and to understand whether that was what you expected—maybe you
see many more jobs or fewer jobs than expected, so you should investigate that.

3. The average runtime is only to give you an idea about what is going on, because some
queries may take microseconds and others take seconds to run, so an average is only of
interest if you are running exactly the same scenario every time that you collect data.
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4. If you have DB2 Symmetric Multiprocessing (SMP) you will be able to see the average and
maximum parallel degrees used to extract the data.

5. The use of SQL Query Engine (SQE) and Classic Query Engine (CQE) is important for
performance, as the SQE is newer technology and mostly performs better than the CQE.
You should check whether the CQEs are other than SQL INSERT’s and find out why the
CQE is used, as you may be able to avoid using the CQE.

6. You cannot avoid full opens. The two first times that you are you are opening the same
cursor in a job, it will be a full open, and any subsequent opens should be pseudo opens, if
the way that the applications accessing the database are well programmed. If your number
of full opens is high, you should investigate why the cursors are closed. Is it due to
program settings or due to the connection settings? A rule of thumb is to look at the
number of full opens compared with the number of unique opens. If the number of full
opens is twice the number of unique opens then you are on right track and you can
probably not make this much better in the application. If the number is high then it can be
caused by many connects and disconnects to the database, which is not good, as it will
result in many full opens when the cursors must be recreated.

7. The number of table scans can indicate areas where you may be able to tune the system.
If table scans are due to the need of all or most entries in a table then it is most likely the
fastest way to access the data, but when fewer rows are extracted, the use of indexes
would be of interest.

8. If you have created materialized query tables (MQTs) and expect them to be used by the
database engine, you can monitor whether any are used. If not, then check why the query
optimizer chose not to use your MQTs. This requires a more in-depth analysis than this
book covers.

9. Here you have the number of queries using system naming and SQL naming. Here you
can check whether the queries using system naming are qualified with a library name, or
else the system must make more lookups to find the name of the table referenced in the

query.
Scrolling down on the Web page, you will see more information for the overview, as shown
in Figure 8-26.
O Auerage 1.015 *ﬂ Vﬂ 10
Indexes Used
O Full Indexes 113 ﬂ VJ 1 1
Craated
i@ Sparse u] 4 12
Indexes
Created
O Index From G ﬁ ;2
Index v 13
Created
i@ Index 286 ﬂ Lryd 14
Creates
Advised
s Advized 27T ‘ﬂ LVJ 15
Statistics
O Termporary 258 ‘ﬁ F/A 16
Tables
s Sarts 226 ilf 7 17
O Access Plans 455 ﬂ V/) 1 8
Rebuilt
O Sort u}
Sequence
[ zall 474
Statements l/ f
) Error 1z0 4 LV/) 19

Figure 8-26 Database Monitor analyze overview 2
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10.In the average number of indexes used, you get an idea of whether indexes are used, but
again this average does not tell you much as you do not know how many tables may have
been joined.

11.The full indexes created is definitely something you should look deeper into. Often you will
see those indexes in the index recommendations too.

12.When a sparse index is created, it is an index that covers a part of the rows in the table.
Here in OS/400 Version 6.1 you can also create those sparse indexes as permanent
indexes.

13.Here we have temporary indexes created from existing indexes. Here you can consider
creating the indexes as permanent, but first of all it may be a good idea to understand why
the optimizer choose to create a temporary index and not to use an existing one directly.

14.The indexes advised are very important to take a look at and understand whether the
indexes are going to help a lot. In our example here we should expect that the table scans,
the temporary indexes created, can be avoided by a number of those indexes
recommended. You also must understand why the system suggests indexes. It may be
due to lacking statistics about the metadata or it may be due to lacking indexes to use for
extracting the data from the database.

15.The advised statistics can also provide a hint about missing indexes. The good thing about
the missing statistic is the ability of the system to collect the data automatically.

16.The creation of the temporary tables may be avoided by having the right indexes in place,
but here you must go deeper into the reason.

17.Sorts may be avoided by indexes, but it may be sorts of a few number of rows, so it all
depends on the query.

18.The access plans rebuild is important. If it is the first time that a plan is created then the
count will be one. The access plan rebuilt count is important. If this is the first time that a
plan is created, then the count is one. The reason for an access plan rebuild is that the old
access plan is not useful anymore. This can be caused by environment changes, like
number of CPUs, memory size for the pool where the job is running, or due to other
parameters, such as changes in number of records as the database grows. This can often
be controlled by you, whereas other parameters, such as changes in number of records,
cannot be controlled, as it is the way the database grows.

19.You should always investigate the errors and understand whether they are okay and
handled by the applications.

You can also expand the information How much work was requested, as in Figure 8-27.
Most of the information is in the overview.

o Haw rnuch work was
requested?

@ S0OL Staternents 10097
[ Users 14 /
. Jobs 27 /
o Threads 27

O fAverage Table Rows 4195, 296

[ Auerage Raows 20,812

Returned

Figure 8-27 Expand How much work was requested?
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Information about what the users and application provide to the optimizer about how to run
the queries can be found by expanding What options were provided to the optimizer, as
shown in Figure 8-28.

O What options were
¥ provided ta the
aptirnizer?
O Average Parallel i
Degres
O Maxirmurm Parallel 1
Degres
O Query Options 1z
Specified
O Distinck Query 1 |/
Option Files
e Governor Enabled 4 |/ f
O Allow Copy Data 21
*YES l/ D/
) Allow Copy Data 2539 |/ [/
*OPTIMIZE
O Allow Copy Data Iu}
o]
e First IO 1783 7 v
(“ All 10 777 4
O Force Join ©rder Iu}
O Pararnetar Marker 2450
Conversion
C NLSS Specified 1]
O Unicode Iu}
Mormalization
O Distributed Iu}
C Apply Guery 394
Attribute Rernote If /
C Blocking Enakled 1 |/ /
*READ
C Blacking Enabled 2600 |/ E‘/
*all READ
C Elocking Mot 1]
Enabled *NONE
C Delay Prepare 5908 |/ /
O Mo Delay Prepare 2815 |/ /
o Claze Curzar 74 |/ /
FEMDACT/*ENDIOR
O Cloze Cursaor 1689 |/ /
FENDM OO FENDPGM
O Systern Maming 5789 |/ /
- SGL Marning 2934 7 W

Figure 8-28 Expand the options that were provided to the optimizer

One of the interesting parameters to investigate is the query optimization goal. It can either be
First 10 or All 10. You should make sure that you understand why you are using one or the
other. For interactive environments the first 10 is often recommended, as it will return the first
data to the application as fast as possible.

You should also investigate whether you really want to close your SQL cursors when you exit
the programs and modules, and not when you are ending the jobs. Closing your SQL cursors
too frequently can result in too much time spent rebuilding the necessary cursors.
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The next line provides information about how the query optimizer chose to fulfill the SQL

requests and what implementation was done. You can see the first part of this in Figure 8-29.

Here we also have the indexes advised and information about temporary objects created.
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Figure 8-29 First part of the information about what implementation the optimizer used
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The second part of all the information about the used implementation can be found in

Figure 8-30.
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Figure 8-30 Second part of the information about what implementation the optimizer used
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The type of SQL statements, grouping, and joining information can be found in Figure 8-31,

Figure 8-32, and Figure 8-33 on page 128.
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Figure 8-31 Part 1 of the types of SQL statement requested
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Figure 8-32 Part 2 of the types of SQL statement requested
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O Sort u]
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Figure 8-33 Part 3 of the types of SQL statement requested

Under Miscellaneous Information, shown in Figure 8-34, you can often find hints about single
longer running requests, as you can see the longest running open and fetch. This may be of
interest to investigate.
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Figure 8-34 DBMON miscellaneous information
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In the I/O information area you can find a lot of information that may be of interest, but usually
you need not look very closely into that.
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Figure 8-35 DBMON I/O information
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Now its time to look more in-depth at those areas that you may have located. One that should
always be investigated is the recommended indexes. Select Index Creates Advised and
click Summary, as shown in Figure 8-36.
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Databases Performance... X\

O Average 0,008797
Runtirne
C Average 1
Parallel
Degree Used
O Maximum 1
Parallel
Degree
» SQE 2695 W
® CQE 606 7 v
fe System 5789 o/ W
Marming
» SGL Narning 2934 W
C Unique Cpen 305 /
Staternents
O Full Cpens 728 / /
C Pszeudo 2256 / /
Cpens
C Table Scans 783 / /
C Average [u]
MGQTs Used
C Average 1.015 /
Indexes Used /
O Full Indexes 113 / E’/
Created
C Sparse [u]
Indexes
Created
C Index From & /
Inde:x
Craated
o Inde:x 286 / [»/
Creates
Aduized
® Aduised 277 v
Statistics
C Tempaorary 258 / [»/

Tables

Figure 8-36 Select Summary information about the index creates advises

Then you will se overview information about the indexes recommended and the query that
resulted in the index advice. You can also click the Statement radio button to see each
individual SQL statement with the indexes recommended.

If you want to analyze the individual statement more closely, then you would now need to use
Visual Explain in Navigator for i to get a graphical view of the queries.

When you have your SQL Performance monitor you can also compare it to other SQL
Performance Monitors. Then you may be able to see trends for the SQL running during
different periods.

8.6 SQL Plan Cache

130

The plan cache is a repository that contains the access plans for queries that were optimized
by SQL Query Engine (SQE). Unlike the SQL Performance Monitor, the SQL Plan Cache is
always available. There is nothing to start for collecting this information. This is a very good
reason to use the SQL Plan Cache versus the SQL Performance Monitor. For example, if you
had a query that ran slow an hour ago, you could still find the query in the SQL Plan Cache.
The SQL Plan Cache will be a good starting approach for a specific query if you do not have
an SQL Performance Monitor started already and you are concerned about starting one to try
to capture a situation that may or may not be able to be recreated.
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Access plans generated by Classic Query Engine (CQE) are not stored in the plan cache.
They can be stored in SQL packages, the system-wide statement cache, and job cache. The
purpose of the plan cache is to:

» Facilitate the reuse of a query access plan when the same query is re-executed.
» Store runtime information for subsequent use in future query optimizations.
» Provide performance information for analysis and tuning.

You can access the plan cache by clicking the arrow next to the local database, then clicking
SQAL Plan Cache in the pull-down window, and then Show Statements, as shown in
Figure 8-37.

Databases - Ctedbrnod rchland.ibrm, cam

Refresh
2w F @ T --- Select Acian ---  [» || Go |
Selact Marne A Type  ~ | Status -~ | Text
] h s10dbdlele Open d by systam
] pﬁ Ctei0odlale] Change Query Attributes
m f% Ctote st Health Center
I_ f% ctewabs4l] Index Adwisar [
Pags i el d Properies Properties
Close

Figure 8-37 Access SQL Plan Cache
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Then you get the options to filter your search in the plan cache, as shown in Figure 8-38.

10db41e)

Filters to apply:

I:l Minirmum runtime for the longest execution of the statement:

o

D Staternents that ran on or after this date and tirme:

ﬁ Exarmple: 12:30:00

I:lTop 'n' most frequently run staterments:

o

DTop 'm' staternents with the largest total accurnulated runtirne:

I

Staterments the following user has ever run:

Moren

D Statermnents that are currently active
I:lStatements for which an index has been advised
DStatements far which statistics have bean advized

I:lInclude statements initiated by the operating system
D Statermnents that reference the follawing objecks:

Schema Mame

I:l Statements that contain the following text:

Reset All Filters M\

Figure 8-38 Filter the selection from the plan cache
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When you click the CQE radio button (Figure 8-38 on page 132) your request will run, and
you will be able to see the output in a format like that shown in Figure 8-39.

Staterments:

o 5 2

Last Time Run  ~

20/08/09 12:42:44

20/08/09 12:42:59

25/08/09 17:50:50

25/08/09 15:00:05

25/08/09 13:26:23

25/08/09 13:10:32

25/08/0%9 13:05:53

19/08/09 13:28:26

20/08/09 12:43:18

20/08/09 13:22:35

--- Select Action ---

0.9886

0.2772

0.0148

0.0026

0.0001

0.0000

0.0000

0.0000

0.0001

0.0001

Page 1 of 2| [»

el So

Most Expensive Time [sec] A

Total Processing Time (sec) ~

0.9886

0.2772

0.0207

0.0029

0.0008

0.0001

0.0001

0.0001

0.0001

0.0001

[+ ] @0 |

Total Times Run A | Average Processing Time [sec) A

1 0.9886

1 0,27732

4 0.007&

& 0.000&

] 0.0001

2 0.0001

3 0.0001

2 0.0001

1 0.0001

1 0.0001

Total: 20 Displayed: 10 Selected: O

Staternent A

SELECT SYS_MMAME FROM
QSVSZ/SVEPSTAT WHERE
STS_DMAME = ¥ AND
SvS_THAME = 7

SELECT ? AS MBRMAME,
RITSOO01 .+ FROM
QTEMP/PW3036_ITSO001
KITSCOO01 ...

SELECT MAME_0OOO00O1,
STATUO0000L,
JOBS_00001,
DATA_O000L,
CREATOOO0L,
SAVEDOOD. ..

SELECT ODLENM,
ODOBNM, ODOBTR,
ODOBTH, ODOBOW,
ODJRNM, ODIRLE, ODASP
FROM Q...

DECLARE ¥ CURSOFR FOR
SELECT Partition_Marme ,
REPLACE [

Leading_Column_Keys ...

zelect * from
mortenlib.act where
acthwd = 7

zelect * from
rmortenlib. act

zelect * from
rmortenlib, act where
actkwd = 7 and actno = 7

DECLARE Environ_y

SCROLL CURSOR WITH
RETURM FOR SELECT *
FROM SESSION f Hea...

DECLARE Environ_y

SCROLL CURSCR WITH
RETURM FOR SELECT *
FROM SESSION f Hea...

Figure 8-39 Example of output from plan cache

You now have the ability to investigate the queries and find much information about the

different runs.

If you want to do a more in-depth analysis of the queries, you will need Visual Explain in
Navigator for i to be able to see a graphical view of the query plan and execution.

When you want to keep the information in the SQL Plan Cache, you have the ability to save
that query to an SQL Plan Cache Snapshot™. A snapshot is a database monitor file
generated from the plan cache at the time that a new snapshot is requested. It can be treated
very much the same as the SQL Performance Monitors list. The same analysis capability
exists for snapshots as exists for traditional SQL performance monitors. So you can use the
analysis tools the same way that you did for the SQL Performance Monitor collection.

It is important to make the snapshots if you want to keep the information, because the SQL
Plan Cache is cleared after an IPL and plans can be cleaned up and deleted by the system.
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You can create the snapshot shown in Figure 8-40 with the following steps:
1. Click the arrow to the right of the local database name, then click Open.
2. Click the arrow to the right of the SQL Plan Cache, then click Open.

3. Click the arrow to the right of the SQL Plan Cache Snapshots, then select New &
Snapshot.

tedbrnod. rehland. ibrm, com

Refresh

e gl @ (T - select Action -— [ || o
Select Marne A Twpe o Status A Text

d by system

O By stodbsi=kl
[0 4 crcioozall Change Query Atbributes
O % CrotastE] Health Center
0 % ——— Index Advisor »
SQL Plan Cache ]
Page 1 of 1 Premerfios ered: % Displayed: 4

Clese |

5i0db4ie - Ctedbrnod.rehland.ibrm.com

Refresh | Database: $10dbdie

e g2 T --- select Action --- [ae] [ @o
Select | Mame ~ | Text

(| @ Schernas[?] wark with DB2 for iS5/ 05 objects,

Il & Database ‘Work with Catabase Mavigator maps,
Mavigator (8]
Maps

(| % SOL waork with SQL performance monitars,
Performance Bl
Manitars

[ = sqLPlan =

Cache
| ';';\ Transactions ®]

ba snapshats and event manitors.

Page 1 of 1 Filtered: 5 Displayed: 5 Selected: 0

Closs |

Sql plan cache - Ctedbroad. rehland.ibm.com . N |
Refrech | Database: 510dbd4le

e gL @l (T - select Action - |+ || @0
Select Marne ~ | Text

(| B SGL Plan work with SQL plan cache snapshots,
Cache 2]

Open

Snapshots
K Verify... Marne:
[l SQL Plan ik’ cache event monitors,
gfec:te C il Schema: MORTEMLIE [

Maonitors

Page 1 of 1 Total: 2 Filterad: 2 Dizplayed: 2 \ (® Include all plan cache entries

C%Include plan cache entries that meet the following criteria
Close

Filtzrs ta apply:

Minirmurm runtime for the longest execution of the staternent:

L olo-sea00

Staternents that ran on ar after thiz date and time:

27/08/09 e Exarnple; 12:30:00

Top 'n' most frequently run staternents:

L oo

Top 'n' staternents with the largest total accurmulated runtime:

[ oo

Figure 8-40 Make a SQL Plan Cache snapshot

4. The last step is to select how much you want to save from the SQL Plan Cache into the
SQL Plan Cache Snapshot. As you can see in Figure 8-40, you can select all or you can
filter your selection.

When you have your snapshot, you can also compare it to an other snapshot. Then you may
be able to see trends for the SQL running during different periods. This could be weekly or
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monthly trends. It could be a weekly or monthly capture of the top 10 longest running

statements.

8.7 Show SQL details for job

On the database level, you can select SQL Details for Jobs from the pull-down menu, then
click the Go radio button, as shown in Figure 8-41, which takes you to the view for the jobs.

Ctedbmod. rehland. ibrn.com

Refresh

EREREGNEArA R

--- Select Action ---

Statistic Regquests
] hSlDdbq-leﬂ Local Available | praferances...

] pﬁ cteiooiakl  Rermote  Unknown

Choha st B —
T4 2 ot[p] Show find toolbar

] pﬁ ctowebS4e] Rermote  Unknown |— Fable Aciions —
Select All

Tatal Deselect All
Show Filter Row
Clear All Filters
Edit Sart
Clear all Sorts
Collapse Table
Restore Defaults

Colurmns...

Rermaote  Unknown

Page 1 of 1

Close

i 50L Details for Jobs,., 1 w ] %

Select | Mame ~ | Type ~ | Status  ~ gQL Details for Jobs...

4 Selected: 0

Figure 8-41 SQL Details for Jobs

Similar information can be found under the active jobs (Figure 8-42).

YWelcome morten

Databases [Latabases ot Manage... | Active Jobs x\

Active Jobs - ctedbrmod. rchland.ibr. caf

Refrezh | Elapsed time: 00:00:00

ERERENERrARE

--- Select Action —-- [ || Ga

Type A P
Prestart batch -
Server

Prestart batch -
Server

Prestart batch -
Server

Prestart batch -
Server

Elapsed Performance Statistics

select | Job MHame » | Detailed Status  ~ | Current User
= & Qzdazainitk] Waiting far time Mark_ray
intarval
] & Qzdazainit] Waiting far time Marten
intarval
[ @ Qedaseinikll o arititics SIEStCy
Printer Cutput
[J @ Qzdaszcinitkl I SR arten
Jaob Log
[J & Qzdazainit®] Call Stack
Haold... Library List
I_ ) deasolnltﬂ Delete/End... Lacked Objects
a ® Qzdasoinith] Properties Open Files
intarval Threads
[J & Qzdazainit] Waiting far time Transactions
intarval
[J & Qzdasoinitk] Waiting far time
intarval
[J & Qzdasoinitk] Waiting for request Quser

Prestart batch -
Server

Figure 8-42 SQL details from active jobs
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Both functions are good to get an idea of what a resource-demanding job is doing.

8.8 Index advisor

You can display index advisor information from the optimizer using Systems Director
Navigator. Systems Director Navigator displays extracts from information found in the
QSYS2/SYSIXADV system table. You can display index advice on a system level, a schema

level, or a table level.

You can access all indexes advised on a system level by clicking the arrow icon to the right of
the local database name, then the Index Advisor on the pop-up window and again Index
Advisor on the second pop-up window, as shown in Figure 8-43.

dbrmod. rehland. ibrn.cam

Refrezh
0 | %2 | F |2 T --- elect Action --- v || @0
Select | Mame ~ | Tupe « | Statuz ~ | Text
[ h S10db4ie | open d by system
[ »ﬁ Cteioolal®] Change Query Attributes
[P % Ctotest®] Health Center
[ A ctowebsall ____ ) LB
SQL Plan Cache ] Clear All Advised Indexes...
P 1of1
sg= e Properties Condense Advised Indexes

Prune Advized Indexes

Claze

Figure 8-43 Index Advisor: system wide

Often you will work with one application or a single schema containing the tables, and then it
would be a better choice to select only the indexes advised for all the tables in the schema. In
that case you click the arrow to the right of the schema name, then the Index Advisor on the
pop-up window, and again Index Advisor on the second pop-up window, as shown in

Figure 8-44.
Schemas - Gtcdbrmod. rehland.ibm. com |
Refrech | Database: S10dbdie
ez FL 2 (T --- Select Adion --- [»|] Go
Select Marne # | Text
[P [@. LaURAlR] COLLECTION - created by SQL
1 MORTENLIE B Open GL
1 QGRLE Fenerate SQL...
,_ QTEMPE Change Text..
Index Advisaor
Page 1 of 1 i =
Permissions Clear all Advised Indexes...
Rermoaove from List Condense Advised Indexes
Close
Celete... Prune Advized Indexes
Rename...
Mew »
Properies

Figure 8-44 Index Adviser: library level
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At other times you will have interest in checking indexes recommended for a single table. In
that case you click the arrow to the right of the table name, then the Index Advisor on the
pop-up window, and again Index Advisor on the second pop-p window, as shown in
Figure 8-45. You can do this at any place where you have the table, and it does not matter
how you access the table or from what menu.

IBM Systems Director Navigator for iS/0S " Welcome
Databazes Databases x\
tedbrmod. rehland. ibm, com
Refresh | Database: 510dbdle Schema: MORTEMLIB
el F ) 2 R - Select Action --- [+ || Go
Salect | SQL MName A | Partitioned | Owner ~ | Last Changed »~ | Short Mame ~ | Text | Last Queary
[ B3O actll 0gf09 ACT
Data Ll e
[ [QecLsd Definitien ozf03 CL_SCHED
Generate SCOL.., 10628
[ [ ceErar il wduisor ndew Aduist
Lock Halders Clear All Advised Indexes...
O EH EMP_A Locked Rows Condenze Advised Indexes
[ [Qemed "Ermissians 0=/09 EMP_RESLIME
Rezet Uzage Counts... 10642
r [ EMPL] Show Indexes fos/09 EMPLOYEE
Show Materialized Query Tablas hlE 63
| [ EMP Show Felated os/0%9 EMP O Emplo_yee
13052 Coeryiemw
[ [OOemepr Cootisticbata ozf02 EMPPROJACT
Comrnents.., 10629
[ [ In_TR| Delete.. ogfos IN_TRAY
RERERE . (0640
[ B3 crslk f 0gf09 ORG
Journaling el
[ [mgeaved e ¥ [rosros PATROLL
Dezcription 141:03
[ [ eavroleze]  ves QDFTOWN  20/08/09 PATROLLE
10:41:03
[ [0 rrolacTE Mo MORTEN — 13/08/09 PROJACT
16:06:39
[ [ PrRoJIECTE Mo MORTEN  13/08/09 PROJECT
16:06:39
[ [ oceLsrclE Mo MORTEN — 20/08/09 QCBLSRC
10:42:07
Page 1 of 2/ [> 1 Go Total: 32 Filkered: 22 Dizplayed: 15 Selected: O
Cloze

Figure 8-45 Index Advisor: table level
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When you click the Index Advisor for the selected table you will see the indexes
recommended for the table, as shown in Figure 8-46.

IBM Systems Director Navigator for i5/08"

[ atab azez Dztzbases X\

*t*

= acTh
=, acThl
=, acTlel
@ acTlel

o

Cloze

Welcome morten

L2

Page 1 of 1

Select | Table for which Index was Advised =~

Schema
MORTEMLIB
MORTENLIE
MORTEMLIB
MORTEMLIB

Refresh Cratabase: S10dbd4le Advised Indexes for MORTEMLIE, ACT

--- Select Action --- v || @o

Short Mame  ~

ACT
ACT
ACT
ACT

Partition ~ | Keys Advized ~
ACTDESC
ACTHEWD, ACTHO
ACTNO, ACTDESC

ACTHC, ACTEKWD,
ACTDESC

Leading Keys Order Independent ~ | Index Type Adwised -~

ACTDESC

ACTHW D

ACTHO, ACTDESC

ACTMHO, ACTKWD, ACTDESC

Total: 4 Filtered: 4

Binary Radix
Binary Radix
Binary Radix

Binary Radix

Displayed: 4 Selected: O

Figure 8-46 Index advisor: table-level example
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The Index Advisor will often advise several different indexes for the same table. You can
condense these advised indexes into the best matches for your queries. Again you can do
that on system, schema, and table level. If we use an example of the table level, then you
simply click the arrow radio button to the right of the table that you want to look at indexes for
and select Index Advised, then Condense Advised Index, as shown in Figure 8-47.

IBM Systems Director Navigator for i5/10S* Welcoms
Databases % | Databases X\
ez - Ctedbrod rehland, ibrn.cam
Refresh | Database: S10dbd41le Schema: MORTEMLIB
S F 2 T --- Selact Action --- [» | Go
Select | 5QL Mame » | Partitioned & | ©Qwner ~ | Last Changed ~  Short Mame ~ | Text & | Last Quen
[ B} acTk 0g/09 ACT
Data ¥ loe:zs
Definiti
[T E@ecLsd —=men 08/0% CL_SCHED
Generate SGL.. (0638
l_ [T DERAR 3 Inde:x Adwisar
Lock Halders Clear All Advised Indexes
[F] 00 EMP_A Locked Raows
B L
[ [m@ewedg =~ orEstens 08/0% EMP_RESUME
Reset Usage Counts, ., 06142
| [0 EMPLA Show Indexes 0g/09 EMPLOYEE
Show Materialized Query Tables 10638
[ B} EMPO Show Relatad 08/0% EMPOWY Employes
13052 Oyerview
Statistic Dat
[ [J EMFRA K" 08/0% EMPPROJACT
L Comments... (0539
i [ OO IN_TR| Celete.. 05/03 IN_TRAY
[ Renany (0540
[ ER crck ] 0g/09 ORG
Journaling A
M
[ @\ erevr = ¥ Lossos PAYROLL
Description 141:032
[ gOeavroLLzl]  ves QDFTOWN  20/08/09 PAVROLL2
10:41:03
™ EO rrodacTE Mo MORTEN  123/08/09 PROJACT
16:056:39
[ @@ FroJEcTE] Mo MORTEN  123/08/09 PROJECT
16:056:39
[ OO 2celLsrcle Mo MORTEN  20/08/09 QCBLSRC
10:42:07
Page 1 of 3 [» 1 Go Total: 22 Filtered: 32 Displayed: 15 Selected: 0
Close

Figure 8-47 Select Condense Advised Indexes for a table
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By clicking Condense Advised Indexes for the selected table you will have a result similar to
the example shown in Figure 8-48.

IBM Systems Director Navigator for i5/0S” Welcome morten

Databases Datzbases K\

dersed Inde wice - Ctedbrnod

Refresh | Database: 510dbd4le Condenszed Index Advice for MORTENLIB, ACT

B2 F 20T --- Select Action --- [ v || @o
Saelect | Tabkle for Which Index was Advised »~ | Schema ~ | Short Mame | Partition ~ | Keys Advised ~ | Index Type Advized
[ # acTE MORTEMLIB  ACT ACTEWD, Binary Radix
ACTDESS, ACTNO
[ # acTE MORTEMLIB  ACT ACTEWD, ACTHO  Binary Radix
[ # acTE MORTEMLIB  ACT ACTDESC Binary Radix
Page 1 of 1 Total: 2 Filkered: 2 Displayed: 3 Sq
Cloze

Figure 8-48 Example of Condensed Index Advice

The condensed index advice in Figure 8-48 shows that you have fewer indexes
recommended than the indexes advised in Figure 8-46 on page 138. The condensed index
advisor takes several factors into consideration and then eliminates indexes that can be
fulfilled by other index recommendations.

The condensed index advised can be extracted on a system, schema, and table level, similar
to the index advised.

8.9 Health center

140

The health center provides a great opportunity to have a good overview over your system
from a database perspective. You can use the database health center to view different
information about your database. You can view the total number of objects, the size limits of
selected objects in your database, the design limits of selected objects, environmental limits,
and activity level.
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You can start the health center by clicking Health Center in the Database menu. That opens
an overview, as shown in Figure 8-49. The default is an overview covering all libraries on the

system.

IBM Systems Director Navigator for i5/0S

Databases | Health Certer J'N

Welcome morten

Health Center - Lacalh

DOverview

Environmental Limits

Fuctivity

Size Lirnits

Dezign Lirnits

Settings for Analysis

Scherna: All names
Metric - 20/08/0% 10:53:17 %
Metric - 20/08/0% 10:53:17 | Walue

@Schemas 154
» EdTables
] @\Jiews
b Ailndexas
] ﬁCDnstraints
] Triggers
b Taliases
4 %Procedures
] %Functions

b EPMiscellanzous

Page 1 of 1

Total: 10 Displayed:

i0

Refrezh Wiew History,., Save.,

Figure 8-49 Health center overview
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By clicking the arrows in front of the icons for the Tables, Views, Indexes, Constraints,
Triggers, Aliases, Procedures, Functions, and Miscellaneous categories you will see addition
information about the number of objects for the different types. You can change the schema
that you are investigating by clicking the Change radio button, so you could select your own

library, as shown in Figure 8-50.

IBM Systems Director Navigator for i5/08"

Databases Health Certer x\

Welcome morten

Health Center - Localhost(S10db41e)

Overview

Settings for Analysis

Enwvironmental Lirnits
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[source files 4
- @‘Jiews
@Views 38
@Logical files a
* Rilndexes
? Binary radix indexes 30
ﬁu‘u.El'lCOdEd vectar 2
indexes
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Page 1 of 2| [» 1 Go Total: 20 Displayed: 15
Refresh | Wiew Hiztory.., | Save., |

Figure 8-50 Health center overview for one library

You can change your preferences by clicking Change and entering filter information like
schema and number of objects for activity.

You can now save your health center history to a table by clicking the Save button. This
makes you compare your saved health center collections. This gives you an opportunity to
save this information periodically, and then through the View History capability you can

compare these collections to determine whether there are any trends to look into further.
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If you click the Environmental Limits line, you will be able to acquire good information about
the jobs running on the system right now. You will see different limits. If we take the maximum
length of an SQL statement and expand that line, you will see the display shown in

Figure 8-51.
Cuarview Environrmental Limit - 28/08/09 10:12:36
Environmental Limits - - Select Action -—- [v] G0
Auckivity
Environrmental Limit - 28/08/09 10:12:36 | Value | Percent of Limit | Status Wwhen Value YWas Recorded | Job Status
Size Lirnits n PR
— Maximurn nurber of activation groups
Design Limits to use SQL perjob
Maximurn number of active descriptors
perjob
O Maximurn number of CLI handles per
job (160,000)
O Maximurn length of SQL staterment per
job (2 MB)
O @017334fQUSERfQZDASOINIT 2,14 I:‘ Mormal 28/08/09 10:07:31 Auailable
(MORTEN)
O 015717/ QUSER/QZDASOINIT 0.59 I:‘ Maorrmal 27/08/09 15:34:50 Mot
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O 015287/ QUSER/QSQSRVR 0.02 I:‘ Mormal 27/08/0%9 14:58:34 Mot
[QDIRSRY) available
O 016191/ Q5YS/CRTPFRDTA (QSYS) 0.01 [ Merrmal 28/08/09 00:05:04 Available
O 015717/ QUSER/QZDASOINIT 0.01 I:‘ Mormal 27/08/09 15:34:11 Mot
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Page 1 of 1 Total: 14 Displayed: 14 Selected: O
Refresh | Clear... | Wiew History.. | Save. |

Figure 8-51 Environmental limits under health center

Chapter 8. Database and journal management

143



You can now see how far the jobs running are from the limit of 2 MB in size of an SQL
statement. The top job has used 2.14% of the maximum length of the SQL statement per job.
This is not a problem, but if the size was much larger, you might want to investigate the
matter. You can then select the job that you want to investigate and the SQL details, as shown
in Figure 8-52.
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Figure 8-52 SQL details for job
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The SQL details provide much interesting information (Figure 8-52 on page 144). You can
find information about the SQL request, job information, and client information.

8.10 Journal

management

You have all journal functionality for local journals within the IBM Systems Director Navigator
for i. You can access the main journal menu from the main menu, as illustrated in Figure 8-53.

IBM Systems Director Navigator for i5/0S "

Welcome morten

view: | All tasks [ |

Welcome
My Startup Pages
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File 5
e Syerems Journal Management
Internet Configurati

|| ournal Man... x\

Journal Man... ¥

Journal Management - Ctedbmod, rehland.ibrm.com

i5/05 Journal Management allows you to manage your journals and journal receivers.

Current database: S10db4le

EHroumal:

Allows you to mansge all journals,

Current library: Qusesys

Ecieste = joumal

Allows you to create a new journal,

Set Database / Library to Use with Journal Tasks |

Shaw 4l Journal Tasks |

Clase

Settings

ararneters for Journal Tasks

Journal parameters

Spacify the databss= and library to be used for the journal tasks)

[5]

Management

Jourmnal o
Page 1 of 1

Journal receivers list

Jaurnzls list

Cancel

Library list
Shbjects in library
Mew journal receiver

New journal

lect librari

( Database: [stodbaze | Browse..
Library: rmortenlib Browse..
% Cancel
svigatar Tasks VN . 4
Tashks
Tasks

otal: 1 Displayed: 1

Figure 8-53 Access journal tasks from Director Navigator

Click Journal Management from i5/0S Management and you will see two buttons, one for
setting the library for working with journals and one for showing all the journal tasks. You can
also go directly to your journals in your chosen library by clicking the menu item or you can
create a new journal by clicking the menu item for creating a journal.

When you choose to create a new journal, you will find an easy user interface and good help
to get both journal and receiver created.
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Figure 8-54 shows the easy steps to create a journal. You only must specify the journal name
and the rest can be the default values. Of course you can change any of the suggested values
on the three tabs covering the general settings, receiver options, and format options.

#* General Jeurnal: ¥ newj ournal
Recteiver Options Library: Use antry fram balow [ ¥ | Browsa...
#]
Forrnst Options rrertenlib
Description: Journal for avernight job.
Journal message queust  |5ystern Operatol
Messsge queue library: Use entry from below [ v | Browse.
Autharity: * Go
Library create autharity [+ | Lo ]
Eemei] Receiver name
™ j i *@% i pti -
Cache journal entries eiver Options {3 Avtomnatically genarate
) New recaiver...
Farmnat Options ( spasfy name: e e
*|
Library to hold journal receiverst | Use entry from below [v] Beiise..,
Receiver managed by:
@ Systam
Managed delay: 10] 1,2,3...1,440 Minutes
Display Cornmand oK | | cancel [T]Delete recsiver when no longer needed
Minutes
*
O user
General {IMinimize entry data - data areas
Beerinrs Grtfens [JMinimize entry data - databasa filas: ¥
# Format Oplions  [#]gemove internal entries
() Minimize fixed portion of entries:
5y Fixed length data to indude:
Job narme -
Dzerts “ | Cancel |
Program nama 3
Prograrm library name
Systern sequence number | %
Receiver maximum options: * option 2 [+
[Jset journal object limit to 10 Mb

Display Corrrmand | oK

Figure 8-54 Creation of journal is easy using the default values

Cancel
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Performance

This chapter contains the following:

» Overview of performance data views available through Performance Data Investigator in
Systems Director Navigator

» Overview of collecting performance data with Systems Director Navigator
» Overview of viewing performance collections with Systems Director Navigator

» Overview of Health Indicators
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9.1 Performance Data Investigator

Many different views of your performance data are provided through the Performance Data
Investigator tool. They are naturally grouped according to task, either by collection type or for
general health. Each of these sub-groups of views is provided through Performance Data
Investigator to ensure a consistent interface, look-and-feel, and features set, as well as to
allow you one place and one tool that can be used to analyze whatever performance data you
choose. Performance Data Investigator also allows views to be added via extensions (as is
the case for Disk Watcher, Job Watcher, and Performance Explorer). This tool can be
launched by choosing Investigate Data (Figure 9-9 on page 160).

The performance data collectors are included in the base operating system. However, some
of the analysis and monitoring views are packaged with a licensed program product.
Table 9-1 provides the product name for each of the views.

Table 9-1 Tool packaging

View Product/option

IBM Systems Director Navigator for i: Health
Indicators

Base operating system

IBM Systems Director Navigator for i: Collection
Services

Base operating system

IBM Systems Director Navigator for i: Job
Watcher

Performance Tools for i (5761PT1) - Option 3 -
Job Watcher

IBM Systems Director Navigator for i: Disk
Watcher

Performance Tools for i (5761PT1) - Option 1 -
Manager feature

IBM Systems Director Navigator for i:
Performance Explorer

Performance Tools for i (5761PT1) - Option 1 -
Manager feature

Note: You can read more about the different performance tools available through IBM
Systems Director Navigator for i in the IBM Redbooks publication End to End Performance
Management on IBM i, SG24-7808.

9.2 Collection Services

Collection Services is an IBM i function that is used for collecting system management data. It
can be used to gather performance data continuously and automatically with minimal system
overhead. The Collection Services interval data can be application defined or user defined
and can be managed and analyzed using multiple interfaces.

9.2.1 How Collection Services works

Collection Services collects system and job-level data at regular intervals, which can be set
from 15 seconds to 1 hour. At every sampling interval, Collection Services probes and
gathers metrics from various system resources including jobs, disk units, IOPs, buses, pools,
and communication lines.
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The raw performance data is stored in a single management collection object that takes
advantage of teraspace support to make it a more efficient way to store large quantities of
performance data. This also supports a release-independent design, which allows moving the
performance data to a system at a different release level without requiring database file
conversions.

To use the performance data for analysis, performance database files must be generated
using the CRTPFRDTA CL command. Starting with 6.1, database performance files are
created by default in a low-priority CRTPFRDTA job, as the data is being collected to facilitate
real-time analysis. In releases prior to 6.1, you could have the performance data files created
automatically by configuring Collection Services to create the database files during the
collection.

Independent management of data collection and performance database file generation
facilitate the most efficient way of collecting data from a large number of jobs and tasks at
frequent intervals. The associated overhead is minimal enough to justify running Collection
Services continuously in the background and capturing data needed to analyze and solve
performance issues before they turn into a serious problem.

Collection Services does not provide object-level and program-level details such as call
stacks, activation groups, locks, and SQL statements. Despite this Collection Services is
useful for a big-picture look at how a system has been performing over longer periods of time.

Performance Data Investigator within the Web-based IBM Systems Director Navigator for i

provides exclusive views with many charts and drill-downs that are available with Collection
Services data. Collection Services Investigator within IBM iDoctor for IBM i GUI also offers

similar views of wait statistics.

9.2.2 Configuring Collection Services

Collection Services comes with default configured options, but they can be changed to suit
your environment and needs. Collection Services configuration allows for selecting the library
where the data is stored, cycle time and frequency, collection profile, data retention, and so
on. The configuration can be done using multiple interfaces:

v

IBM Navigator for i (Windows client)

IBM Systems Director Navigator for i (Web-based console)

Configure Performance Collection (CFGPFRCOL) CL command
Change Collection Services Attributes (QypsChgColSrvAttributes) API

vvyy

Configuration options

Collection Services configuration options can be divided into three main categories and
options in each category are explained in the below sections.

Basic Collection Services attributes
Below is a list of general Collection Services configuration options:

Default Collection Interval Default collection sample interval.

Collection Retention Period Specifies how long the management collection objects are
retained.

Collection Library Library where the management collection objects are stored.
Performance data is stored in the QPFRDATA library by
default. The data retention policy for management collection
objects and performance database files applies only to the
current configured library.
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Cycle Time Specifies the time when the current collection is ended and
data is collected in a new management collection object.

Cycle Interval The elapsed time between cycles after which the current
collection is ended and data is collected in a new
management collection object by the Collection Services
server job (QYPSPFRCOL).

Create database files Specifies whether to submit the low-priority companion job
(CRTPFRDATA) to create performance database files and
process the data in the current management collection object
as it is collected.

Default Collection Profile Specifies the collector definition that determines what
categories of data to collect and how often to collect them.

Performance database file support attributes
Below are additional Collection Services attributes that support performance database files:

Standard Data Retention Specifies how long the standard data in performance
database files within the configured library is retained.

Summary Data Creation Specifies whether to create additional performance database
summary data to facilitate quicker analysis.

Management central monitor support attributes
Below are the different options that the management central monitor supports:
Graph Data Creation Option to generate detailed graph data automatically into a

*MGTCOL object with the *PFRDTL attribute when the
collection is cycled.

Graph Data Retention Specifies how long the management central graph data is
retained on the system.

Historical Data Creation Option to generate historic graph data automatically into a
“MGTCOL object with the *PFRHST attribute when the
collection is cycled.

Historical Data Retention Specifies how long the management central historical graph
data is retained on the system.

These configuration parameters are only available on System i Navigator.

Note: The cycle and data retention attribute changes take effect immediately, while others
take effect when the collection is cycled. Refer to the help text on the CFGPFRCOL
command for more information.

Configure using IBM Systems Director Navigator for i

Collection Services can be configured using the performance interface in IBM Systems
Director Navigator for i using the below steps:

1. Go to the IBM Systems Director Navigator for i page by pointing your browser to the
IBM i’s IP address or DNS name and specify the default port 2001, as shown below:

http://<systemname>:2001/
2. Enter your IBM i user ID and password to log in to IBM Systems Director Navigator for i.
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On the left pane, expand i5/0S management and click Performance, as shown in
Figure 9-1. When the Performance tab is displayed for the first time, it will only show the
Investigate Data and Collections options.

E%Sfos MManagement

Sustem

IBM Systems Director Navigator for i5/0S "

Baszic Qperations

Welcome, enter your inforp

User I Wark Management
Caonfiguration and Service
Password: Metwork

Integrated Server Administration

Security

Users and Groups

[ratabases

ourpal Mapagerment
Fil§ Sustemns

Infernet Configurations |E
Bckup, Recovery and Media Services

Pedormance - 9.5,168,161

iS5/ 05 Performance tools allows you to collect and investigate perdormance data on your system.

I Inuestigate Dats

Allows yvou to investigate previously collected performance data on vour system,

I Collactions

Allows yvou to manage the performance data offJour system.

| Show All Parforrmance Tasks.
Clase %

Figure 9-1 Navigate to Show All Performance Tasks

On the right pane, click Show all Performance Tasks to display all available performance
management tasks.

As shown in Figure 9-2, expand Collectors and choose Collection Services &
Configure Collection Services.

Tazks
* perforrmance B
Callections ]
¥ Collectors
Disk
Watcher

Job
Watcher

Collection
Services Active Collection Services Callections

Page 1 of 1 Collaction Services Collections

Cancel

Collaction Services Status

Cucle Collection Services k

Start Collection Services

Stop Collaction Services

Figure 9-2 Configure Collection Services option
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6. Make the changes as appropriate in the three tabs on the Configure Collection Services
window (Figure 9-3) and click OK.

Configure Collection Services
General Library: |QPFRDATA
Diata to Colled Default collection interval: O @ 5 % | minutes

Dats Retention | Cycling

Cycle every day att [12:00 AM | Example: 12:30 PM

Cucle svary: 24 | hours

System opdons

DCreate database files during collection

[¥] create perfarmance summary data when collection is cycled

[Jsend PM Agent data to IBM | Miew disclaimer

=118 Cancel

Figure 9-3 Configure Collection Services window

9.3 Job Watcher

Job Watcher provides you with the ability to collect many different types of information about a
set of jobs (or all jobs and tasks) on a system and it does this while providing near real-time,
detailed, and summarized views of job, thread, and task performance data that enable you to
begin your analysis immediately. The data is collected by a server job, stored in database
files, and displayed on a client via the iDoctor GUI presentation facilities or in the browser
using the IBM Systems Director Navigator for i Performance interface.

9.3.1 How Job Watcher works

Job Watcher is similar in sampling function to the system commands WRKACTJOB and
WRKSYSACT in that each refresh computes delta information for the ending snapshot
interval. Refreshes can be set to occur automatically, as frequently as every 100 milliseconds.
The data harvested from the jobs/threads/tasks being watched is done in a non-intrusive
manner (similar to WRKSYSACT). The information harvested by Job Watcher includes:

» Standard WRKSYSACT-type information:

- CPU

DASD 1/O breakdown
DASD space consumption
Current user profile

And more
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» Expanded details about types of waits and object lock/seize conditions

» Last-run SQL statements syntax

» Program/procedure call stack, 1000 levels deep

» Job Watcher also includes some data not available anywhere else in real time:

— Contention time (This includes objects being locked at the operating system level and
objects being seized at the microcode level in addition to the application-level object
and record locks.): holder and waiter job and thread

— A breakdown of all other waits that occurred:

Details about the current wait
Duration of the wait

Object being waited for

Conflicting job/thread/task information
Specific LIC block point ID

» SQL statements, host variables, prepared statement arrays, open cursors

» Communications data
» JVM Statistics
» Activation group statistics

Similar to the other collectors, Job Watcher also collects wait information, but the biggest
advantage of using Job Watcher for performance analysis is its ability to use a combination of
wait accounting, call stack information, and conflicting job/thread/task information during any
contention. The buckets in Job Watcher consist of many waits that are generally considered
good or bad, and seeing the bad ones on a graph like database record lock contention makes
it easy to identify problem areas for further investigation.

When to run Job Watcher

Run Job Watcher when your system is running normally and you are not having performance
problems. This gives you a health check of your system so that when it does have
performance problems, you have a baseline to which to make comparisons.

You might want to run Job Watcher over your system for a period in the morning, afternoon,
and possibly during the evening when you might have more batch-type jobs running.

You can also run Job Watcher when your system is not running normally to try to identify the
problems.

Tip: You could also run Job Watcher over specific key jobs on your system when they are
running well for baseline-comparison purposes. You will also want to run Job Watcher
when you have an identified performance concern (for example, with Collection Services
data) and need more detailed performance data for doing analysis and diagnostics.

9.3.2 Configuring Job Watcher

Job Watcher can be configured and started using either IBM Systems Director Navigator for i,
IBM iDoctor, or Job Watcher CL commands.

Chapter 9. Performance 153



154

Configure using IBM Systems Director Navigator for i

Job Watcher can be configured using the performance interface in IBM Systems Director
Navigator for i using the below steps:

1.
2.

Go to the performance interface on the IBM Systems Director Navigator for i.

On the right pane, click Show all Performance Tasks to display all available performance
management tasks.

Under the Performance Tasks, expand Collectors and choose Job Watcher & Add a
Job Watcher Definition.

Note: The Job Watcher functions in the Systems Director Navigator Performance
interface are only displayed if the Performance Tools Job Watcher option is installed.

Make the changes as appropriate using the Add Job Watcher Definition wizard and verify
all the chosen options on the Summary page, as shown in Figure 9-4.

Click Finish to create the definition.

Add Job Watcher Definition

Sumimary

Click Finish to create the definition defined below,

Definiion creation setlings

Definition name: Cailyjwdef

Description: Job W atcher Definition used Daily
Caolledtion intareal: 10,0 seconds

Call stack callection: CPU consumed, Conflick wait condition,

Abnarmal wait condition

S0L collection: Every interval, Last executed SGQL
staterments, cursors, prepared statement
arrays

Jab selection: All

Task selection: All

Current user profile selection: Mone

Subsystern selection: Mane

Pool selection: Mane
Finish Cata availability: At end of collection
Erﬂmar‘u Collection file disk pool threshold: System

Svstern disk pool threshold: Systemn

Commmand string: Show

< Back | M ek = | Finizh | Cancel |

Figure 9-4 Add Job Watcher Definition

Starting a Job Watcher collection
Job Watcher can be started using the performance interface in IBM Systems Director
Navigator for i using the below steps:

1.
2.

Go to the performance interface on the IBM Systems Director Navigator for i.

On the right pane, click Show all Performance Tasks to display all available performance
management tasks.

Under the Performance Tasks, expand Collectors and choose Job Watcher & Start Job
Watcher.
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4. Select a definition from IBM-supplied or user-defined definition type lists and click Next.

5. Specify new Collection interval or other Termination options to override values specified in
the Job Watcher Definition and click Next.

6. Verify the settings again on the Summary page, as shown on Figure 9-5, and click Finish
to start the Job Watcher.

Summary
S5tart Job

Watch
AElanae Click Finish to subrnit your request to start the Job Watcher collaction.

Collection creation settings

Definition narne: Dailyjwdef

Cefinition properties:

Collection name: Autormnatically generate
Library name: Qpfrdata

Deszcription:

Caolledction interval: 10,0 seconds
Maxirmurn data to collach: S00 MB

Maximum intervals to collect: 1000

Maximum time to callect: 1 hours
Commmand string: Shaw..

. * Back M axk > | Firizh [ Canc?‘

Figure 9-5 Start Job Watcher

For details about using the iDoctor Job Watcher, including topics on monitoring and analysis
using Job Watcher, refer to the Redbooks publication IBM iDoctor for iSeries Job Watcher:
Advanced Performance Tool, SG-24-6474, at:

http://www.redbooks.ibm.com/abstracts/sg246474.html

9.4 Disk Watcher

Disk Watcher provides you with the ability to collect either a statistical summary of disk
performance data or a trace of all disk 1/O events that occur on a system for near real-time
analysis.

Disk Watcher goes beyond the WRKDSKSTS and WRKSYSSTS commands that provide
information regarding disk 1/O, paging rates, CPU usage, and temporary storage. It provides
detailed information related to task dispatching elements (TDEs) and I/0 queuing, objects,
and programs involved with the I/O operation.
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9.4.1 How Disk Watcher works

Disk Watcher collects detailed data on counts and durations of I/0 operations to disk units. In
addition, it provides useful runtime data regarding which objects are being read from disk or
written to disk, and which jobs, threads, or system tasks are causing the operations.

Figure 9-6 illustrates the high-level overview of Disk Watcher functions.

STRDW
Applications v
SLIC Disk Watcher QAPYDW
One Session per ASP Daé.albase
I/0 Request 1 res
| Machine Interface }—
v I
|
Storage SLIC Disk Watcher
Management One Session per ASP
A /
: - /
// I/O Recorder
Disk ~7_/ 1 Per Configured Unit

Figure 9-6 Disk Watcher high-level function overview

9.4.2 Configuring Disk Watcher

Disk Watcher can be configured and started using either IBM Systems Director Navigator for
i, IBM iDoctor, or Disk Watcher CL commands.

Configuration options

Disk Watcher configuration options can be divided into three main categories. The categories
and their options are explained in the following sections.

Basic Disk Watcher definition options
The basic Disk Watcher definition options are:

Collection Type Specifies the type of disk I/O collection to be performed, which
determines the level detail of the data.
Statistical I/O data is summarized into a set of counters based on the type of
I/O operation for all I/O operations on the system.
Trace I/O data is gathered for every 1/O that which occurred on the
specified disk or memory pool.
Full Both statistical and trace data included.
Collection Interval This is the interval between retrieval of disk 1/0 data. You can

specify time or use dynamic intervals.
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Disk Watcher definition advanced options
Below are additional Disk Watcher advanced options:

» Data Availability
Specifies when the data is written to QAPYDW database files.
» Collection file disk pool threshold

Species the percentage of disk pool that can be used before the collection will end. This
threshold is for an auxiliary storage pool that contains the Disk Watcher database files. If
the value specified is less than the current space available in the disk pool, the collection
will end immediately.

» System disk pool threshold

Specifies the percentage of the system disk pool that can be used before the collection is
forced to end. Because Disk Watcher allocates temporary storage and the amount of data
collected can be very large, this parameter allows you to limit how much of the system disk
pool is consumed.

If the collection file exists in the system disk pool and values are specified in both the
collection file disk pool threshold and system disk pool threshold, the value specified in the
system disk pool threshold takes precedence.

Note: If the *"SYSTEM special value is specified for the disk pool thresholds, Disk Watcher
uses the percentage that is configured with the change storage threshold function in the
start system service tools (STRSST) command.

Disk and memory pool selection

Below are additional Disk Watcher selections to specify options for collecting disk 1/0
information:

Disk pools Specifies the disk pools for which disk I/O information is collected.

Disk units Specifies the disk units within the selected disk pools for which disk
I/0 information is collected.

Memory pools Specifies the main memory storage pools for which disk I/O
information is collected (as data is read from disk into memory or
written from memory back to disk).

Object and program options

The Disk Watcher option that controls whether object and program information is collected
when running in trace mode is object and program information, which specifies that object
and program information including their names is collected. It also specifies whether this data
collection will be limited to objects and programs that are resident in main storage. If you want
to view the trace information from within the Systems Director Navigator Web Console, you
must specify *RESIDENT or *ALL for this parameter.

Note: Collecting information for objects that are not in main storage takes additional
resources (CPU and 1/O).
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Conditional collection options
Use the conditional collection options to specify additional conditional filters:
Collection Condition  Specifies whether the data collected should be limited to I/O

operations whose response time, wait time, or service time meet a
specified condition.

Collection Range Specifies whether the data collected should be limited to 1/0
operations whose response time, wait time, or service time falls in
a specified range.

Add a definition using IBM Systems Director Navigator for i

Disk Watcher can be configured using the performance interface in IBM Systems Director
Navigator for i using the below steps:

1. Go to performance interface on the IBM Systems Director Navigator for i.

2. On the right pane, click Show all Performance Tasks to display all available performance
management tasks.

3. Under Performance Tasks, expand Collectors and choose Disk Watcher & Add a Disk
Watcher Definition.

4. Make the changes as appropriate using the Add Disk Watcher Definition wizard and verify
all the chosen options on the Summary page, as shown on Figure 9-7.

5. Click Finish to create the definition.

Note: The Disk Watcher GUI options are only available if the Performance Tools
License program manager feature is installed.

Add Dizk Watcher Definition

Click Finish to create the definition defined belaw,

Definiion creation setlings

Definition narne: Mydwdef
Collection type: Statistical
Cescription: Sample Disk Watcher Definition

Collection interval: Dynamic

Dizk pools: Al
Dizk units: All
Mermaory pools: 2

Comrand string:

| < Back || M ek = || Finish || Cancel |

Figure 9-7 Add Disk Watcher Definition
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Start Disk Watcher using IBM Systems Director Navigator for i

Disk Watcher can be started using the performance interface in IBM Systems Director
Navigator for i using the below steps:

1.
2.

Go to the performance interface on the IBM Systems Director Navigator for i.

On the right pane, click Show all Performance Tasks to display all available performance
management tasks.

Under Performance Tasks, expand Collectors and choose Disk Watcher & Start Disk
Watcher.

Select a definition from the IBM-supplied or User-defined definition type lists and click
Next.

Specify new a collection interval or other termination options to override values specified
in the disk watcher definition and click Next.

Verify the settings again on the Summary page, as shown in Figure 9-8, and click Finish
to start the Disk Watcher.

Start Disk Watcher

Summary

Click Finish to submit your request to start the Disk Watcher collection.

Collection creation settings

Definition name: Mydwdef

Definition properties: Show...

Collection name: Autornatically generate
Library name: Gpfrdata

Description:

Collection interval: Dynarnic

Maximum data to collect: 500 ME

Maximum intervals to collect: 1000

Maximum time to colleck: 1 hours
Comrand string: Shaw..

| < Back || M ek > || Firizh || Cancel |

Figure 9-8 Start Disk Watcher
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9.5 Performance Data Investigator

When you have collected data via Collection Services, Job Watcher and Disk Watcher, you
can work with them to analyze the data. Systems Director Navigator provides a view of all of
your collected performance data. Select Investigate Data from the main performance menu,
as shown in Figure 9-9.
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Allows ypu ta in; }tigate prewviously collected performance data on your system,

Allows[you to manage the performance data of your systam.

Baszic Operations
Wark Management I

Configuration and Service
Metwark

Integrated Server Administration
Security

Users and Graups
Catabases

Journal Manage Show All Performance Tasks

Performance
File Systems
Internet Configurations

Backup, Recovery and Media Services

Settings

Perspectives Selection

*_ Eperformance Explorer
B pisk wstcher

Wliok watcher
neaith tndicatars

mCollection Services

Collection

Collection Library  Collection Marme
QPFRDATA | %] [ Most Recent [+]

| Search | Options | Close

Figure 9-9 Investigate performance data

In the Investigate Data window, you will see a tree view of all collected performance data
organized by perspective. Select a perspective by clicking one of the following links in the top
level of the tree:

» Performance Explorer
» Disk Watcher

» Job Watcher

» Health Indicators

» Collection Services
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Select which performance collection you want to use in the lower part of the window. The
Display button will only be active if a collection exists for your perspective and collection. The
perspective will expand to display several sub-categories under the top-level perspective, as
shown in Figure 9-10. Figure 9-10 shows the Disk Watcher perspective as an example.
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 ® 10 Counts by IOP, /O Tupe

I .I,l"O Counts by TSP, PG Tupe, Pool, Objed, ©hjec Tupe

— ® 10 Counts by IOP, I/O Type, Pool, Obieck, Object Tupe, Module, Procedure
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— ®pooe Faults by TOP, Job, /O Type, Pool, Okject, Module, Procedure
- DDisk W atcher Database Files

Figure 9-10 Disk Watcher overview
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Similarly, with Job Watcher, you have many good graphs that you can view. Figure 9-11

shows an overview of the options.
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Figure 9-11 Job Watcher views (part 1)
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The Job Watcher views continue in Figure 9-12.
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Figure 9-12 Job Watcher views (part 2)

Similar to Job Watcher, Collection Services also has a number of graphs that you can view.

Figure 9-13 shows an overview.
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Figure 9-13 Collection Services views
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9.6 Health indicators

Health Indicators helps you to see an overview of a performance collection. Through this
interface you can see whether your workload is within specified guidelines, as well as modify
those guidelines for your system.

You have health indicators for the following areas:

» System resources
» CPU

» Disk

» Memory

» Response time

You can find health indicators through the Investigate Data link on the Performance main
page, as shown in Figure 9-14.
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Figure 9-14 Health indicators
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If you click the Systems Resources Health Indicators link, you will see indicators for the
selected collection. In this case (Figure 9-14 on page 164), you see the most recent collection
from the QPFRDATA. You will see what is in the guidelines and what is outside the guidelines
for system resources, as shown in Figure 9-15.
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S 2

| Done | | options | | saveas. |

Figure 9-15 Health indicators for system resources
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If you want to see or modify the guidelines, you can click the pull-down menu and select
Define Health Indicators, as shown in Figure 9-16.

tern Resaources Health Indicatars

Perspective Edit Yiew History

Collection Time System
Marme(s): Q245000005 Start: 0Z2-Sep-200% 00:00:06& Marne: CTCODBMOD
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Ih Memory Pools Health Indicators

Response Time Health Indicatars

Cefine Health Indicators

Export [}3 Intervals Distri
Modify SGL

Size next upgrade ’LG ap
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Show as table

Figure 9-16 Define health indicators

You now have the option to define threshold values for a warning level and for an action level.
Figure 9-17 shows an example of CPU health indicator.
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Figure 9-17 Health indicators: Set the CPU thresholds
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You can also set thresholds for CPU, disk, memory, and 5250 response time.
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10

File systems

This chapter provides an overview of how Integrated File System (IFS) works and the new
interfaces provided by IBM Systems Director Navigator for i.
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10.1 Integrated File System

The Integrated File System is a part of the IBM i operating system that supports stream
input/output and storage management similar to UNIX® operating systems and provides a
similar hierarchical folder structure. Select Integrated File System from IBM Systems
Director Navigator for i to display a list of all System i file systems to which you are authorized.
You can access System i objects by specifying the path through the folder (Figure 10-1).

File Systerns - Ctedbrnod.rchland.ibrn,corm

iS/ 05 File Systerns allows you to rmanage the file system.

Inte rated File Systern

Allows you to manage the file systern contents, iS/05 MetServer file shares, and permiszions,

%File Shares

Allows you to manage 5705 MetServer file shares,

%Create File Share

Allows you to create an i5/0% MetServer file chare,

Show All File Systermns Tasks

Clase
Figure 10-1 Integrate File System

10.1.1 What the Integrated file System is

The Integrated File System is a part of the IBM i operating system that supports stream
input/output and storage management similar to UNIX operating systems, while providing an
integrated structure over all information stored in your system.

The Integrated File System comprises 10 file systems, each with its own set of logical
structures and rules for interacting with information in storage.

The key features of the Integrated File System are:

» Support for storing information in stream files that can contain long continuous strings of
data. These strings of data might be, for example, the text of a document or the picture
elements in a picture. The stream file support is designed for efficient use in the
client/server applications.

» A hierarchical directory structure that allows objects to be organized like fruit on the
branches of a tree. You can access an object by specifying the path through the directory
to the object.

» A common interface that enables users and applications to access not only the stream
files but also database files, documents, and other objects that are stored on your system.

» A common view of stream files that are stored locally on your system, on an Integrated
xSeries Server (IXS), or on a remote Windows NT® server. Stream files can also be
stored remotely on a local area network (LAN) server, on another remote System i
product, or on a Network File System (NFS) server.
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Figure 10-2 shows the Integrated File System menu.

Integrated File Systern - Ctedbrnod. rehland. ibrn.camn
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Page 1 of 1 Total: 7 Filtered: 7 Displayed: 7 Selected: 0

Figure 10-2 The Integrated File System menu

10.1.2 Root file system

The root (/) file system takes full advantage of the stream file support and hierarchical
directory structure of the Integrated File System. It has the characteristics of the DOS and
08S/2 file systems. In addition, it:

Is optimized for stream file input and output

Supports multiple hard links and symbolic links

Supports local sockets

Supports threadsafe APIs

Supports *FIFO objects

Supports the /dev/null and /dev/zero *CHRSF objects as well as other “CHRSF objects
Supports the journaling of object changes

Supports the scanning of objects using the integrated file system scan-related exit points

YyVyVYyYVYVYVYYY

Accessing the root (/) file system

The root (/) file system can be accessed through the Integrated File System interface using
either the IBM i file server or the integrated file system commands, user displays, and APls.
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When you click this section, you see the window shown in Figure 10-3.
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Figure 10-3 Root section selected
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In Figure 10-3 on page 170 we selected a the bin folder and expanded its pop-up menu. You
can select any of the specific functions. Also, you can use the drop-down list to select other
functions, as shown in Figure 10-4.
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Figure 10-4 Drop-down list selected

Note: For further information see the following Web site:

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp

10.1.3 QopenSys file system

The QOpenSys file system is compatible with open system standards based on UNIX, such
as POSIX and X/Open Portability Guide (XPG). Like the root (/) file system, this file system
takes advantage of the stream file and directory support that is provided by the Integrated File
System. In addition, it:

Is accessed through a hierarchical directory structure similar to UNIX systems
Is optimized for stream file input and output

Supports multiple hard links and symbolic links

Supports case-sensitive names

Supports local sockets

Supports threadsafe APls

Supports FIFO objects

vVVvyVYyVvYVYYvYYyY
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Integrated File

» Supports the journaling of object changes
» Supports the scanning of objects using the integrated file system scan-related exit points

The QOpenSys file system has the same characteristics as the root (/) file system, except
that it is case sensitive to enable support for UNIX-based open systems standards.

Accessing QOpenSys
QOpenSys can be accessed through the Integrated File System interface using either the
IBM i file server or the Integrated File System commands, user displays, and APls. When you
click this section, you see the window shown in Figure 10-5.
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Figure 10-5 QIBM folder selected
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In this example we selected a folder called QIBM and expanded its pop-up menu. You can
select any of the specific functions. Also, you can use the drop-down list to select other
functions, as shown in Figure 10-6.
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Figure 10-6 Drop-down list selected

Note: For further information see the following Web site:
http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp

10.1.4 QDLS file system

The QDLS file system supports the folders structure. It provides access to documents and

folders. In addition, it:

» Supports IBM i folders and document library objects (DLOs)
» Supports data stored in stream files

Accessing QDLS through the Integrated File System interface

The QDLS file system can be accessed through the Integrated File System interface using
either the IBM i file server or the Integrated File System commands, user displays, and APIs.
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When you click this section you see the window shown in Figure 10-7.
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Figure 10-7 QDLS section selected

In this example we selected a folder QDIADOC and expanded its pop-up menu. You can select
any of the specific functions. Also, you can use the drop-down list to select other functions, as
shown in Figure 10-8.
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Figure 10-8 Drop-down list selected

Note: For further information see the following Web site:
http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp
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10.1.5 QSYS.LIB file system

The QSYS.LIB file system supports the IBM i library structure. This file system provides you
with access to database files and all of the other IBM i object types that the library support
manages on the system and in the basic user auxiliary storage pools (ASPs). In addition, it:

» Supports all user interfaces and programming interfaces that operate on IBM i libraries
and objects in those libraries

» Supports all programming languages and facilities that operate on database files
» Provides extensive administrative support for managing IBM i objects
» Supports stream I/O operations on physical file members, user spaces, and save files

Before the Integrated File System was introduced in Version 3 of OS/400, the QSYS.LIB file
system was the only file system. Programmers who used languages, such as RPG or
COBOL, and facilities, such as DDS, to develop applications were using the QSYS.LIB file
system. System operators who used commands, menus, and displays to manipulate output
queues were using the QSYS.LIB file system, as were system administrators who were
creating and changing user profiles.

All of these facilities and the applications based on these facilities work as they did before the
introduction of the Integrated File System. These facilities cannot, however, access QSYS.LIB
through the Integrated File System interface.

Accessing QSYS.LIB through the Integrated File System interface

The QSYS.LIB file system can be accessed through the Integrated File System interface
using either the IBM i file server or the Integrated File System commands, user displays, and
APls.
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When you click this section, you see the window shown in Figure 10-9.

Refrezh | Hide tree
Path: /Q5¥5, LIB Hame: * LIB
h_alntegrated File Systern - N
l% *? j = --- Select Adction --- [V] Gao
Foot
l% Opentus Selact Mame ~ Size ~ || Type ~ || Description = Changed ~ Created -~
. ,7 Apr 2, 2009 ‘Apr 2, 2009 11:29:39 AM
l% bLE 11:29:39 AM
l% SvE.LIE Mew Folder...
LSYE LI [ [ #coeLe.Lel i Apr 2, 2009 Apr2, 2009 11:29:39 AM
(®BoFilesur. 400 IR eE0e40 AL
[ [[] #DFULIB.LIBR|| Rename.. Apr 2, 2003 Apr 2, 2009 11:29:40 AM
OPT
11:29:40 &AM
I% Copy..
QNTC [T [ #0suLieLie®l]  Foider attribute Information B Apr 2, 2009 Apr 2, 2009 11:29:40 AM
11:29:40 AM
MFS Export b
|— D #LIBRARY,LIB Y X Apr 2, 20039 2k 3, 2008 1:52:19 PM
Sharing 4 12:51:40 PM
O ([ #RPGLIR.LIBMR]| Fermissions Apr 2, 2009 Apr 2, 2009 11:29:41 AM
Preparics 11:29:41 AM
F (7] #sDaLIe LIBR] LiErary Apr 2, 2009 Apr 2, 2009 11:29:41 AM
11:29:41 AM
O [ #sEuULIB. LIB[R] Library Apr 2, 2009 Apr 2, 2009 11:29:41 AM
11:29:41 AM
[ [[]ACME_DB2.LIB[E Library COLLECTION - Aug 13, 2009 Apr 14, 2007 10:41:38 AM
created by SQL 2:139:40 PM
F (7] ACME_STGEZ, LIE 2] Library Jul 22, 2009 Apr 22, 2007 9:09:00 AM
6:17:35 PM
O [ ACME_400, LIB (2] Library Jul 19, 2009 Apr 13, 2007 7:37:38 PM
Ti36:02 AM
[ common.Lek Library Jul 29, 2009 Jul 25, 2009 $:45:33 AM
10:15:44 AM
,_ D DBRSCHEMA.LIBH Library DEZ2 Sample Aug 13, 2009 Mar 21, 2009 &:02:22 PM
Catabaze for 3129:34 PM
Modernization
warkshop
,_ D DBRTEAMDl.LIBﬂ Library COLLECTION - Aug 13, 2009 Jum 20, 2009 10:54:08 AM
created by SQL F:129:34 PM
O [ DB2_SAMPLE. LIB[R] Library COLLECTION - Aug 13, 2009 May 26, 2009 11:34:38 AM
created by SQL 3:29:34 PM
FPage 1 of 10 D 1 Go Total: 145  Filtered: 148 Displayed: 15 Selected: 1

Figure 10-9 QSYS.LIB section selected
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In this example we selected a folder #CGULIB.LIB and expanded its pop-up menu. You can
select any of the specific functions. Also, you can use the drop-down list to select other
functions, as shown in Figure 10-10.

lntegrated File System - Ctodbnnod, Fehland, 1B, Com

Refrezh I Hide tree

Path: /QS5YS.LIB Narme: * LIB

DaltgtdF'l Szt 1
ntegrated File Swstermn - : . :
. I% ‘:4 +? j = i--- Seleck Adction --- il B
I%M : so-.Select Adtion --- s
] o 5 Select Marme S Size -~ | ||Open — S
oesnss #CGULIB. LIBR] Mew Folder... 29139 AM
B I%QDLS 73 D : Delate.., '
Renarme...
5]
I%EESYS.LIB O E3 HCOBLIB. LIBE] Copyo, 2939 AM
[m] I%QFiIeSw 400 Folder Attribute Information = Collect Attributes
* Folder attribute Information > Display Collected Attributas
o apT O [Z] #DFULIB.LIB[E] NFS Export = Propertics 2940 AM
o MFS Export = Rermoue
NTC O (7] #DsuLIe. Liejs] Sharing » Create Share.., 2940 AM
Perrniszions
P ki
|— m #LIERARY.LIE[E] _Iief__lf_s____ 2113 PM
Mew Folder...
O D #RPGLIE, LIE ¢ Folder Attribute Inforrmation > Collect Attributes 29:41 AM
Folder attribute Information > Display Collected Attributas
MFS Export = Properties
| 7] #spaLie. LBk NFS Export = Rermous 22141 AM
Sharing > Create Share...
|— m #SEULIE.LIB ] Perrniszions 29041 AM
Columnz...
Include...
|— D ACME_DBZLIBﬂ __n_c_'_-l__f _______ 141:322 AM
Show find toalbar
| [7] ACME_sTGE2. LIB[R] --- Fable Actions -— o900 am
Select All
Deszlac All
|— m ACME_4DD.LIBM show Filter Row |37:38 PM
Clear All Filters ”
[ ] coMMoN.LIB[E] Library Jul 23, 2009 Jul 29, 2009 9:45:33 AM
10:15:44 AM
|_ r_L DBRSCHEMJ’-‘\.LIBﬂ Library DB2 Sample Aug 13, 2009 Mar 31, 2009 6:02: 32 PM
Database for 3129:34 PM
Modernization
wiorkshop
|_ D DBRTEQMUl.LIBﬂ Library COLLECTION - Aug 13, 2009 Jun 20, 2009 10:54:08 AM
created by SQL 3:29:34 PM
O [0 DB2_SAMPLE.LIBE] Library COLLECTION - Aug 13, 2009  May 26, 2009 11:34:35 AM
created by SQL 2:29:34 PM
Page 1 of 10 [» 1 Go Total: 148 Filtered: 148 Displayed: 15 Selected: 1

Figure 10-10 Drop-down list selected

Note: For further information see the following Web site:
http://publib.boulder.ibm.com/infocenter/iseries/v6rim0

10.1.6 QFileSvr.400 file system

The QFileSvr.400 file system provides transparent access to other file systems that reside on
remote System i platforms. It is accessed through a hierarchical directory structure.

The QFileSvr.400 file system can be thought of as a client that acts on behalf of users to
perform file requests. QFileSvr.400 interacts with the IBM i file server on the target system to
perform the actual file operation.

Accessing QFileSvr.400 through the Integrated File System interface

The QFileSvr.400 file system can be accessed through the Integrated File System interface
using either the IBM i file server or the Integrated File System commands, user displays, and
APls.
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10.1.7 QOPT file system

The QOPT file system provides access to stream data that is stored on optical media. It:

» Provides a hierarchical directory structure similar to PC operating systems such as DOS

and OS/2

» Is optimized for stream file input and output

» Supports data stored in stream files

Accessing QOPT through the Integrated File System

The QOPT file system can be accessed through the Integrated File System using either the
IBM i file server or the Integrated File System commands, user displays, and APIs. When you
click this section, you see the window shown in Figure 10-11.

ern - Ctedbrnod.rehland.ibrn, carn

Integrated File §

Folder Attribute Information

Sharing
Journaling

Perrnissions

Properties

NS et b Froperties

4

Refrezh | Hide tree
Path: fQOPT
lJ—-'_'alnte rated File Swstem -
= T~ --- Selact Action --- v| 6o
Raoot
I% Openius Selec Marme ~ Size A Typa A Changed =~ Accessed A Creatad A
f&a MV |[] ces7iis57_oilel O‘pen 2009 |Jan 1, 2000 Aug 14, 2003 7:48:28 AM
I%M N Fold A 12:00:00 AM
55 LIB =w Falden.
I%Q— Page 1 of 1 Delete 1 Selacted: 1
QFileSur.400
I% Renarne...
QOPT
l% Move, .,
NTZ
Copt,

Remove

Figure 10-11 QOPT section selected
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In this example we selected a folder C8671157_01 .LIB and expanded its pop-up menu. You
can select any of the specific functions. Also, you can use the drop-down list to select other

functions, as shown in Figure 10-12.

Ctedbmod. rehland. ibrm.com

Integrated File

System -

Refrezh I Hide tree
Path: JQOPT
DaltgtdF'ISgt 7
ntegrated File Swstermn - : . :
I% b [ j = i--- Seleck Adction --- il B
) I%M : so-.Select Adtion --- s
] o 5 Select Marme ~ Size -~ Tlopen —
SERErE |Mew Falder..,
B [8onis W ] cae7i157_o1ls] Fil Dol ate, .. 126 AM
o l%gs\rs LIB pensme...
I% * Page 1 of 1 Total: 1 Filterepgol'le“'
B B30 FileSur. 400 Opi ) y
Faolder Attribute Information = Collect Attributes
=] I% OPT Folder Attribute Information = Display Collected Attributes
o I% MFS Expart = Properties
QNTC MFS Export = Rermoue
Sharing = Create Share..,
Journaling
Perrnissions
Properties
Mew Folder...
Faolder Attribute Information = Colleck Attributes
Folder attribute Informiztion = Dizplay Collected Attributes
MFS Export = Properties
MFS Export = Remove
Sharing > Craate Share...
Perrnissions
Calumns...
Irclude...
Show find toolbar
-—- Fable Actions —
Select All —
Ceseled All ”

Figure 10-12 Drop-down list selected

Note: For further information see this t
http://publib.boulder.ibm.com/info

10.1.8 QNTC file system

he following Web site:

center/iseries/v6rim0/index.jsp

The QNTC file system provides access to data and objects that are stored on an Integrated
xSeries Server (IXS) running Windows NT 4.0 or later or the Linux operating system.

The QNTC file system also provides access to data and objects that are stored on remote
servers running Windows NT 4.0 or later, Linux Samba 3.0 or later, or supported versions of

i5/0OS NetServer.

The QNTC file system is part of the base IBM i operating system. It is not necessary to have
the Integrated Server Support, option 29 of the operating system, installed to access /QNTC.

Accessing QNTC through the Integrated File System interface

By using the IBM i NetServer, System i Navigator, Integrated File System commands, user
displays, or APls, you can access the QNTC file system through the Integrated File System

interface.
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10.2 File shares

180

An IBM i NetServer file share is a directory path that IBM i NetServer shares with clients on

the network. A file share can consist of any Integrated File System directory on the IBM i

operating system. You can create, display, configure, and end IBM i NetServer file shares. In

general, all Integrated File System limitations and considerations apply when you access

shared directories with IBM i NetServer. Staring in IBM i 6.1, IBM i NetServer supports IPv6

access in the file sharing function. Figure 10-13 show the file shares functions.

Ctedbrnod.rehland. ibrn, cam

Refrezh

*t‘ *? j =4k |--- Select Action --- [V] Gao
Salect | Mame ~ | Path s | Description | Current Users ~ | Accesz | Max Users ~
O | Qdirsrv®]  /QIEM/ProdData/ 05400/ DirSre O5/400 - 0 Read/'Write 21474233647
Cirectory
Services
O | GibrmE  /QIBM IEM Product i Fead/Write Mo rmaximum
Directories
O | Pwo026[8] /PWINBEResidancy PWo03e 2 Read/Write Mo maximurm
Redbook
Residency File
Share
Page 1 of 1 Total: 3 Filtered: 2 Displayed: 2 Seleced: 0

The inforrmation in this list iz 7 minutes old, Press the Refresh button to update,

Close
Figure 10-13 File Shares page

We can select a file and expand its pop-up menu, as shown in Figure 10-14.

‘:‘ +? j = E |--- Seledc Acion --- [V] Gao
salect | Mame ~ | Path # | Description  ~ | Current Users ~ | Access  ~ | Max Users -
W a7 Qdirsrul meag_ed onl... Read/Write| 2147483647
Properties | Services
| 0 Gibrmle Stop Sharing... IBEM Product 1 Read/Write Mo rmaxirnum
Fermissions Diractories
O A Pwo036e] PWIOZEResidency PYw3I036 2 Read/Write Mo raaxirnum
Redbook
Residency File
Share
Page 1 of 1 Total: 2 Filtered: 2 Displayed: 2 Selecked: 1

Figure 10-14 Function options
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Overview of functions for managing file shares
As shown Figure 10-14 on page 180, you have four options to choose from:

» New: This option allows you to create a new file share based on an existing share.
Figure 10-15 shows the new file share window.

# General i5/0% Suppart far Windows Metwark Meighborhood

. *og
Text Conversion ghare name: g girsry

Deseription:  [05/400 -- Directory Services

Access: Readfwirite v
Path name:  *[1QIEM/ProdData/n 5400/ Dirsre

number of users

O Mo maximum

(@ Msximumn users (0 - 2147483647): (7147483847

Figure 10-15 Create file share

As Figure 10-15 shows, you can set up the share name, the access (read/write or read
only), the path name, and the number of users who can use it.

» Properties: Use the General Properties page to configure the new file share with a name,
description, access, maximum number of users, and directory path name. See
Figure 10-16.

General iS5/ <5 Support for Windows Metwork Meighborhood

Text Conversion Share name: Qdirsry
Sessions Description: |OS,|"4DD -- Directory Services

Access: [Eaderite

mes QI D ata/ 0540 Sru

Maximum number of users

O Mo maximumm
@ Maximum users (0 - 2147483647 ] ’m
Figure 10-16 General Properties

Use the Text Conversion page to identify which file types must have their contents
converted from the IBM i file coded character set ID (CCSID) to the CCSID that you
specify for the share. See Figure 10-17.

A==l

General | [Vl allow file text convarsion

Text Conversion @ sirmple conversion
Sessions

L ———— O Simple and complex canversion

Coded character set ID: |CI - Use iS/ 05 MetSe Browse... I

File extensions for automatic EBCDIC/ASCII text conversion

Add
[Ermpty] Femove

Figure 10-17 Text conversion
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» Session: Use this option to see the data for the jobs using the file shares. See
Figure 10-18.

=TI

Seneal iR 2] | --- Select Action --- [+ [ad]
Text Conversion
R Select | Workstation Mame & | Seszzion ~ | User Mame «~ | Time Active ~ | Time Idle ~
Sessions
Mone

Total: 0 Filtered: 0 Displayed: 0 Selected: 0

Refresh
Figure 10-18 Session

10.3 Create file share

To create a new file share you must select the Create File Share task, as shown in
Figure 10-19.

tedbrnod. rechland, ibras corn

i5/O5 File Systems allows vou to manage the file system.

Inte rated File Systern

Allows you to rmanage the file systern contents, i5/0% NetServer file shares, and permissions,

%File Shares

Allows you to rmanage i5/0S5 NetServer file shares,

%Create File Shars

Allows you to create an i5/05 NetServer file zhare,

Show All File Systerns Tasks

Figure 10-19 File Systems task page

When you select this option you see the window shown in Figure 10-20.

m_ 5/ 05 NetServe Share - Localhost h 4

* General i5/05 Support for Windows Metwork Meighbaorhood

. ¥
Text Conversion Share name: ey share

Description: |

Arccess! Read only
Path name: ¥ Browse...

Maximum number of users

@ Ma rhaxirmnumn

O Maximum users [0 - 21474536470 a

Figure 10-20 Create new file share

Use the General properties page to configure the new file share with a name, description,
access, maximum number of users, and directory path name. In this case you cannot base
the new share on an existing share.
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When you select the Text Conversion option you see the window shown in Figure 10-21.

General | CJallow file text conversion

Text Conversion Simple conversion

Simple and cormplex conversion

Coded characker set ID: [0 - Use iS5/ 05 Netsa Browse...

File extensions for automatic EBCDIC/ASCII text conversion

Figure 10-21 Text Conversion option

Note: Before selecting this option you must complete the required fields that appear on the
General properties page.
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11

Advanced Job Scheduler for
IBM i

From within Systems Director Navigator for i5/0S, the Advanced Job Scheduler for IBM i
(AJS) can be used to schedule complex batch job flow, distribute spooled files via e-mail
attachment, and send job status notifications. Jobs can run based on a schedule or an event.
Jobs can run on local or remote IBM i systems and commands can be processed on
non-IBM i platforms.

This chapter describes the following topics:

Accessing AJS from within Systems Director Navigator for i5/0S
Scheduling a job

Job groups

Job dependencies

Notification and report distribution

Remote command jobs

Multiple scheduling environments
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11.1 Accessing AJS from Systems Director Navigator

To access AJS from Systems Director Navigator, do the following:

1.
1.
1.

Expand IBM i Management on the left from Systems Director Navigator for i5/OS.
Select Work Management.

At the bottom of the Work Management page, click Show all the Work Management
tasks.

Each of the AJS folders contains tasks that can be used to list or perform functions in the
scheduler. Figure 11-1 shows the AJS folders within all the work management tasks. Each
folder has options in its drop-down menu to display a list or perform a task.

Integrated Solutions Console

Welcome briany Help Logout

| View: ;All tasks '1

--- Selact Action --- i

| Work Manage... * ;

Welcame

My Startup Pages
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q Service
Matiark

Intagrated Server
Administration

Security

Uszers and Groups
[ratabaszes

Juurnal Mansgerient
Performancs

File Systems

Intarnet Configurations

Settings

IBEM i Work Managernent allows you to rmanage your IBM i jobs, job queues, output queues,
subsysterns, and memeory poals,

@ potive Jobs
Allows you ta work with all jobs that are currently active,
B seruer Jobs

Allows you to rmanage server jobs that are currently active,

-
%Actiue Job Queuss

Allows you to rmanage the job queues that are currently active, and the jobsz that are located on thes:
queues,

“—%omgut QueUss wiork Manage... X

Allows you to manage output quenes,

E’EActiue Subzystems

Allows you to manage the subsysterns that are currently act [

subsysterns.
oo
B ive Mernory Pools O ‘Awork Managernent
1]
Allows you to rmanage the memory poals that are currently . ‘EJ
these pools. . Subsgstemsﬂ
® 00 Queuesiﬂ
Show All Work Managerment L Cutput Queuesﬂ

¥ Mernory Poolsl
O ¥adusnced Job Scheduler!

® b GYDU_LSM Mew Scheduled Job
® jotification®]
®ooheduled Job Ad
*® pctivity Log®]

Fropettiesz
Rezet Scheduled Jobs

| Cloze

Figure 11-1 Accessing Advanced Job Scheduler for IBM i

11.2 Scheduling a job

Using the Web interface for AJS from IBM Systems Director Navigator for i, you can schedule
jobs with a simple schedule such as every week Monday through Friday or more complex
schedules such as the seventh working day every month. If the standard scheduling
conventions within AJS are not enough, you can create a scheduling calendar that contains
all the dates that a job is to run. Holiday calendars can be used for holidays or exceptions to
the normal scheduling. These are the dates that you do not want a job to run. These
calendars can be used in multiple jobs.
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In this section we discuss three main areas in creating a scheduled job:

» The work
» The schedule
» The notification

11.2.1 The work

Each scheduled job can run up to 999 commands. See Figure 11-2. If any of the commands

end in error, the job will end be marked as abnormally completed. Each command can

contain a list of messages for monitoring. During the run of a job, if a command ends in error

but has the error message in the list, the job will continue with the next command. See
Figure 11-3 on page 188. Dynamic variables can be used in the command string. These

variables will be resolved at run time. There are system-defined variables and user-defined

variables. In the command string, the variables begin with an ampersand (&) and should

normally have single quotation marks before and after.

Integrated Solutions Console

Mo banags

| Systemi Na... ,c

Welcome brany

e

|--- Select Action ---

‘ok] cancel

Select | Enabled

r f7  call sls030r parm ("8G TMD! 'BFROMDATE' 'STGDATE')
i vl call sls030s parmni'&5YMD")
Y w call sls030¢

[T Run as remote c
Application:

Report distribution list:

[T use start time of d

ornmand

; :3‘
iINVOICE vi

ay

# General Job narme: e <
Schedule Type of job
Batch Inforrnation
¥ scheduled
Hotification
{" Mon-zcheduled
Documentation
Froblem Recover  Altarnate
Cormmunication Description:
Local Data Ares Commands
' Commnands —

Add Based on |

Moue Up
Move Down

p,—opert|es

Figure 11-2 Command list in a scheduled job

Figure 11-2 shows the General tab of a job. This job has three commands to process. The
first command is using a system-defined variable (QYMD) and two user-defined variables
(FROMDATE and TODATE). The system-defined variable will resolve to the system date in

year, month, day format. There are many system-defined variables in various formats.
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Figure 11-3 shows a list of messages to monitor. If the command to process ends with one of
these messages the job will continue.

kﬂmm Sﬁuﬁﬂns Console Welcome branyHzlp | Logout

| Wadk Manage.. = j Systemi Ma... X |- Selact action ---

Command Properties

Cormmand:

call sls030r parm('&QvMD' "&@FROMDATE' '&TODATE') ;E

Messages to monitor

Identifiar: 1 ladd

Dizablad: Enabled:

[Empty] e

—— . {CPFOOOO0
<-- Dizable USRO0O0

OK :Cance|

Figure 11-3 Messages to monitor

11.2.2 The schedule

Each job can contain a schedule in which it will run. The interactive calendar on the Schedule
tab, along with the Frequency and Details box, is used to define the schedule. See

Figure 11-4. A scheduled job can run up to 10 times per scheduled day or it can be defined to
run every 30 minutes between the hours of 6:00 p.m. and 7:00 a.m.

Integrated Solutions Console Welcome briany Help | Logout

I Select A

| o Manage.. ¥ | systemi Na. X W

Beneral [septarmber =] | 2003 | Refresh | Schedule name: =T5q]
Schedule wed  Thu m sat Times to run
_ 10z )0 = J[ = ][ 5 ] @ On spedific times |1
Hotificatio Y | | P | e | e | e | e : - ;
L | 16 [ [ ][ 15 ] TR [Remaue |
[ = [ = | el =] 10:00 FM
| EX | | |

i S 1 5 ¢~ Periodically Frequency:
: = EEE] B ——
[rarzoos || " [ereirzoas ] |

Additianal Calendars... ]

Start time:

[L280:00 AM] Exarple: 12:30:00 B

End timet  [1159:00 PM]| Example; 12:30:00 PM

Dates to run

Frequency: Details

% 0On selected dates
 weekly 8kip count:

@ Menthly [~ select as working days

€ vaarly

Figure 11-4 Schedule tab
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Figure 11-4 on page 188 shows the Schedule tab of a job. In this example the job is
scheduled to run at 2:00 p.m., 6:00 p.m., and 10:00 p.m. the fourth Friday of every month.

11.2.3 The notification

Notification comes in two types in respect to a scheduled job: the status of the job while it is
running and after it has completed is one type. Distributing spooled files produced by the job
is another type. On the Notification tab you can specify who will receive status notification via
e-mail. Recipients are shortcut names for e-mail addresses. Recipients can be notified if the
job completes normally, fails to complete normally, does not start within a specified number of
minutes after it has been submitted, and if a job is waiting on an error message. See

Figure 11-5. A report distribution list is specified on the General tab. This predefined list
defines the spooled files to distribute along with the recipients. See 11.5, “Notification and
report distribution” on page 192, for more information.

Figure 11-5 shows the Notification tab of a scheduled job. You can see the different recipients
that will receive the various notifications.

Integrated Solutions Console Welcome branyH=lp | Logout

o hanage. J Systern i Ma... N\ -- Select Adtion ---

| Send completion message

Mezsage queus: iUsejob contral value ‘_:j Browse...

General

Library: iUsejob control value ___‘:j

" MNotify if job completes successfully

Cormmunication Recipient: iBOB .Ij

basalfoloza Message: [lze camnpletion message ¥|

i MNatify if job fails

Recipient: 1BET|'Y :J

Message: IUse antry from below ___'_j

Please check why |

w Motify if job does not start within limit

Recipient: iSLIE __:j
Lirnit: iLlse entry fram below_:'_j
=0 |

™ Maotify with error messages

Recpient: lFRED

=i
Message: 15endjob lag ..:.j

OK Cance|

Figure 11-5 Notification tab

11.3 Job groups

Job groups are made up of AJS jobs grouped together to run consecutively in the order
specified in the group sequence field. This is one form of dependency in AJS. A normal
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completion is required before the next job in the group will be submitted. The first job within a
group must have a sequence of 1 and will reflect the scheduling information. Changes to the
schedule should be done at the group level. Any subordinate job (sequence greater than 1)
will be bypassed during processing if the job's status is held.

There are several items to consider when creating a job group:

>

A group definition must be created first. This will contain the scheduling information for the
group.

A job can be added to a group by listing the job groups and selecting the Add New Job to
Group option on the group.

An existing job can be added to a group by listing the schedule jobs and selecting the Add
Selected Job to Group option on the job.

When jobs are added to a group, they are added to the end.

Subordinate group jobs can have their own schedule. This means that a subordinate
group job may not run when the group is started.

Jobs in a group can be resequenced by selecting the Resequencing Jobs in Group
option.

Holding the first job in a group will hold the schedule of a group.
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11.4 Job dependencies

AJS allows you to set up jobs or job groups that are dependent on one another. For instance,
you could set up a payroll job that will not run at a centralized site until all remote sites have
transmitted their payroll data to the central site. Another job that prints the payroll checks
could be dependent on the central site processing job being completed before the check
printing job can start. See Figure 11-6. These job dependencies are called predecessor and
successor relationships. A predecessor job is a job that must run before another job (called a
successor job) can be started. A successor job is a job that is run after a predecessor job
finishes. These relationships can be extended indefinitely to define the interrelationships of

the jobs that you want to process.

Integrated Solutions Console

Welcome brianyH=lp Logout

|--- select Action

PRPROC

Job narme:

GroUp nare:

Sequence!

Requirements before continuing
{* Meet all dependencies

= Maet at least ane dependancy

Predecessors: Successors:

O ‘Aprproc
®pRTCHK

O Eprproc
# pRTRANSL
®pRTRANS?
® pRTRANSS
®oRTRANS A
®oRTRANSS
# pRTRANSE

Figure 11-6 Job dependencies

There are several items to consider with job dependencies:

»

»

You can have any number of predecessor jobs for a successor job.
You can have any number of successor jobs for a predecessor.

Unlike jobs in a group, you can define whether a normal completion is required before
running the next job.

You can define job dependencies so that at least one predecessor job must complete
before a successor job will run or all predecessor jobs must complete before a successor
job will run.

A scheduled job that is a successor to another scheduled job should not have the same
time. The scheduled time for the successor job should be at least one minute after the
scheduled time for the predecessor job.

A subordinate job in a group should not be a successor job.

You can specify that the last job in a group is the predecessor. This means that no matter
what job runs last in a group it is the predecessor to a successor job.
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Figure 11-6 on page 191 shows all the dependencies for job PRPROC. You can see that
PRTRANS1 through 6 must run before PRPROC will run, and PRPROC must run before job
PRTCHK.

11.5 Notification and report distribution

The notification feature in AJS allows you to notify people of the status of jobs via e-mail.
Important messages can be sent with an escalation list attached that specifies the length of
time that will pass before the next person on the list is notified. Escalation will continue until
someone stops escalation. Notification coupled with report distribution allows you to
automatically distribute spooled files to one or more e-mail addresses or to one or more
output queues.

Items to consider for notification and report distribution are:

» In order to be able to send e-mail, an outgoing mail server and default reply address must
be specified. Access the main Properties page from the notification folder to enter the
values.

» Specify a report distribution list on the General tab of a job.
» Recipients can contain one or more e-mail addresses.

» Through report distribution, you can split up a spooled file and send it to different e-mail
addresses.

» You can specify in report distribution to remove the original spooled file after it has been
distributed.

» Spooled files can be distributed in TXT format or PDF.
» Only basic text spooled files can be distributed.
» Spooled files that contain graphics cannot be distributed.

» Joblog spooled files must be explicitly defined in a report distribution list in order to be
distributed.

» AJS does not save spooled file data for future distribution.

» It is possible to distribute reports for a scheduled job that has already run by locating the
correct scheduled job activity entry and selecting the Distribute Reports menu option.

11.6 Remote command jobs

192

Commands can run on non-IBM i platforms such as PCs. They can be processed on a single
system or a group of systems. The run remote command (RUNRMTCMD) is used to issue the
commands on the remote systems. RUNRMTCMD allows server users to run a command on
a remote system that is running the target portion of this function. The target portion of this
function can be a remote executing daemon (REXECD). We recommend using the incoming
remote command (IRC) service of the IBM i Access for Windows on the remote systems to
process the commands.
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Items to consider when running remote command jobs:

» Commands processed on non-IBM i platforms may report that the command ended
normally even though it did not. The main reason is that the REXECD being used does not
return the appropriate error-code information to the RUNRMTCMD. The process will
produce a spooled file with information about the process that may help to determine
whether the command completed normally. AJS cannot use the spooled file to determine
job completion because of translation issues and inconsistencies.

» You can add systems and system groups to AJS by selecting Properties on the Advanced
Job Scheduler folder. Select the Systems and System Groups tab on the left.

» You must check the Run as remote command check box on the General tab of a
scheduled job to specify that the job is running on a non-IBM i system.

» The Batch Information tab for a job contains the system or system group to run the job.

» When processing commands on a group of systems, each command must complete
normally on each system within the group before the next command is processed in the
scheduled job.

11.7 Multiple scheduling environments

AJS has the ability to manage multiple scheduling environments. A scheduling environment is
basically all the objects in the QUSRIJS data library duplicated into another library. QUSRIJS
is the main data library created during the install of the AJS product. It contains the physical
files that store all the information about the scheduled jobs. Each scheduling environment is
its own entity and can be accessed and managed using AJS interfaces. When defining a
scheduling environment within AJS, a monitor switch is available to designate whether the
scheduling environment can be active. A scheduling environment must be active to
automatically submit jobs. You probably would not want a replicated environment to become
active if the source system was also active. This may cause the same job to be submitted
from each active environment (source and replicated environments). However, there are
many times when you would want multiple environments active at the same time. For
example, you could have a production and test environment active at the same time. You can
have any number of scheduling environments.

Items to consider when using multiple scheduling environments:

» A user can only access one scheduling environment at a time. A list of users and their
assigned data library can be found on the Users tab on the main properties page for AJS.
By default, the main data library (QUSRIJS) will be used by all users who have not been
added to this list. The data library for a user can also be changed by using the set data
library using js (SETDLJS) command.

» A job monitor job will exist for each data library that allows the data library to be monitored
(active). A meaningful name can be specified for these jobs. The default is QIJSSCD.
These jobs run in the QSYSWRK subsystem.

» The change data library using JS (CHGDLJS), set data library using JS (SETDLJS), and
start job scheduler (STRJS) commands can be used in failover scripts on a backup
system to change the attributes of a data library to allow monitoring, after which the job
monitor for the data library can be started and the users set to use the replicated data
library.

» Jobs can be copied from one data library to another using the copy job using job scheduler
(CPYJOBJS) command. Be sure to specify *DATALIB in the to job entry (TOJOB)
parameter and the name of the data library.
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» A data library must exist before it can be added to the list of data libraries in AJS. Here are
some ways to create a data library for a new scheduling environment:

— To create a clean data library you can check the Create data library box when adding a
new data library to the list. This will first create a data library with all the necessary files
and then add the data library to the list. This is done from the main properties page for
AJS. See Figure 11-7.

— You can use the copy library (CPYLIB) command to copy the QUSRIJS library. You
would probably use this method when creating a test environment. The new data
library could be named QUSRIJSTST.

— You can use the save library (SAVLIB) and restore library (RSTLIB) commands to save
the QUSRIJS library from one system and restore to another system. You may need to
use the restore to library (RSTLIB) parameter in the RSTLIB command to restore the
library as a different name.

— You can use data replication software to replicate the QUSRIJS data library from the
source to a different name on the target system. The data library on the target could be
QUSRIJSPRD.

Figure 11-7 shows adding data library QUSRIJSABC. In this example the scheduling
environment can be monitored (active) and the job monitor job will be named ABCSCD and
will automatically be started after an IPL.

Integrated Solutions Console Welcome bHanyHelp | Logout

Wtk Manage. . | systemi Ma.. % |--- selact Action ---

Marne! +n:|usrijsabc

Description: Scheduler for ABRC carmpany

W Monitor:

Monitar job name: +ABCSCD|
v Automatically start monitor

V¥ Create data library

ﬂ Cancel

Figure 11-7 New data library
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12

Plug-ins and add-ons

This chapter contains information about Backup, Recovery, and media services, a
high-availability solution, a cluster solution, and the plug-ins necessary to use on IBM
Systems Director Navigator for i.
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12.1 Backup, Recovery, and Media Services

196

Backup, Recovery, and Media Services helps you manage saves and media. It also enables
you to restore objects that you have previously saved. BRMS enables you to manage your
most critical and complex saves simply and easily, ensuring that you can recover your system
fully in the event of a disaster or failure.

BRMS assists you in establishing a disciplined approach to designing and managing your
save operations and provides you with an orderly way to retrieve lost or damaged data. It also
enables you to track all of your media from creation to expiration and keep your system
running smoothly by performing daily maintenance activities.

Within BRMS you can create control groups to set criteria for certain types of save operations.
You can create either a backup control group or an archive control group. Backup control
groups perform save operations on active data that is necessary for your day-to-day
operations. Backup control groups set criteria on when saves occur, how these saves are
performed, and where information is saved. You can create multiple backup control groups to
perform full system saves to changes-only saves. By running backup control groups regularly,
you can use a disaster recovery report that steps you through your recovery procedures.

Unlike backup control groups, archive control groups save objects that are used infrequently,
but may need to be accessed for later use if needed. The saved objects are removed from the
system. For example, you may have legacy customer information stored in a database and
you want to free disk space by archiving this data to media. Another difference between
backup and archive is the difference between restore and retrieve. In general, objects saved
as part of a backup are recovered from the save media. Archived objects are retrieved from
the media and then after they are used can be re-archived back to the media.

LPPS for using BRMS functions within IBM Systems Director Navigator for i
The LPPS for using BRMS functions within IBM Systems Director Navigator for i are:
» 5761BR1 *BASE Backup Recovery and Media Services

» 5761BR1 1 BRMS - Network Feature
» 5761BR1 2 BRMS - Advanced Feature

Important information for character-based interface users of BRMS

You can manage backups, recovery operations, and your media with BRMS by using either
the BRMS plug-in to System i Navigator (BRMS plug-in) or through the character-based or
green screen interface. If you have used the character-based interface in the past and want to
use the BRMS plug-in, you should be aware of the differences between these two interfaces.

Terminology differences
The following list describes the differences between terminology used in the character-based
interface and the BRMS plug-in.

» The BRMS plug-in term backup control groups refers to the combined attributes of a
backup control group and a media policy in the character-based interface.

» The BRMS plug-in term changes-only backup is the same as a cumulative backup in the
character-based interface.

» The BRMS plug-in term media pool is the same as a media class in the character-based
interface.

» The BRMS plug-in term disk pool is the same as an auxiliary storage pool in the
character-based interface.
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» The BRMS plug-in term disk pool group is the same as auxiliary storage pool class in the
character-based interface

» The BRMS plug-in term container pool is the same as a container class in the
character-based interface.

» The BRMS plug-in term global policy properties is the same as the system policy in the
character-based interface.

Compatibility differences

If your current character-based interface control groups do not reference the system policy
(*SYSPCY), archive policy (*FARCPCY), or backup policy (‘BKUPCY) and do not share media
policies among control groups, then using the BRMS plug-in to edit backup and archive
control groups should have no functional impacts to your character-based control groups. If
this is not true, read the following information.

The backup and archive control groups created by the BRMS plug-in can be viewed and run
from the character-based interface. Also, control groups created from the character-based
interface can be viewed and edited via the BRMS plug-in backup and archive control group
properties. A message will be presented to the user when a character-based created or
edited control group is about to be changed by the BRMS plug-in. The user will have the
opportunity to cancel the operation or continue. However, we do not recommend changing
control groups created on the character-based interface using the BRMS plug-in unless you
understand the following:

» The BRMS plug-in backup and archive control groups are designed to be independent of
each other. Thus, if you make changes to one control group, it will not affect the others. To
ensure this independence, control groups updated with the BRMS plug-in will have all
references to the character-based interface system policy (*SYSPCY), archive policy
(*ARCPCY), and backup policy (‘BKUPCY) removed. These references will be resolved
and replaced with the actual values when the backup control group is saved by the BRMS
plug-in. The archive policy, backup policy, or system policy do not affect backup or archive
control groups created or edited by the BRMS plug-in. The exceptions to this are the
network feature, sign off exceptions, and subsystem to check controls in the system policy,
which are used by the BRMS plug-in.

» Changes made to other, non-IBM supplied policies are reflected in the BRMS plug-in.

Note: For further information see the following Web site:

http://www-03.1ibm.com/systems/i/support/brms/plug-infaq.html

When you select in the IBM Systems Director Navigator for i main menu Backup Recovery
and Media System option you will see the window shown in Figure 12-1.

Wwelcorne to Backup, Recovery, and Media Services for iS/08,

i i

Backup, Recovary, and Media Services for iS/0S(TM) helps you implement a disciplined approach to managing your backups, and provides vou with an orderly way
to retrieve lost or damaged data, Using BRMS, vou can rhanage your rmost critical and cormplex backups, incduding online backups of Lotus servers, simply an
easily, You can also recover vour systern fully in the event of a disaster or hardware failure,

£ =

Saue all systarn and usar data |

Restore Itermns |

[ oo not show this dialog again.

Figure 12-1 Main Backup Recovery and Media System menu selected option advance
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As shown in Figure 12-1 on page 197, if you click the Advanced button, you see the window
shown in Figure 12-2.

welcormne to Backup, Recovery, and Media Services for i5/08,

Backup, Recavery, and Media Services for i5/05(TM) helps you implermnent a disciplined approach to managing your backups, and provides vou with an orderly way to retrieve lost or
darmmaged data, Using BRMS, you can manage your most critical and cornplex backups, including online backups of Lotus servers, simply and easily, You can also recover your
systern fully in the event of a disaster or hardware failure,

[oo not show welcome

w2l g 2] | --- Select Action -—- || [aq]
List ~ | Description ~

Backup, Select actions such as displaying the global policy properties, restoring data, printing reports, and managing devices.
Recovery,
and
]
Media 2
Services
foriS/O8

Archive Create, run, display and maintain archive control groups
L

[BY contral

Groups

_ Backup Create, run, display and maintain backup control aroups
Control  [#]
Groups
Media ) Display media palicies information
Policies

it Mouve ] Display mowve policy information
Policies

Volurnes®] Display volume information

gﬂ::li: ] Display media pool information

TazhksE Tasks which are scheduled, executing, or have been completed

Page 1 of 1 Total: 8 Filtered: 8 Displayed: 8

:( 1} ):

Figure 12-2 BRMS interface menu

Note: For more details about the options for the BRMS interface menu, see the IBM
Redbooks publication /IBM i 6.1 Technical Overview, SG24-7713.

12.2 High-availability solution

In this section we discuss a high-availability solution.
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High Availability Solution Manager

If you have the HASM LPP installed (5761HAS *BASE iHASM) you can use the new High
Availability Solution Manager GUI to select, configure, and manage a complete
high-availability solution. You can choose from a list of six high availability solutions. This new
GUI is intuitive and does not require extensive knowledge of the underlying system
technology. When you select the High Availability Solution Manager option you see the
window shown in Figure 12-3.
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Figure 12-3 High Availability Solution Manager menu

Note: For more information about the High Availability Solution Manager functions see
Implementing PowerHA™ for IBM i, SG24-7405.

Cluster Resource Services

If you have the High Availability Solution Manager (HASM) LP installed, you can use the new
Cluster Resource Services GUI to perform various clustering functions, such as working with
clusters, nodes, cluster resource groups, switchable devices, administrative domains, and
monitored resource entries. Clusters are a key component of setting up a high-availability
solution to protect your system from system outages and disasters. If you do not have the
HASM LP installed, you would use the Clusters GUI on System i Navigator instead to perform
the clustering tasks.

You can interoperate between the Cluster Resource Services GUI and the character-based
interface.

You can use the Cluster Resource Services GUI to create a cluster with up to 128 nodes.
Previously, the largest cluster that you could create using the GUI was two nodes.

Previously, only disk pools were switchable. Now you can switch other types of devices, such
as tape devices, optical devices, communications lines, controllers, and network servers, to
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the backup node when an outage occurs. The cluster ensures that the resource names and
hardware resource information is identical on all recovery domain nodes. You can use the
New Device Cluster Resource Group wizard to add switchable devices to a new device
cluster resource group, or use the Add an Existing Switchable Device panel to add the
devices to an existing device cluster resource group.

You can define a single failover message queue in Cluster Properties or Node Properties for
sending failover messages for an entire cluster or backup node.

You can specify new types of monitored resources, such as user profiles, system values, and
device descriptions, for an administrative domain to ensure that the operational environment
for your application is consistent across the cluster nodes. Use the Add Monitored Resource
Entry panel to add new resources to monitor.

You also can specify the Synchronization Option in Administrative Domain Properties to
control how resource synchronization will occur, for example, when a node rejoins a cluster.
See Figure 12-4.
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Figure 12-4  Cluster Resources Services

Note: For more information about the Cluster Resources Services functions see
Implementing PowerHA for IBM i, SG24-7405.
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this book.

IBM Redbooks publications

For information about ordering these publications, see “How to get Redbooks publications” on
page 201. Note that some of the documents referenced here may be available in softcopy
only.

» End to End Performance Management on IBM i, SG24-7808

» IBM iDoctor iSeries Job Watcher: Advanced Performance Tool, SG24-6474
» IBM 6.1 Technical Overview, SG24-7713

» Implementing PowerHA for IBM i, SG24-7405

Online resources

These Web sites are also relevant as further information sources:
» IBM Systems Director Navigator for i Information Center

http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/topic/rzatg/rzatgdirect
oroverview.htm

» IBM i Information Center
http://publib.boulder.ibm.com/infocenter/iseries/v6rim0/index.jsp

» BRMS Graphical User Interface FAQ
http://www-03.ibm.com/systems/i/support/brms/pluginfaq.html

How to get Redbooks publications

You can search for, view, or download Redbooks publications, Redpapers publications,
Technotes, draft publications and Additional materials, as well as order hardcopy Redbooks
publications, at this Web site:

ibm.com/redbooks
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Help from IBM

IBM Support and downloads

ibm.com/support

IBM Global Services

ibm.com/services
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